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1. 6.

XY FAEARI G A HH

RHHBTFEL | HHNRES, hHEANNRFEERE, EEFEadES, HT0

HIAERAR) B (B0 fR2E AR LA BN (1) B - il sk B0

N (T 4 %ﬁﬁﬂﬁﬁ@”ﬁi%ﬂ, AT LA AH N AL EH E‘J%E?(/_\\ﬁfﬁ%, ﬁ%ﬂﬂ@i?ﬁﬁzﬁﬁﬂ:

B E K4 AR Fr A B AN RO B 2 A/ (B0 EHEE. efR
Refd I F A AAH R FA AR

T M TFINUEAR S AR GIE T sefd, g RoNIEBRraE N R T
AR, TR TSN

ARk R N TE WSO SIIE 5 AT 200 ) 152 RN 2 52 1A IE 5 128 A FH I i3

T Wﬁ?ﬁﬁﬁiﬁ%i%oﬁﬁ¥§%ﬁﬁ¢,Wﬁ%?%ﬁmﬁﬁc

) WA n] g Wl A ZE—NT .
AT TERRAIE ﬁ?%ﬁﬁif?ﬁﬁﬂfﬁ%ﬁﬁiﬁﬁﬂﬁiffﬁﬁﬂﬁﬁﬂﬂﬁfg’CA{%E%ﬁ%?lﬁﬁiﬁﬁﬁHﬂ
) MRS 7 ) 132 A2 52 B MM

WebTrust CPA JNE REFFHAIERR S HLA I WebTrust T H 1924917 WA o

WHOLS ifAE RFC3912 A SLHIHMIL, RFCT482 H5E SCHIVEM R EHE Ui iH Ul
B¢ HTTPS [ sl B 42 A3k 44 3 A 7 B0 A/ B B AT LR BUAR A S o

Pl abel — 7 XN-Lable, M A KHEAE RS Punycode % (RFC3492
6.3 WATE ) BIA G
B ASCIT ZEbb, FrMEAFHBRMN AR, EFRARE IR/

LDH-Label BT REE . ST DNS bR%s—FE, HAKEAGED 63 M\
5. (3 RFC5890 http://tools. ietf. org/html/rfc5890)

2YRBEAE M X

BR Baseline Requirements for the Issuance | AMEiF A2 KR AN P B vE SR

and Management of Publicly-Trusted

Certificates

CA Certification/Certificate Authority HL AR R 25 LA

CAA Certification Authority Authorization | IAIEHLFIFZAL

ccTLD | Country Code Top-Level Domain B K T3 44

CP Certificate Policy UF SRS

CPS Certification Practice Statement LT~ DIE MV 55 4 D)

CRL Certificate Revocation List WEP R 513

CSR Certificate Signing Request UEAS 1 SR S

DBA Doing Business As (GRS

DN Distinguished Name LR | B

DNS Domain Name System B4 R4S

EV Extended Validation TR IS UE /5 5 50 IE

EVG Guidelines for the Issuance and TR UEIE P Rk 5E i
Management of Extended Validation
Certificates

FIPS (US Government) Federal Information (R EBUR) BE B A BEARE
Processing Standard

FQDN | Fully Qualified Domain Name e PR E A

¢TLD Generic Top—Level Domain 18 H T IR 44

TANA Internet Assigned Numbers Authority H B gt 23 A LA

ICANN | Internet Corporation for Assigned HIM 475 Y5 o LA

Names and Numbers

10




KM Key Management SR

LDAP Lightweight Directory Access Protocol | &2k H U5

LRA Local Registration Authority A HbE AL

OCSP | Online Certificate Status Protocol FELAE TR ML

01D object identifier X RARRTT

0SCCA | State Cryptography Administration o [E E XK E A Z SN R
Office of Security Commercial Code
Administration of China

PIN Personal Identification Number NG iR 5

PKCS | Public KEY Cryptography Standards AFLE PV E Db v

PKI Public Key Infrastructure PN FEA it

RA Registration Authority FEMLA

RFC Request for Comments TSR VPE bR (—Fh B X 282 3R

1)

SSL Secure Sockets Layer GRERT

S/MIME | Secure/Multipurpose Internet Mail a2 iy
Extensions

TLS Transport Layer Security e 2 22 4

TTL Time to Live 1P A0 A AE I ]

X.509 | The ITU-T standard for Certificates ITU-T EFom e 22 HAR B (AR
and their corresponding authentication

1.6.3 ZEEER

e http://csrc.nist. gov/publications/nistpubs/800-89/SP-800-
89 November2006. pdf HIKM THEESSH (IETF) KA RFC3647 Anif
e CA/Browser iz (https://cabforum. org/) KAWL NEFTHENR (H
A CP&CPS KAGHI) -

Baseline Requirements for the Issuance and Management of

(@]

e 360 Browser Root Certificate Program

Publicly - Trusted Certificates.

Network and Certificate System Security Requirements.
Guidelines for the Issuance and Management of Extended

Validation Certificates.

Baseline Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates.

Baseline Requirements for the Issuance and Management of
Publicly-Trusted S/MIME Certificates

e Mozilla Root Store Policy

e Microsoft Trusted Root Program
e AATL Technical Requirements

e Apple Root Certificate Program
e Chrome Root Program

e Oracle Root Certificate Programlhttps://www. cpacanada. ca/—
/media/site/business—and-accounting—resources/docs/webtrust/wt—
pcca—ss—1bns2-3. pdf
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http://csrc.nist.gov/publications/nistpubs/800-89/SP-800-89_November2006.pdf
http://csrc.nist.gov/publications/nistpubs/800-89/SP-800-89_November2006.pdf
https://www.cpacanada.ca/-/media/site/business-and-accounting-resources/docs/webtrust/wt-pcca-ss-lbns2-3.pdf
https://www.cpacanada.ca/-/media/site/business-and-accounting-resources/docs/webtrust/wt-pcca-ss-lbns2-3.pdf
https://www.cpacanada.ca/-/media/site/business-and-accounting-resources/docs/webtrust/wt-pcca-ss-lbns2-3.pdf

1.6.4 252

zlgiqjﬁgy‘%%@iﬂ “‘,IZ‘ZJ\” . “Z:’/f%"” . «g‘ﬁi» . «&» . «Z:m» . am
_‘L‘Z» . “Z:@” . “T&ﬁ» . “EI[;L” *H “EIii” *ETE RFC 2119 i&’/ﬁtﬁﬁ%%o
ASTCRS T 3 B 2 g B 1] 9 A B ] 00:00:00 (UTCH8)

2 BREMERFEEH

2.1 EEE

TEHAE CA (13 BIER —AREANATF . TR -4 s 645 58 2%
MO LR . 2 AR (R (IR T AT I %8: CPUCPS. T/ Hhist. ks phist.
FRAIEFS. 2% CAUE-BAIBL R ILE WS CA 762 TEM R AT .

2.2 INIEE BHIRA

2.2. 1 15 B JFE KA
TS CA 15 B ¥ S 7E B 7 MG (https://www. trustasia. com/cps) &
0, BURAE & 2RI T Re M T B B R . KATA A S CA RS,
CP&CPS AT FH B B RIS, XL N U IREF S CP&CPS A VAL —
e

2.2.2 CRL KA
LA RAE CA 3l HTTP RATUEF#HEEE 5L (CRL) , 1T 7 B 77 AT LA i
PHIRAE CA B2 IIEF e CRL 43 A s E 3R CRL. W% CA AT AEA
CRL A& — MM IEIG I P15 .

2.2.3 0CSP KA

WA CA SRPAELEUE RS A WSS (OCSP) , 1T 7 BRAKA 7 A SN & iy
IEBRPIRERE S .

2. 3 KA KIS A AR

2.3.1 CPS %% A Bt [a] Fl1 45 %

IS CA [ CP&CPS AJ IS B 7d%24h 3518 . /D4 365 R AA —IK
CP&CPS.

WM E CA <& IR CA/Browser WIntnEIZR AL, I S B4 CP&CPS K
FF A bR vE o

2. 3.2 CRL %A If &) A0 AR 22

M RAE CA K11 PR CRL & R R AT — ks X -F CA UEF 1 CRL £/ 12
NARA IR, WRAF CAUETHEEEM, WAL 24 /N2 PN 5887 R AT CA
WEF AT CRL
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https://www.trustasia.com/cps

2.4 15 BRI I 424

SEHHIAE CA 15 B2 o 145 B LR 1 (7 sOx AR it il AN SR A

WA CA T M 2% 22 5. KRG #aiit 2 Ei iRz E B G
BN A REREAT A5 S BRI MRS B, AT

FITAT RAS () CP&CPS,  B4E P SR ARCAS, S AEfS B EH 2T

3 SRR

3.1 4

3. 1. 144 FRKTH

IS CA B R I FAE TAF S X, 509 AR, A TCEAE A & ME— 0 B 5
4 (Distinguished Name), %M X.500 brifEdr 4 0. Har & MEGE REC
5280, FELRERFNEVG. WEPNRAE CA HIUE &8 2 KA FEF5 1T 7 AR E 51
%, SHIETHEE ) S A @ AT S 5], FEUA R LR HAE S
ERRAHIFRR 4, DB AR NE SR D EEN, 2 & rE
— B4

YT SSL/TLS BR&5#s b1, Fra Bk 5k 1P sk #0020 3= 800 4 H, T
F AR 3844 B TP ki, D202 — AN H EAE 28U 4 A 3k 44 B8 TP ik o
T E PRk 4 (IDNs) |, WS CA 2% IDN [ punycode ¥ 2 1 4 A% 4 &
7 A2 FRal ) 44

7£ SSL/TLS JIRSS 88 UES, Frf ek 4 5k TP Huhb-# s N2 3= i 4 o, i@
ZONFIAE TP Mk, AR — AN I R 44 s 4 B TP k. 7
TLS/SSL #iE 45 subjectAltName ¥ fE 44 8 subject: commonName FEH, AfE
WEREFAA 1P HihEEk N A FR. EUE T dNSName 25 B, ANEETA T
& () T

7E DV f% EV SSL/TLS AR%525F 51 subjectAltName # B 44 8, subject:
commonName ¥ B ANREAL S TP Hiudik, H EV SSL/TLS AR S #8iF Bils A fe &l

B 75 o
JITAT UIE 5 1) i 44 R0 U R SE R #R I 10 S AE A CP&CPS H, JFEFF & CA/Browser 1%
RER
IS CA UE 2SR 1) AR B0 44 am 24 0 a0 F
B fE
EE4O) CN
4 (ST) WEBEREEE G, SFEAH
X (L) WEBAE R e, BEAH
ML (0) TrustAsia Technologies, Inc.
iH 4 (CN) sty CA 4

SEIHIAE CA UEF5T ™ B S AU 44 iy 44 R 2
| R |
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% (C) VTP BT e 1) 1R 5 M [X AR

4 (ST) VP RTEA Ay, BE A H

H X (L) TP ETES T, B A

H2(0) VT RIHLAA 4 BR

#17(0U) TP INLRER T T4 (bR SRS 25 42 50E )

H A RIR (01) TP INURTE M i (b TR R PF 22 e )

4,7 (givenName) AN NIRESE 4 5 (D ABHER . A5 N5 BRI AES)

kI (surname) AN NBPE LR (D ANERER . A8 A E BV AEH)

4 (pseudonym) MAA (B NG B AL AR )

7 IR (E) VTP TR bk, BAS P

i 4 (CN) W44 (SSL/TLS RS54 UED) , BibLA 44 (BURSRALET) , Bif
N4 (AN NRETS) , s A AT U 1) 44 Bk

SEIHAE CA EV UEFRTT 7 4th 3= A B 1) 44 i 44 R0 40

etk =1

EESO) VT e R R K X AR

4 (ST) WP PHER R, BEEAH

X (L) VP ETHER, B AN

HL# (0) VT HRE RN A K

[ERIE= WP RIREDNEZE: FAEHL, BUFSHR, wlksek bl 3k
e b SE A

HAAGEM T FE 5K VTP I L [

HAENROLIM /2 3T M eI /&

TN RS B Hh RARES i

FrP3ls VPEMS /T OB H

it FH 44 (CN) I8 44 (SSL/TLS M55 &8AE10) , BibLA 44 (WU RALIESS) , 8L
FoAtay iR (44 B

3. 1. 23X A RRE AL B SR

TE MRS CA {# ] DN 51 (Distinguished Name) SRR INIE 15 4K M AE B2 % & 1
SEfR, DN I A AR B — e AR MR X, T LS RS A B & SE AR 1 &
Uy el HJE A O . IE B R FRER N T AIE 5 BT £ 31 i) S L SR R 0 4
R, R T 5 ERAAT ARG E RS R
WHIEREE 2R EA —EMREMERE L, HPaEENEERRNLR, N
Y RE 0% BB 8 E TS REE LA DA R BT AR U B P 4 LIRSS A B R 3
s I H AT DB 5 0 o AR 1) 42 BRI 2 5 G VR S A S5 A DR R )
Ko
1. 3k SSL/TLS ARAS At LA MRAF 22 A uE B B 2w g T
FATHA A . AR TP 02 B Rl 7 bRisiaT P s (E S ak
Y 5 5IE o
2. MRS ZUET . A AR 22 e B R B ol B 1T B
B TR AE R 22430+ , TN ASE R, fERNFRRT
F RS S 5 ITE
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3. ARk SSL/TLS RS 4RIET . s A UE . R SO 2E A UE 1
Al AR A 22 Ak T B Aol S TP A R A . AR TP
(SSL/TLS 45 #8UE+5) B HL-FHB (b CREEF 22 4niE$) , TP
PN S5 S, TN ASEE (BENAE BRI A SR 2R 44
WEFS. Sponsor—validated BB 22 4=E10) AENFRIRTT B REEHE S L

o5 B

4. Hg9EAY SSL/TLS ARk55 #RiE+s. RS A IE BB Al s 1T
FUTNA A (BE9R 7 SSL/TLS B g5 a8 iE+5) » T AL A4l S5
EAERRIRIT OB B 5 Ik

3. L. 33T 7 i B A4 iy 44

A CP&CPS Bk H 3T P AEEAT UE 5 FR A I b U (L s A AR/ ik 44 . 1
1F Sponsor—validated M2 45iE+ DN H H R LR nl LB~ R4, MAE
Br LR R4 1E Organization—validated MR 22 4 UE+5 DN /R ZH 21 44 Bk
AT LA R A . o2 H VR A4 B 2 AL AR 2 i W5 CA ™ H5 1

S B

3. 1.4 ANE A FRH A

WPHAZ CA 255K IBUFAE B 454 X. 509 V3 kR, B4 4 a8 sF X. 500
Mo B 42 ) 44 U FR S S CA 58 3o

3. 1. S AFRIME—

FENLIMAR CAfFARIAN, AT R B EARE 4 A REAHE,  HAb e
ME— (1o XS T-[F—1T 7, LIS CA wJ DAF HeiE— ) F- A4 B 44 S HAE
ZoKiEF . HUEFS HE T BUANFEIT AR AT R A AR, T S i E I e i
M 5 HAE B0 oI R A S 7 BA DA B 0

UEAS A AL AR ME— PR RE T

SSL/TLS 45 28iEF5 | 344 (e — M i B BE I 44 FR 5 50 Ho ik 2 BC ALY (TCANN) 428
il o

BRPE 22 4iE 5 SR ME— ) H IR A sk S v — R 215 A 2 A BBk

RAGZEZAEP BURME— AR AR S ME— 25 A4 A BBk

RS A AET TR ME— [ AL A R S ME— 1 51 S A 2 A Bk B

R 1) BRAIE 5 LR ME— BB RN [R] B — 1R 215 2 FC 25 ) TR 38K

3. L 6RIbRAIiRA] . S AT
UEFS HE B AMSAEUE S B T A AT R IE A AN RIR AU A BRI A CA
B RAEFI FEAIRAE LT X RAR L AL, AT ST R R ARA R Gy LM
A CA AT LASE 28 B BAT R b S LA SR
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3.2 A SR HHIA

3. 2. VUEBHIHA FAA I 7 2%

WES IS D ATIE B IR A S5 E S EIE B A X N RAEH, HAE
HA 5 VAT DL RS 20t B 25 44 1) PRCS#10 % 0IF 2544175 3K (CSR) B3 3@ it
2B ZS RFC 8555 2 7. 4 i X[ ACME $X [ Finalize J5VAR) CSR
SRAE A 55 0E T35 SR B A AR B FAEH

3. 2. 22H 2RIk 44 45 )

3.2.2.1 AN FHER]

AN (BURFHUR . F A2 , 78V SCHRIENIISEIE

i, NBEAT A S S, Gl i AR ] S B A IR AR L B sk . K g

T PRSI S MR DL R HoAh mT LIRS B iE 2 R S 15 S 7 W& . L

FZEAT RS FR S 3R BT R AR B B 78 0 BB S R AR R 2

F (AT RN REIA K&K, RN 51T

TS HA S E BRI A UE, TWIHIE CA N6 23 ) 42 FRANE A/

gg ik, NIRAE CA mIARYE ZH ST B UE BB, BAT AR

S8R, ISR T XZ% CA/Browser Wiz BR PA K EVG, —

TS, WETFER S, ZagoE, SR SO, SN A A

o SEPHIERAT CA m] LLIEFE DA — T B 2 WOk 56 UE 20 23 1) B At bk A5 2 -

L. BB R A B0 CEFEEABR T LR E R Sl
ENED . G4 &5 FARREIE 1555 sl il 28 KA RO BUEES =
J7 B0 2 DA AN 2 40 OSEARAE I . BV sEfk.

2. I A E I = Bs e SR A U b R Bk R 5 5, DAHERAE . TR
. HREUE R G HSGHRATESS, LA B 5 & Fre (s i E
S

3. A PO B AT 2 v A L IR B R A SR ISR

4. YLK L ARAT X L BURF S R R B B LA IS CA AT
IR T TR L L HE A S

5. BRI = H LB T IR A, BREDSR IS RIS BRI
ko

BeAk, DAEERF, EPHIAE CA I LA e BT 75 ZE A 2 i 7 SR gk}, o

EHEA ESREREM R ESEA R, A S A SRR 51T .

ST EMAE CA Z & BT FETS, SIS CA 2 LS Ar e TR0 4F

FEVEAE 2 R R VE G WL IAE g R o 0 TR Ay« AU~ HIE i sk,

NPT CA v BT AR 4,

3.2.2.1.1 EViEHKHAZRYMKGH%H]

1. EVAiEPBHTEER
TEIIRAE CA AN TP Mk, JBECFFRSA, ARNNANZER EVIET . HiE
BV IEP I H bz Hin T f e & WIS CA 58 A%«
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a. IEB&pN: EVIEBHIE IR LAOT HH LN RN . ik
ZPNE—NERN, ATUUZHIEH RN E R BE A AR
HH IR A 2R 52 AT UE 5 FE A B BN

b. UEFHHALA: EV UEPIERAER FHN . iEHHFHAZ—DER
N, LU I A 23 i Dt BB AT BB 4R AU AR FR S A AL AR UE 5
HIE B BUAREEN .

c. BIFIZFEN: EVIERIT FIIEEN, ARZEENE—IER
N, AT LU G A 23 i DR BB A B R AR FRE R BT
BN

HREH AT AR — N N H R A el 2 AN A, B4R ]

PLIRAL— PA i N AT IR B A o R (P ART— A

2. EVIEPRFHMFBER

a. subject:organizationName (OID 2.5.4.10) FE: WiHH{E CA X
Pz I ML R K A RO CRAREA R T TR E e
FBRALNENIEH . G425 FAUEIE S OB KA 20
BB = 7 B s SR A e H R AR . S TP BOCAKEATR
AR 64 NFARE,  anA R IS CA K448 550 7 4 2R 44 PR Bl 44 B
Hrp RS R, DA R 1% B R IR s (HRTIR AT
WEASEHLTEM P FREEX WA RS, Aatb Ko7 7™ 4 %
fif LA & AEFNAS [ (1 2H 24T A2 18

b. subject:commonName (OID 2.5.4.3) FE: Xt TR EHIER, WM
AT CA ANEZSZUE T EARIA B d AR, IS BRIk S
SRAHCEE, (HASVHER 1P Mok sE AL RF . 6 FACIS R 42,
ZFEIRINAENY subject:organizationName (0ID 2. 5. 4. 10) £
FF—3.

c. subject:businessCategory (0ID: 2.5.4.15) FEk: WIMI[E CA
FRE HIE N ZH 0 55 28 K153 DU SR AR E i A FRIR, 73
N AEHL, BUFSAE, RSk DL AER SR . S PHIE
CA 42 BBV 55Kl 43 Kot B N ) B A7 82 DL A B 3 33047 Xl 3
ko

d. subject: jurisdictionLocalityName (OID:
1.3.6.1.4.1.311.60. 2. 1. 1) ;
subject: jurisdictionStateOrProvinceName (0ID:
1.3.6.1.4.1.311.60. 2. 1. 2) ; subject: jurisdictionCountryName
(0ID: 1.3.6.1.4.1.311.60.2. 1. 3) FB: WIIKIE CA IR L
BHHMEEE N AFFH” Incorporating Agency and
Registration Agency List V1.0” d#iEk. Sy MHLA %5 5%
s BEARVFENZ T B Blan: 203 MU 2 B 2 000 5
HIAS subject: jurisdictionCountryName, AN{FHEE
subject: jurisdictionLocalityName #H
subject: jurisdictionLocalityName; WISy FMHIAG N /E—2%
B, NAZIIES subject: jurisdictionCountryName #l
subject: jurisdictionLocalityName, A{HHE
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subject: jurisdictionLocalityName; Ui 7—Z ), X _EiR
“ANNFERALAUAE

. subject:serialNumber (0ID: 2.5.4.5)FEk: ZFETH{EELE

NS CA B A JFH)” Incorporating Agency and
Registration Agency List V1.0” H§&e. WIS CA{EICH
SUFMEFEX WM, B e VEE RS X R EM S Bt 4
RO EGE M H B

XFTd Al e FECAEET, SEINIAE CA A4 528 i BUR LG 25 K 1 2L
A (AR EAR T TREE W Flb R AR e Gi—H21E
FIACHSIE P55 B8 I &8 AT RO IBUBUER = T3 A B SRR 15
5

Lo

f.

g.

subject:localityName (0ID: 2.5.4.7);
subject:stateOrProvinceName (0ID: 2.5.4.8) Country:
subject:countryName (0ID: 2.5.4.6) FE: FiRFE NS
CA K S ic H 403 M b s 5 H I BE stk o % T FRS AL U 2 b
BERIEEIA, EPNIEAE CAMEAF FHZAT 3. 2. 2. 1 BRI RIS UE -
SEMERAS CA I BV AIE A
subject:organizationalUnitName (0ID: 2.5.4.11) FE.

1 EVG 25 9. 2 B E I E AR, SIS CA IE+ 1A 05
AbAT AT 2 A R

. EVIEFIIEE R
a. HIEHLUH A BN I EIE

ST EVAET, TS CA S IEE A I A TEBAHA L&
RSB NS 4 A I LA B £ i A S BB BN
HEA N4 B, BTN e, TR CA A RUIE A R
TR EHAMREER A MRS CA S5 2mIT S 3. 2. 2. 1 Fir
[T B T 7 2\ B A0 T SBT3 A0 A BRI 5 B S AR 2R, 3
PR R, DA B

VT P BRI 5% 3 19 44 3 i

ST EVAETS, LS CA TR AT S ORI T R S T 442,
TR B ARSI AR, T BB AL & 48
N, UL 3 A 555 AL PR At . X FAIE
SKUAJZAT P S 4, RS CA S TSR AT P F T 5
e X TR R BRI, TEMIRS CA Kl i Ty
PRB T S % E S S . A CA H 0 22 ARG A o B
44T H S«

e 2L 4 B

ST BV AET, LM CA RIS 75 A i 47 4 DR HE A7
75, EARILEIT AR S L& S 58 . IR CA Kl
SR, BB HLK, BEA RIS T A R B AR, Rl
i NS 5L RE ST, Wl S F

i AREEMECE I RAR, WAERTEAN . BEN . fHA ]
BT CAFAE R /D 3 AR A
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ii. BUEFE N BEENLM . BEA R B TAFTE QLIS 8¢ QTTS ik
3

iii. BEUREIZEE R ERMYATHIE . BEENA. BEA A B
T E IR SO, DUIRAEHE 7. BB . BEA R BT
N FIEZE BN — AN E RS SRk 5

iv. SEIE CIRAIE A b WL BRI IE H S RS2 W I R L —
AN ROE AR R

d. ELSARR R “ EEA N FIIRAE

XTI BV AR P ARk s, SEPHIAS CA DI SRAE S 85 #E L Zih
ZHLN “FEAANT B HBIE, TEMAT LR IZATE . 1%
FERFA. RN ot NS G HS BABIE oy “ 15
DMN” BN WIS CA S IR EVG 55 11. 11. 3 Z A ER
R HE “TH %7 o X Z GER T mHE %) 17720
BFEARR TG WA . 0 9 %% 8 D6 T R e
B, CEBEANNT FEBRBUFE RS OUEA S, FRR AR
Py B B SCAFIEYE SR UE B Sy, Ho — Ak B &L, nlHsZ
PIREH S EVG 58 11. 2. 2 B ER . “FEANNT FEILH
BN R ER R BIREH SO AR, IR 49358 8 T4 NG B %
I B HIE SO LA SE R A

3.2.2. 1.2 MV B B2 2A0E 5 I LD 1) 54 2 501

L.

2.

UE HE R
Fig Organization-validated M4 % 4 UE T8, Sponsor-validated HE
22 AR TR 5 AT H LA S0 40, BRSNS T
HAth AV RUETS . MRS CA Kl 25 3. 2. 2. 1 Z 45 Fr g1 28 1 5 =0t
R 2H 2 3EAT AH B Y B A o
WEPE B BER (HENVIM G %555
a. subject:commonName (0ID:2.5.4.3) FE: *I7T Organization-
validated MRPFZATE+, WMWAE CA L E32 Bl
subject:organizationName (0ID:2.5.4.10) FZEHINE; T
Sponsor-validated W24z iE+s, WPHWAE CA 8252 H IR NAd
EUEABE AR NZ T BTN
b. subject:organizationName (0ID:2.5.4.10)FE: WIHHIE CA B2
2 BB S ) SE L E A RRA/ BURAE 2R 3. 2. 2. 1 VIR
IR E LR ABRE A TR 51 ZRRIEI HELR, NG BoRR e 2K,
WEHE S HIHE BILE 4. ZFBRCAKEAGEHT 64 N+
W R WS CA K46 5 58 7 4 23 2 PR Bl A8 e H b AR S
PRI, DA R 1% B AR R s (HATIR AT A 5 A a2
EM P ENEEEX N EIRS, AR T 7= AR DO 2 E A FE
I ZAFT A8
c. subject:organizationldentifier (0ID:2.5.4.97) FE: ZFEMN
LS MR YR 5 (P9 M 7 R e vk N SEAR P E M 2% . BARN A B 3
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3.

d.

NEFFH) Registration Scheme identifier. 2 ANF4FH country
code. 2 MNELFH] identifier for the subdivision of the nation
PLRH 2R3 Mg 5 20 )% . Registration Scheme identifier 43A:
NTR (EZEICA) « VAT (EZEBISSHLE)  PSD (BKHE)  LET (4
BIENRB AL GOV (BURALED BAR INT (HEERHZD .
subject:emailAddress (0ID:1.2.840.113549.1.9. 1) FEk: WIHIK
15 CAAEZ FBOE 10 H s 2L 2R B 2 R 09 FE - S il o 2 F R
bR I 2 3. 2. 2.9 BTk B 7 AT IR .
subject:stateOrProvinceName (0ID:2.5.4.8) FE&;
subject:localityName (0ID:2.5.4.7) FE; subject:countryName
(0ID:2.5.4.6) FB: FIRFEIIMMAE CA KB ic A4l MHh k4
BHLFYEE AL . X T S S B R R, PN AE CA KA
FHZEAY 3. 2. 2. 1 BFIMURERALE .

IS L TATIE: SN

HEUE BIIE

Toie G H R B B A R HIEUETS, SEPNIEAE CA #AUEG UEZH 21
MIAIRE R FR . SERES MV L dmtD, DL 28 ik S5 4H ¢
HLUE R Bk T7 20 A 50 Uk 2 SR 5 Ho A Al R E F AR ]

LET Zx3kik N 1R00 g i 1) 4 FH

FIFE Organization—-validated M 24 iE 4585 Sponsor—
validated BSfFZ4iE BALUSE SR, ATCUER LET 4BkvE N5
YA NI UE R SRR, HJoHhIs R &) . (HAEAF A LET 4Bkvk AR5
gnhdiy, H RegistrationStatus ZiiN ISSUED H. EntityStatus A
ACTIVE, ValidationSources A FULLY CORROBORATED; #
ValidationSources & PARTTALLY CORROBORATED. PENDING &f,
ENTITY_SUPPLIED_ONLY JUJANA] F .

- HUESE A AR SRIE

IS CA 252 B 2 2R F B Organization-validated MR %224
WEEL Sponsor—validated HBAF 2 4k Fo b5 F AR e PR . {HIE
PHIRAT CA S 2H ZAPIABCE A PR A 1 P PR A1), 32 52 I AL 2R g
T A ) B AR B SRR R AR R M R AR A AR (I
X, ANEZEE) AR ESFR. B WIMWIE CA K%
R e AARAFAAE B L EGE A IR RE, WA AU 468 W i 4 23450 B A oE
FRRR HIFUETS

HZAME— AR IR ST A SEIE

MEPNEAE CA A5G IE 1 2R 3R AT LG e dm b5 BAE N
subject:organizationldentifier (0ID:2.5.4.97) FEHIHNBHK
Y5 o TEPNEAE CA Wit vl 5 I uE B R PR IR UAR OG5 B, e
SMIME BR PR SR 35 55 AH N i i o LA FR) 3631 25040 SR U5 U AE ST M Rl A5
CA 1B M /AFFI] “Validation Resources” Az .

R 52 A [ 96 1IE

TEF AL AN R MR 2 e i R, WS CA 2 imid 28

3. 2. 2. 1 Wy BeE A B A BodE o7 R UE B IS NBLR, R4S
AREENES, DMs B,
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3.2.2. 1. 3 AMVEI SRR AR UESS I B i 5 43 255

L.

2.

3.

UEF R 25K

HAAT b R SRS 28 44 S 10 46 00 R ) S5 20 S5 R - A Ak A

SEPAE CA Kl 58 3. 2. 2. 1 B 715 B &1 2% (1) 77 2XO0) R i35 2 24T AR

HIH % BRI FIIESS, X HiE AL RSO 2R A uE BRI 2, L

WAS CA N5 5 ik 28 0 N b AT TH % 1 o A% o
UE U BBk (CHE WL S 4503 )
a. subject:commonName (0ID:2.5.4.3) FE: T @AM w42

ZAE, WIS CA {452 &0 subject :organizationName
(0ID:2. 5. 4. 10) FEHINE; XM TEEMNNE BBk R SO 2 420k
P, INEE CA N FE3Z 0 subject:givenName (0ID:2. 5. 4. 42)

H subject:surname (0ID: 2. 5. 4. 4) F-BHI N %o

. subject:organizationName (0ID:2.5.4.10)FE: WIHI[E CA [V

SCEVEM IR R A RO (BFEEAR T TR EIE . Falk
BANENIES . St EAAIERSE) sl 2 kA RO
JBER =7 B R AR IR e AR TR % T BOUCAKIE AT 64
ANTAF, s S CA K5 4e S & 2L 24 AR e i e g AR
SRR, DAEHE 2 % T B AR AR (ERTIR A S A
HATEM I FREEE XN AR T, AR 77 A R LY A
AR LT ASTE

. subject:stateOrProvinceName (0ID:2.5.4.8) FE&;

subject:localityName (0ID:2.5.4.7) “FE&; subject:countryName

(0ID:2.5.4.6) FB: LiRFBORMI G CA ¥ & id H4EM k&
B R . X T HIE A S B RRA, IS CA FEAE
FZEY 3. 2. 2. 1 BFIMUURERALE .

. subject:organizationalUnitName (OID: 2.5.4.11) FE.: L=

BN {E CA A LB subject:organizationName KB @MLK 58
BILE AR, WG CABAEH FTT 3. 2. 2. 1 ARG UE; 7]
L& subject:organizationName & ERERI 14 FR, BRI 142
F 1 2H 23 HEAH JSUE B S

R IR ZR

a. HLU5 BIIE

WS CA KX AN A E AR A EIRES . FEMALAL S PR

SR HEA A SRS B TAE 720 I TE MR 5 LA el i
A
RN SE

FEH AZ AV R SO SR A IE PR T, IS CA R = i8I 5
3.2. 2. 1 T/ (s b7 s £ Rl oy AERIE B2 I N R, 3R15
AR ERIE R, LLRIAME BRI

TR T B A%

FERRIERAIRIE S, WPHWIE CA ¥ SuEB& I N7 — Ik “H
MMEZ” , Htzd A BER 22 EVG 28 11, 11. 3 EHW TR A . 1H
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SETTE ) T AR B 77 A AL TS HL
S N TGRSO NI ER SR S SRR 1158 REZVANE R S 78 L VPN
BIGSER H7 B GHE R TR, 95 2502 B T3 LR i S
HELASE R 1% . #5717 P HIE A& Sponsor—validated SCARYZE 2 UE+S,
HHAIE A A S A TC A B % S e RS X T o A%

3.2.2.2 PR FRAIRIE
ANEH

3.2.2.3 FrEEBEAE
T I A KB, WS CA Kl 3. 2. 2. 1 T g & 4
BRI LAAIE R {5 B3R AT BT E B K A

3.2.2.4 BAKHIAFLER]
F P72 HRAE SSLAEFRINE, EPHE CA T BB FR % 35 % BT B e B rhig 4
oz IR, BE3GIE R WA CA $AT, NETITARE =T
TEPHIAE CA AL Er A3 . onion [RIRA IERAE, B AIRENZIE P12

Ko
LIS CA S YEFP RN R4 IR UE ST, AHEAE A 1 W Fh I8 77 9% LA AR
ISR BR Wit A5

3.2.2. 4.1 BWAFHFEANNBLERA
AN WAE CA AL Fr 7.

3.2.2.4.2 MBEBLRANRIZHTFIMG. £E. EEHIBYEH4
FRHRIEAEREE 3. 2. 2. 4. 2 WA X, WEPNIEIE CA K imad & ik 56 1k Hi
1 B BEE I 4 1 whois B R N MEAR SRR 3k 42 A3 B AL BRAE IR A 2 f
E—AME—RIFENUE, 1T BB EAE M S, U A A BE N U ) 360 B
P2, b S R AT 5E R 4 1 BRI
ME— P BE AL BT S CA A2k, FREAE i HEA BB 30
Ko WIGUE 7 AR & A T s B AT AL 3R .

3.2.2.4.3 WELR NHIFEER
TS CA AR5
3.2.2.4.4 W& FHMEFREELRA

PRI LIRS 3. 2. 2. 4. 4 TR X, Mi& R HB A R IRER R A .

A PAR 5 204 FH ) 2 1 7 A s bk B e R R OGEAE, R EE A

XFIE SR FQDN F4% il

a. RHFIERER A A EEEH “adnin” |
“administrator” . “webmaster” . “hostmaster” Y
“postmaster” YEAMIF LS 77, FERAFS (“@” ), HEHRAR
kR A,

b. fEHFIHEE—ARIE, DLk

c. iEHITE NG CA FIRSS1R28 Gald s el A7 0O Bl
1B DA AR WSORI 4 A
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w

w

w

w

ME—RIBEALE A CA AERl,  JFAEAR Rz HEA RO ANl 30
Ko BEIGIETT XA i T 38 BC AT 4 A% 1 B E

. 2.2.4.5 BMARHR A
N IAE CA A SCFRIE T2

.2.2.4.6 TEER MR
MEIMWIE CA ASCFRIL T4

.2.2.4.7 DNS A&

PRI AR S 3.2, 2. 4. 7 W e X, AT P isE A e ks 44 a1 2
FRH BE LR A TXT B CNAME i05%, WIS CA AENs 25if) 345 &1t BN AT
5E R 44 BT BUGHIE .

ME— B BE ML B LIS CA 2B R, FREAE iz H B RO A 30

Ko ki@ 77 RGeS HIAGAE, SEPIRAE CA BT DION e 4% P
DLk 44 45 R ) R R 42 25 RAE TS EGAIE 77 2 ) i 3 B -3 e 774 44 1)
IS

.2.2.4.8 IP Hunk
WIMBUE CA ASCFFITT
. 2.2.4.9 WAES
WIS CA ASCFFITT %
.2.2.4.10 48 TLS BEHLH
EINIAE CA A SCHRIE T2
2.2, 4. 11 AR HAR T
EIMWE CA ASCHRIL T4
. 2.2.4.12 BAFREANRBEABRA
WIS CA AL RpIE 515
.2.2.4.13 [A] DNS CAA BRE AN RI%EHTFHEM
TEIHAS CA AL RRIE 75
.2.2.4.14 7 DNS TXT BRRAKIEHETHH

FIREEARTORES 3.2, 2. 4. 14 TP HYE X, MEPHIAE CA K A IR LR AIE MR A 2]
#id DNS &I FIf) “ validation—contactemail. fFSeiFIs 4% 7 TXT f##T
WAL IR R AR o SR mR A o B — A E— I BEN LA, T B30k
MR I, Vg o) BE AL B S e, sl bt Jo B AT 58 s 44 P A
iEo

ME— I BEATE I AE CA AER, FRAEA R HikA RO AR 30

Ko Aimsa i@t 77 2058 sds fBeE, A CA v LN 44 P A
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DA sk A% 45 R )N 23844 25 R UE TS o 36 IE 7y 3R] i ] -J i e A sk 44
Bk

3.2.2.4.15 HIFERIEHAEKAAN
N IAE CA A SCFRIE T2

3.2.2.4.16 [ DNS TXT HEIHEER R AT HIERR
MEIMWIE CA ASCFRIL T4

3.2.2.4.17 [\ DNS CAA HEEiEBLR ANHITHIFER
TS CA AL ReE 15

3.2.2.4.18 FBE ML v2

FMBEE AR EE 3. 2. 2. 4. 18 THHIRE X, 1T P B AR SRR I 44 il i 45
EHZ /.well-known/pki-validation/ Tl E 5 & M6 IF SO AFEALLG
TEE . PN S CAdEIE HTTP/HTTPS PSR ERIA I I BEM% L Th i ia) B35
SE IS UE NS BT 58 384 B A BUGHIE «
ME— FIBEA LA B PNIAE CA ARk, FRAEA Rl il d ROR A 30 K.
ek 4z 38 i by 258 A RIALEGAE, IS CA AN ] g b 44 25 K AE
Fo BRIGUE 7 SOAE A T @B A I SIE . SIS CA SCRF http B
JE R PPIRASES Y 301, 302 [ H 5E [iE R ESIE, € [ f5 i) ik 0 2500
IOAFIRAZ —5, ALK http 803 https 7k,  Houi H 4002 BRIAFZAL
Vil

3.2.2.4.19 {5 ACME 75 =5 X 35 2 B8

IR AR TR 3.2, 2. 4. 19 i X, JHEIE{H A RFC 8555 % 8. 3 i
€ X1 ACME HTTP Jii ih) 77 VL& 3F FQDN frodskdzsih], AaA FE i A% FQDN [rgd2s

.
A JME—RFEHLE (RFC 8555 & 8.3 FidflrsE ) I s CA £, H
Rz HR 30 KA R

WA CA SCRF http J5 sURE FRZSAS Y 301, 302 [ H5E 15 K 5
e, HLE R A A A ARG UE 44 — 20, ATLCRH http B https J5
o Hiim M AU BRINIRBLTT o 5 A TSR @ BT 844 .

3.2.2.4.20 f#H TLS K ALPN ¥ &

TS CA AR Tk
3.2.2.5 IP HhtHIAARIL T
WIS CA 2324T FE A TP HiE SSLAEF, NN 1P & ki 4 B F 1
SEANES . T HIEIEDM 1P TFFA TANA BV HA A AR 1P,
WIS CA S 43 EEAS TP FIGIEIC S, AFEAER 7 WP 36 AIE 72 LR 6
f¥) BR fRA S .
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3. 2.

3. 2.

3. 2.

3. 2.

3. 2.

3. 2.

2.5.1 B ERIMuEERTE

FEIRIEAREREE 3. 2. 2. 5. 1 WA e X, 1T Pl fE AR I0IE TP 3 48
H3% /.well-known/pki-validation/ N E $& € ML IF S0 FEHLEG IE
R

SEANEAE CA JEid HTTP/HTTPS #ris B ER A S 1 BE WS B B 7 1] 148 5 1 36
WNZ BIA] 58 s 44 BT A AU AIE . ME— RO BE ML F M5 CA Bk, Jf
e R Hil A S0 30 K.

2.5.2 [q IP #HtERR A RIZHEFERE. £ E. FISSATBIE4
WIS CA AL REIE 75

2.5.3 RIEMIER

TEPHIAT CA ASCRFTT

2.5. 4 AR ATV

WIS CA ASCFFITT %

2.5.5 HIRERAR IP HIbEERR T

WS CA ASCHFILT 15

2.5.6 IP bR ACME “http-01” J5¥E

PR AR EORER 3.2.2.5. 6 TWHHIE X, BT “ACME 1P Identifier
Validation Extension” BLZ 04 4 “http-01” FEFMUFHEICS, LA
BN B E A TP bk iz, mI7E

https://tools. ietf. org/html/draft—ietf-acme—ip—04#tsection—4 &
IHE,

3.2.2.5.7 IP Hiht#) ACME “tls—alpn—01” H¥%

3.2.2.6

WEMBAE CA ANSCRFIE T2
B AT A IR AR ]

WEHHIAF CA Xof 38 FLAT A7 M ARk A% ZEAT P AR AIE , 38 UE MR UIE/E A CP&CPS

/ES/F;"

5

3.2.2.7

3.2.2. 4 WA MIE . AT AT A A TNGHR A B IR SR, IR
CA AR N R RAE A . WHIAS CA AOVIBECFFRE K BV AE4S.

BOE IR KRR

EHHRRAE CA FE SR AR A A B IR & A2 B WIS B R A, ERHME
TR IEAE N v SE BRI 1, YIS CA S0 B IR i w581 . HER
P BRSO i D& BE U HEAT VR . JFIEAE CA/Browser 103120 Hd i i 22
RFERELUH R

1
2
3

S

5.

B BRI R

B B EETR

A BRI S BRI H
AB B R AT e KT R A
5 P 3 AN L P HE
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3.2.2.8 ANENMTALEF
TEPHIAS CA 55T CAA T SRIE WAS 4. 2.4 75,
3.2.2.9 HFHEAFHhE R IE
2 MRS F B A 9 IE 35 32 R AR B A& F AR BRTE IE TR, RS CA & Xt
ZMB ARk A BB TR A, JE R AZ HE E R AL, REIE
I G A I AEIE R 2SN Email T,
1. 38 L35 44 56 A1F B R 1 b ik 425 s A
EPHIAS CA AT LAIE o 561 11 15 mp 4 A 1 R IS Hu ik PR 344 350 40 1 4
IR, DLEGIE B A\ REZ BT B A Mk (45 A . TS CA XA
AT 3. 2. 2. 4 FE AL 7 SORPAT LB
2. I3 H - BRI E T A A b v AL
TEHIEAE CA BT LU IR A A BE ML, AR5 WS B FH % BE D LAE Y
BIAEIE,  DLBRAIE HE A HZ 7 ISt bk (0420, EAR A IR AIE 5 3%
iR
a. MWIAE CA RS 75 BEUGAIE ) HE 1 MR F bk 7 326 — 35 S 2 M bk 42 ol
BUIEAEBSEE, AZ MR 2 A5 — A B e — BEATLAEL O RE v 2 5
b. FFE USRI R A 38 i 7 B AT UARL ) e B A T L HE R 1
c. WIEAE CA RGUEIFH ke S,  Bexs e I BEMLIE 5 KRk I kE
MUE, #E5R—8 WAk iEE .
BE AL 7 A b H - S 2 e — 1, 7 BE LR AR S8R IR A1 RO 24
AN, BEATUE 2 EAE I E TS CA [ F T B2 sk 2 22% F 7 IS A2 I s
HE,

3. 2. 3 N B 1 4 51

RGBS 2 HARN, MLPHAE CA K iz ik 44 . Huhik DUSGIE i H

HIESEESEAR D EE L. T ANEIES, WG CA ARAE AP

H LTSS AR, AT A FER B 07 — B S, iR

i, ARG, ST TR, S T

S 5 R IR B S SR 5 S By S M PR Bl S e+

TR ARSI B 1) B 7 BB S bk B 44 o FR R A T R AR SR AR AT AT R BURE

BRI B BUEAE CanJE RS e PR BRIE . R U B A R AR

) HIEMTRIA . SEPHIEAE CA S RAEIES BRI A2 75 5 i K 4 FRIUL R,

DYSER LY EPS ESYESENIRTR

EHHRAE CA JEIE BLR — i 22 oy 2R S A

Lo SRAPRIEAN RIS i 7 WP B i f il . LRSS At ) B2 1K 5 20k
AN UE S FUE PG RS MIAE CA AN AELRPTEE
R UEFS FPERIAIEAS 2 BAAM HAl S (5 B AR HSE) . W SRR BT HIE
HEANK;

2. A HEE PR HUEAF B AR A AR TR sl s (KR, e B JE L
A ABER = J7 B30 e 45 ] SE I 77 200 F g S i) B (5 B AT L Sk e
iE, PABOR EHE TINS5 AR 5

3. RLWN BRI L ARAT RN L B A R AR SRR S B st bk B
AU R 5 1) 5 3 UE WA SCA R Ak o
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4.

HHIEE R T HIUE RN, AT ESRHIEE SRR RN SO BE AR
=B . BUORIERIN T IR S T SORMINZ SR A, DL

THE R RRHL L

Ubak, RS, SEPHURAE CA IS W] LA e Hoe BT fF S Ay ARl i
HA SUESRIE IEM B SEE 20, A S B VAR 54T
KT EINAE CA R IVT FAES, YIS CA & 8 VA5 br e F TR A7 TR
TELE i KSR VE S DL BE T35 3R o T F#0R A “m e ” MHEER, WM
WAE CA W E 27 LAFE 4t .

3.2.3.1 Individual-validated BEfZ4IEH KA 4% 5]

L.

UETS I R

TS CA N2 B e A RFAT AR I H AR N Individual-

validated MREFZAUET . HE AT RIS CA $&AL S ik B S,

MEI S CA %0 e By ik B SO AT A% 5, FHRIR R AT A I B S

P,

RS 3B R

a. subject:commonName (0ID:2.5.4.3) FE: WIS CA U2 HiE
NINE R W AR NZF BN . BIE AN 42 0 2R B e AR (e
1 E % — 3

b. subject:givenName (0ID:2.5.4.42) Fi
subject:surname (0ID:2. 5. 4. 4) FBt: WINWAE CA fLHEZ HiE AN
EEA .

c. subject:emailAddress (0ID:1.2.840.113549. 1.9. 1) FBt: I
13 CA A ZF B I G AT E s i FE MR AR bk o 12 i 7
Huhb Bt Z5 3. 2. 2.9 Frik g 7 kAT AE .

d. subject:countryName (0ID:2.5.4.6) FE: WINHIE CA BIEI%ZF
BE e FOE N SR AL S b A b 1y ] 4 1) [ A

UE P IGAIE R

B 7 X ILAE Individual-validated BRA:Z24E 5 DN fildE— A7 B

HEATFE N B B AR B UE AL, WM E CA S B NI S e, 5

RN NN DN SR 7 X s

a. HIE NS 0ME BISIE
KFWEN NGO BRI T, WINEAE CA N FZZY I & 43k iH X
o IS CA PTHESZ N IR & IR B i/ I i B &
b FEEUE. BIHE. IR, BRE EREAEIE. BRERARA
HIBATIE . BV AR KRG IEATUE LA R 2 E K A & B IE S [ 20N
AN NI R S A e B SCA o S A UE IE B SCAH: b o 2504 375 B 0 AL 1) T 0
R, BIUARHE N SR . & Sk SCfF EoeibbE S,
HiE NC TR AL s N4 S dmbd DL R Ik i B . 4R
ATXTI B 15 B R B BSBURT 285 R 1 B 56 I R4 CA DA AT [ IE BH
A RAIE B S N L

b. HiE N HIEIT NHIA
M AE CA Kl “ Xy i A% 7 8977 2R 58 & 35 B A% LA
FRE N ST BN, # % 07 A ERZS25 EVG 5 11,11, 3 &Y
FriR N 25 . X SR R Im s 77 NEFEEARR T4
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RPN TS U TR 7 S TTDO NI R ZS 0N L SRR N 2
G H N R ZOR R S ORIE A R, I 235288 TN fE B RE
R E A SO DL SE B

3. 2.3.2 Sponsor-validated HRZ4AVEB N A4 X5

1.

UEP HE R

W E CA S0 Sponsor—validated M3 Z ik PP EENMNELR, H

MNMNE B AN IR . ZUE T E BN ANMULAR A SR H

ITNRETT, ARG HIEHA RN . FIEHLRR T5EmEE 3.2.2.1 &

TESR AL IRAESS, T RIS CA FRAEN ANE B AN N S 43IE A

SO, MEPHIAT CA KX He S Ak B SCAF AT XS, FREGIE Hh BT

IS

WEH EESR (NS 552

a. subject:commonName (0ID:2.5.4.3) FE: WINW E CA #EZHIRA
RV e a4 B E A A R BN 2 o A VR 8 44 B AR
H PR pE e b B8 — 280 0 R A4 75 FR S 2 2R SR A AH B 1Y)
E B S

b. subject:givenName (0ID:2.5.4.42) #F1
subject:surname (0ID:2. 5. 4. 4) FE: WWINWE CA {52 HiF A
EEMA . ZFERAYE subject: pseudonym (0ID:2.5. 4. 65) [&]E} H
ILAEVEFS DN 1.

c. subject: pseudonym (0ID:2.5.4.65) FE: WIS CA £:52
Sponsor-validated M2 Uk o BN NAF A4, (HAITEH L
U BARROIERT,  PAEBZA N 42 5 B S S5 BAHCHE . 1%
FEAY subject:givenName (0ID:2.5.4.42) #l
subject:surname (01D:2. 5. 4. 4) [&]i} L HLAEIE S DN H1,

UE P IGAIE R

{f Sponsor-validated HBF2Z24=1E+S DN A B AN NAB AR 75 4% I

RN ESR AT, WIS CA SUEH S UE XX, 54N

N HIEIT N

a. ™A E B EIE
KT S A UE B A U e 7 RN 26 3. 2. 3. 1 AT ATIR . BRItz 4b, #
WEHS DN fREL R RN A4, W H T L 2R 20 B e AH B2 R IE B ST
o TEBA SO AT DU ARALFS . U B B S PHWAE CA AT, AT LABA
TR N B4 48 5 H B S 505 S AH BRI S

b. NN KRBT RERIA
SENAE CA Br 1l 28 3. 2. 2. 1 VIS UE AL R 07 AL
AN NIRARUAT RSN, B0EE “ TR E 7 177 Xk AN &
P UE ML, EAZ T R E RS EVG & 11,11, 3 I TR N . M
PR A% (B[R] TR %) 177 B EARR T A5
A U LS. RO H A% SRR, G AR E L AZ N
BUR HOR B E AR G AT, 43288 T A NG BRI 1 i SO DA
FE R H
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3.2.3.3 Individual-validated SCRYZEZIEH KA A S 43 K 5]

L.

UET5 I R

WIS CA N2 B e A R FAT AR I H AR N Individual-

validated SCRYZE A UEFS . HUE AT AN AE CA $2 AL B ik B ST,

MEI WS CA K50 e By iiE B SO AT #2582, FRIR IR AT A I LS

o

RS 3 R

a. subject:commonName (0ID:2.5.4.3) FB.: W[5 CA B2 HIHEA
FE B ELAENZ T BTN« HIE NI 42 0 20 R H BT B AL (R e A4
AL —

b. subject:givenName (0ID:2. 5. 4. 42) f
subject:surname (0ID:2. 5. 4. 4) FBt: WINWAE CA L FZ HiE AN
RS

c. subject:countryName (OID:2.5.4.6) FE: WINHIE CA BIEiZF
BB HE N TRAE Y S b4 b ey ] 4 1) [ AR

UE RIS UE 2R

B 7 X BLE Individual-validated SCRYZEAZAETS DN W fIBE— 7B

BEAT AR ) B AZ B0 AEAS, SIS CA UG N S S, 5

RPN NN RINEER 7 o

a. HIENF0ME BISIE
KFWEN NGO BRI, WINEAE CA X FEZY & 43Uk i S
o MEIMWAE CA PTEESZ N NIE RN & IR S i/ I i & B &
PriEs ZEEUE. ZBNE, R, B GEREAIE. BRERARN
HOBATUE . BV RAE R R 84T UE A S ANE K AR B RS E X N
AN NI ) S A UE B SCA o S A U IE BA SCAH: b a0 2504 375 B ] A 1) T 300
A, BWATRERN S IR . 5 S0k SOk EJehbb(E 2.,
HiE NC TR AL B i N2 S dmtd DL L Ik ik . 4R
ATATIK L A5 F R B BRIBURT 28k A B S5 I W AS CA A AT [1)IE B
SCA AR B s N AT

b. HE N HIEIT NI
TEIMIBAE CA sk “Trxs i s A% 1077 2R 52 L S 15 B i 0T A
LA NHAEAT BN, S0 KBRS EVG 55 11, 11. 3 =15
Frid N . X & AZ GERT X EZ) 7 REHEEAR T
. AR M E . RISz, RiEATRE
FHZN L ER R S uE R AR, R4 E ST NE BRIR
(1) B SO PSS BCH 1%

3.2.3.4 AEMNE BRI SRS Z IR AN B4 %5

1.

IE S F G 25K

WA CA FEVF ARSI ZAE B PSP ANEE, B NG B2l
MR ZIEPE R T NAAMIAE e RFATNEETT, &
JURAT I AL IR HAFA SR 158 3. 2. 2. 1 | ERAGAN
BAESN, JEFE FDEPASE CA 3RO AAE B AN B IEMI SO, IR
{5 CACREXS L B R SO FREAT A2 58, R IRAIE H s BT SR
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2. UEPBEMER (NS5

a. subject:commonName (0ID:2.5.4.3) FE: WINWIE CA {2 HIR
MNE VLR A R NE BN A, 158 1k 4 I R L B £ 11
UEAF k4 —50 .

b. subject:givenName (0ID:2.5.4.42) #F1
subject:surname (01D:2. 5. 4. 4) FBt: WPNHAF CA (N FZ Hi5 A1)
ERMEA

3. IEPIRAEZK

TEARMY R SRR 24 E F5 DN HH I AN N AS B AR 75 4 R AR 751 (1) Rk it

AT, MG CA SR B b B S, H SR ANTNFIEIT N,

a. M ANEME BIIIE
KT F ik B SO s 77 RN ER 3. 2. 3. 1 F15 ik .
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WEFA RN, WPHNEAE CA AT AR R SC PR Hlik B0t B i 2 b AT B A, B MRS
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o IFUET COUfF) ERBBIREAT PN EFUE B HA 2 4

o I —ERUET ZAERE, 75 EAE A R 2 AR

o TP REIRINZFIHILMAET (RSAL ECC)
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AEFBEANEEZR CBEECET) 1T H
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SRGEE, UEPA R HETURIET . WIS CA B8 I BAHAT B iR 51 5
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4.9 IEPEERAER

4.9. LIEBREE 1S

4.9.1.1 ITFIEBHENER
%:9E CRLReason A “unspecified (0)” , &M CRL 45 HH “reasonCode”
¥ R FEALE CRLReason.
WA LU CRLReasons A] LLHHELAE CRL 25 H ) “reasonCode” & :

1.

2.

keyCompromise (RFC 5280 CRLReason #1):

o CANBPREETT P I FAEH Ok it 5 5

affiliationChanged (RFC 5280 CRLReason #3):

B E TR BE T 0 35 8 44 AR el A 32 L B B ek, (HR A B
PREEUE T3 I FAEH it 5

. superseded (RFC 5280 CRLReason #4) :

B LM TR UE A5 1T P ] IHE SOF I ok B He A e 1S, B0 M
CA FRAT& PR A UE I 3R WIS 36 UEAS MO UE F5 o AT A7 FQDN B TP kit
], BCE LA CA & FUE R IR 1 e+ .

. cessationOfOperation (RFC 5280 CRLReason 5) :

B B AAEAEUET B AT 5 118 B AR X R s ], BT RS
Ao J R AN PR AT E A5 A R A AL

. privilegeWithdrawn (RFC 5280 CRLReason #9) :

E BN TERAERIMIRAT P T B AT . ORBUREE, AL IT
Jre

WEPHURAE CA ZE1T P s 51 DL R IR, 3R SRl i i BN ik
TR . SEPNAE CA [al3] P $R LIRS T 2] LLikiT P BATHe e R A,
T POARIERRRE, BRUEN “unspecified (0) 7, BEEF CRL Hry% A it

1.

“reasonCode” ¥ i,

HHILLN B — MM, WIS CA AL 24 /NI 2 IWRIEHIE TS,

FF44 FIAE B2 ) CRLReason:

a. W LB G RS IE+H (CRLReason “unspecified(0)” , BRIl
FHRER—NERD

b. T IEANEPNIRAE CA S IIE 1515 3R AR A3 B2 H A BEIE W BB AT
N (CRLReason # 9 “privilegeWithdrawn” ) ;

c. MEPMAE CA SRS TUEdE, B SUETB AN AT P AVHE 2 7 1%
(CRLReason # 1 “keyCompromise” );

d. SEPAE CA BAIRUETT P AVHMER 1977k, iR s AR Z i
HAVEE (I Debian 59%%H, W, https://wiki. debian. org/SSLkeys),
BYE A B B UE A UE BT P R SR A2 IGALBH 1) 7 VA A kB 1)
(CRLReason # 1 “keyCompromise” );

e. MEPHRAE CA SRAGUESE, UL P I 6085 93844 B TP Jh fr 2 Al AR LT

O AN A 5 (CRLReason # 4 “superseded” ).
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2. HHBLLL I — M 2 Fh, IS CA BAE 24 /N RS IE TS, H
INAE 5 R NHESUE TS, FF4%E AR CRLReason:

a.

AT CA SRZBIEFAFERF 4 BR 25 6. 1.5 11 J256 6. 1. 6 T AAH G EE
K, BT ST S ATARIES SRBE U Mozilla, Google.
Microsoft. Apple. Adobe. Oracle. 360 %% (CRLReason #

4 “superseded” );

. EPHIEAE CA 3RS 7 Uk 158 2% H BiESE (CRLReason # 9

“privilegeWithdrawn” ) ;

COEHHRRAE CAZRZBAT i 7T B CPACPS HA i) — Tl 2 T E K X

%5 (CRLReason # 9 “privilegeWithdrawn” ) ;

PG CA SRBARAT ] FQDN B TP Hiuhilk =l i~ BB A bk 1) 4 A AN

FgHEEVEA] (i, FEBT e bR 2 DR 7 I A EM AAT F
ZHIBT, BAAEM NS IS N PIFE SV A] S IR S5 Bl 40k, B3k
ZAE M N AR ISR 44, BE S IE S BT B AN BT P &
W #H)  (CRLReason # 5 “cessationOfOperation” ) ;

- EHHIRAE CA PR FEIE BCATIE P 58 ) B A R 1% 5 1k 13844

(CRLReason # 9 “privilegeWithdrawn” ) ;

CSEINAE CA SRBAE B &5 S #E K281k (CRLReason # 9

“privilegeWithdrawn” ) ;

AT CA SREBUEF AR RERT & BR 2R B IAE CA (1)

CP&CPS (CRLReason # 4 “superseded” ) ;

CEHHRRAE CA AR I BUAEEF o (045 S AR . AHSCEEATIR S

£ (CRLReason # 9 “privilegeWithdrawn” ) ;

EHHIRAE CA KA BR & AAEF IR IR, B i & 1k, Bk

H kB4 CRL/OCSP {E B )% (CRLReason “unspecified(0)” ) ;

CBRAR 409101 R REIR B AL, HANARYE IS CA ) CP&CPS %

SKRIFFATREE T P UEFS (CRLReason “unspecified(0)” )

TR CA HRBIEL R T J7 T LE AT /e A7 AE R

DL B R IE S 3R BT 7 A R B R 5 1247 AE BB (CRLReason #

1 “keyCompromise” );

CEINAE CA I FARMR R 1LIEE, HARSH—5 CA A LLR

MEUE B4R S (CRLReason # 9 “privilegeWithdrawn” ) ;

. CP&CPS HIRTTAYJBAT BEIR B2 A AT HU TR REAG s HARRE: THENL

BOEAE MG . R E RS, BUR TN B e
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BRI notAfter 25 4

LR (CN) TrustAsia Global Root CA G1 | G2 | G3 | G4
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87




11. 2 FUEFS

HRAE 7B Ky | WA
T
TS v3
Fe o5 8 % /b 64 [ CSPRNG
MR 5k CA B Subject {5 BiZF T ULE
TBSCertificate 244 M Gl 2544 : sha256withRSA
HH G3 2544 : sha384withRSA
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RS 2S6UF 1.3.6.1.5.5.7.3. 1
AP 1.3.6.1.5.5.7.3.2
o HTFHERMRILZELIERRR, %P EA:
RAS%544 1.3.6.1.5.5.7.3.3
o TR 2 4EHRA, ZY EA:
AWM 1.3.6.1.5.5.7.3. 4
2P EHIE 1.3.6.1.5.5.7.3.2
TR CRY %544 1.3.6. 1. 4.1, 311. 10. 3. 12
o TR LIS, I BN:
PDF %54, 1.2.840.113583.1.1.5
TR %44 1.3.6. 1. 4.1, 311. 10. 3. 12
o HTFZE RN EBAET, Z9 BN:
A& 1.3.6.1.5.5.7.3.8
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OCSP AccessMethod=1.3.6.1.5.5.7.48.1
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IR 4EJCHE | CRL HTTP
cRLDistributionPoints URL= http://crl.wt. trustasia. com/<Issuername>. crl
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. e | [1] Policy Identifier=2.23.140.1.2.1
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authorityInfoAccess URL=http://ica.wt. trustasia. com/<Issuername>. crt
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URL= http://crl.wt. trustasia. com/<Issuername>. crl
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WHLZ /. (CND) DAEL S TE subjectAltName HYRAEAE H
AHAER RSA2048 | 3072 | 4096 or ECDSA P-256 | P-384
ESE A RS A1 TBSCertificate VLAL
I eS8 | MRS RFC 5280, subjectPublicKey FJ 160 fir SHA-1 W&
subjectKeylIdentifier {H
VR JECHE | DU L IFHR subjectKeyIldentifier
authorityKeyldentifier
. %8t | [1] Policy Identifier=2.23.140.1.2.2
certificatePolicies [2] Policy Identifier=1.3.6.1.4.1.44494.2.1.2
Y & : basicConstraints FAE Subject Type=End Entity
Path Length Constraint=None
P R : subjectAltName JExsE | R dNSName 3% iPAddress 255, N dNSName I, 1%%%
HAESHRES 3. 2. 2. 4 Frigil i) 56 4 fR e 38 48 s m i 1~
W4, ANEMHNELFR: N iPAddress B, WHRZEZ
TPv4 Hiuhl, WiZ{H 2204w E% A RFC 3986 &5 3. 2. 2 FiHhik
SE M IPv4Address.
WMAZAE S IPve Hiudik, WHZ{ELATLL RFC 5952 5 4 i
€ B AR B i hD .
PR keyUsage JoiE digitalSignature, keyEncipherment (R RSA I 45)
I JE: extKeyUsage ekt | BRSAIRIE (1.3.6.1.5.5.7. 3. 1)
7 P AIE (1.3, 6. 1.5.5. 7. 3. 2)
I JES4 | ICA AccessMethod=1.3.6.1.5.5. 7. 48. 2
authorityInfoAccess URL=http://ica. wt. trustasia. com/<{Issuername>. crt
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
URL= http://ocsp. wt. trustasia. com/<Issuername>
ke JE5C4E | CRL HTTP

cRLDistributionPoints

URL= http://crl. wt. trustasia. com/<Issuername>. crl
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11.3.3 18R SSL/TLS IRE24E 1

WEB7E Ky | WA
JE T
TS v3
¥ 315 % %2 /0 64 Arfr) CSPRNG
TBSCertificate 2544 sha256withRSA or sha384withRSA or
sha256withECDSA or sha384withECDSA
WK Lifiiij CA ) Subject 3&F 5 ILAL
R :notBefore PRSI I T AH ZE AN I 24 /N
B8 notAfter AN 397 K
ERl&S] 5 3. 2 TIGUE A IR R 2R
FIEERE X E K AR 2R 3. 2 TG UR AL SN LA W b BT 7 W)V A X 5K
Ho X A
T | FEEEX AN /M 2R 3. 2 BIGUE A AN AL W b BT 78 IR RE X A
/M
FVEERE X Hb g R 3. 2 TIGUE AL MUK M b BT 7 = 9 X H
¥ 55 5 3. 2 BIGUE AN EM G 5
EZ% (0 R 3. 2 TG UF I AN LR W Hb/ 228 1 i 7 [ 5K
X A5
Ay (ST) 5245 3. 2 BMISUE LN TE b/ 228 T E S I 44
R
W (LD 25 3.2 FIGUF P SN M Hh /288 Hh P fE 3 i 44
R
HL (O S5 3. 2 mIRUERAH SN S FK
WHLZH (CND DANAL S FE subjectAltName HYRAEAE H
AHRER RSA2048 | 3072 | 4096 or ECDSA P-256 | P-384
ESE AN RS A1 TBSCertificate ULAD
$ & subjectKeyldentifier | JECH# | FR#E RFC 5280, subjectPublicKey ff] 160 fii SHA-1 W&
Gk
VR Jeocd | I AZUEH) subjectKeyldentifier
authorityKeyldentifier
YR certificatePolicies | JEIft [1] Policy Identifier=2.23.140.1.1
[2] Policy Identifier=1.3.6.1.4.1.44494.2.1.1
¥ & : basicConstraints g Subject Type=End Entity
Path Length Constraint=None
¥ RE: subjectAltName et | HEEAE dNSName B, AR N@EBCATFRA. AEEHN
a4 B R TP
Y& keyUsage PN digitalSignature, keyEncipherment (R RSA i)
¥ JE: extKeyUsage JEocHE | RS ARIGAIF (1.3.6.1.5.5.7.3. 1)
P YeAE (1.3.6.1.5.5. 7. 3. 2)
¥ authoritylInfoAccess | JEZ=## | ICA AccessMethod=1.3.6.1.5.5.7.48.2
URL=http://ica.wt. trustasia. com/<Issuername>. crt
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
URL= http://ocsp. wt. trustasia. com/<Issuername>
I Re: JE5¢HE | CRL HTTP

cRLDistributionPoints

URL=http://crl. wt. trustasia. com/<Issuername>. crl
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11. 3. 4 RIS 2R T

WEB7E Ky | W&
JE T
TS v3
Fro 5 55 % /b 64 K1) CSPRNG
TBSCertificate 2544 sha256withRSA or sha384withRSA or sha256withECDSA
or sha384withECDSA
R 5k CA i Subject BT UCHED
AR notBefore PRSI IS TR AH ZE AN BRI 24 /N
B8 notAfter ANt 39 A~ H
EZ (O 2 3. 2 TGRSR W Hb/ 22 87 1 i 76 1] 53 3 [X
(M)
T B (SD 25 3.2 FEINUF VA SN M/ 28 Hh P 728 i SR
W (L) 2 3. 2 BB AN URA T I Hb/ 22 8 I A2 IR T 44 PR
HL (0 5 3. 2 mIRERAH SR S FR
HAHARE (N ZE 3. 2. 2 IR E ALK
AHAER RSA 3072 | 4096 or ECDSA P-256 | P-384
ESE A RS F1 TBSCertificate ULAD
I ek | AR4E RFC 5280, subjectPublicKey f 160 {7 SHA-1 M7y
subjectKeylIdentifier i
VR Jeocgt | JLECAEZUE) subjectKeyldentifier
authorityKeyldentifier
. JE%E | [1] Policy Identifier=2.23.140.1.4.1
certificatePolicies [2] Policy Identifier=1.3.6.1.4.1.44494.2.2.1
Y & : basicConstraints Ak Subject Type=End Entity
Path Length Constraint=None
PR keyUsage o digitalSignature
¥ J#: extKeyUsage JExp | ARUE%4 (1.3.6.1.5.5.7.3.3)
Re: JE5CHE | ICA AccessMethod=1.3.6.1.5.5.7.48.2
authorityInfoAccess URL=http://ica.wt. trustasia. com/<{Issuername>. crt
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
URL= http://ocsp. wt. trustasia. com/<Issuername>
Ike: JE5<HE | CRL HTTP

cRLDistributionPoints

URL= http://crl. wt. trustasia. com/<Issuername>. crl

93




11.3.5 HE5mAIACAY 25 44 UE 5

WEB7E Ky | WA
JE T
TS v3
¥ 315 % %2 /0 64 Arfr) CSPRNG
TBSCertificate 2544 sha256withRSA or sha384withRSA or
sha256withECDSA or sha384withECDSA
WK Lifiiij CA ) Subject 3&F 5 ILAL
AR notBefore PR R A FH 22 AN 24 /NS
B8 notAfter ANt 39 1~ H
) 5 3. 2 TIGUE A IR R 2R
RV R X [ K A4 FR 2R 3. 2 TG UR AL SN LA W b BT 7 W)V A X 5K
Ho X A
AR XA /M 2R 3. 2 BIGUE A AN AL W b BT 78 IR RE X A
/M
B R 3. 2 TIGUE AL MUK M b BT 7 = 9 X H
F5'5 5 3. 2 BIGUE AN EM G 5
EZ (© R 3. 2 TG UF I AN LR W Hb/ 228 1 i 7 [ 5K
X A5
By (ST 5245 3. 2 BMISUE LN TE b/ 228 T E S I 44
P
W (L 25 3.2 FIGUF P SN M Hh /288 Hh P fE 3 i 44
R
HY () S5 3. 2 mIRUERAH SN S FK
HHAFR (CND 25 3. 2. 2 FIGUE ERGIE LK
AHRER RSA 3072 | 4096 or ECDSA P-256 | P-384
ESE AN RS A1 TBSCertificate ULAD
$ & subjectKeyldentifier | JECH# | FR#E RFC 5280, subjectPublicKey ff] 160 fii SHA-1 W&
Gk
VR Jeocd | I AZUEH) subjectKeyldentifier
authorityKeyldentifier
YR certificatePolicies | JEIft [1] Policy Identifier=2.23.140.1.3
[2] Policy Identifier=1.3.6.1.4.1.44494.2.2.2
¥ & : basicConstraints g Subject Type=End Entity
Path Length Constraint=None
PR keyUsage Jkd digitalSignature
¥ J#: extKeyUsage JEceE | ARI9%E4 (1.3.6.1.5.5.7.3.3)
¥ & authoritylInfoAccess | JEZ=## | ICA AccessMethod=1.3.6.1.5.5.7.48.2
URL=http://ica.wt. trustasia. com/<Issuername>. crt
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
URL= http://ocsp. wt. trustasia. com/<Issuername>
IR JESCHE | CRL HTTP

cRLDistributionPoints

URL=http://crl. wt. trustasia. com/<Issuername>. crl
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11. 3.6 FEREAIHRH: 22 4 E

ERTE KET | N
T
TS v3
P % % /b 64 A1) CSPRNG
TBSCertificate 2544 sha256withRSA or sha384withRSA or sha256withECDSA or
sha384withECDSA
WK L CA ) Subject =711 ILAL
H R :notBefore PRAS RIS (B AH ZEAN B 24 /N
B8 notAfter AN 825 K&
TR | EHLZR (0D 5% 3.2 BEIGUEM) rfc822Name HL ¥~ MR Hi kit
Fmail (E)
AHREER RSA2048 | 3072 | 4096 or ECDSA P-256 | P-384
ERE A RS Al TBSCertificate VLA
IR JEHE | MRS RFC 5280, subjectPublicKey ) 160 fif SHA-1 M7 {H
subjectKeyldentifier
V. JEocEt | ILACZ A IEF R subjectKeyldentifier
authorityKeyldentifier
¥ ke: %8 | [1] Policy Identifier=2.23.140.1.5.1.3
certificatePolicies [2] Policy Identifier=1.3.6.1.4.1.44494.2.4.3.3
¥ FE: basicConstraints | Jof Subject Type=End Entity
Path Length Constraint=None
¥ JE: subjectAltName JESCHE | BFE rfc822Name TR Hubil
¥R keyUsage I digitalSignature, nonRepudiation, keyEncipherment (Only
RSA), keyAgreement (Only ECC)
¥ J&: extKeyUsage JEcHE | e rifr(1.3.6.1.5.5.7.3. 4)
P eS8 | ICA AccessMethod=1.3.6.1.5.5.7.48.2
authorityInfoAccess URL=http://ica. wt. trustasia. com/<Issuername>. crt
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
URL= http://ocsp. wt. trustasia. com/<Issuername
¥ ke: JESCHE | CRL HTTP

cRLDistributionPoints

URL= http://crl.wt. trustasia. com/<Issuername>. crl
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11.3.7 N ABYHRH: 224 0F

WEB7E Ky | A
T
TS v3
Fro 5 5 % /b 64 £ 1) CSPRNG
TBSCertificate 2544 sha256withRSA or sha384withRSA or sha256withECDSA or
sha384withECDSA
WK 5% CA K Subject &5 ILHAL
H R :notBefore PRSI (B AHZE AN 24 /N
B8 notAfter AT 825 K
A AZFR (CND) 5 3.2 FEIGUE I FE AN N de 4
P 525 3.2 TIGUERIHIE NI NTE 2 4 7
(givenName)
FM | #E K (surname) 525 3. 2 FEIGAE AT HUE N AN N3 i I
MEFE (Email) 25 3.2 TG rfc822Name HLTHE A Huhik:
EZx (O 2 3. 2 IS E A I N AR 1 ] S X AR
AHER RSA2048 | 3072 | 4096 or ECDSA P-256 | P-384
B A2 B A1 TBSCertificate ULHD
ie: eG4 | HRHE RFC 5280, subjectPublicKey [ 160 fi SHA-1 W7 {E
subjectKeyldentifier
VR JpoegE | ILECBZIEPBH subjectKeyldentifier
authorityKeyldentifier
¥ ke: ek | [1] Policy Identifier=2.23.140.1.5.4.2
certificatePolicies [2] Policy Identifier=1.3.6.1.4.1.44494.2.4.6.2
Y : basicConstraints | S Subject Type=End Entity
Path Length Constraint=None
¥ RE: subjectAltName JEocid | FE rfc822Name HETHIS Ak
¥ E: keyUsage JoEk digitalSignature, nonRepudiation, keyEncipherment (Only
RSA), keyAgreement (Only ECC)
P& extKeyUsage EoCHE | A M (1.3.6.1.5.5.7.3.4)
% P i3 (1.3.6.1.5.5.7. 3. 2)
I 54 | ICA AccessMethod=1.3.6.1.5.5.7.48.2
authorityInfoAccess URL=http://ica. wt. trustasia. com/<Issuername>. crt
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
URL= http://ocsp. wt. trustasia. com/<Issuername>
Ik JE5<HE | CRL HTTP

cRLDistributionPoints

URL= http://crl. wt. trustasia. com/<Issuername>. crl
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11. 3.8 AN AI R 22 4= E

WEB7E Ky | A
T
TS v3
Fro 5 5 % /b 64 £ 1) CSPRNG
TBSCertificate 2544 sha256withRSA or sha384withRSA or sha256withECDSA or
sha384withECDSA
WK 5% CA K Subject &5 ILHAL
H R :notBefore PRSI (B AHZE AN 24 /N
B8 notAfter AT 825 K
Tl | EAAK (CND S2E 3.2 TIGUE A LI 4 FK
HEL (0 ZH 3.2 TIGUERI NI S K
HE PRI (0D S5 3. 2 BIGUEM A SINIE M wAY (Z] S/MIME BR %
5)
MRS (Email) 5255 3.2 BEIRAEM rfc822Name FHL1 HF 4 Hi it
i (L) 2 3.2 FEUOUF I SN LAL T M / 4878 B BT 730 T 44 K
1 (ST) 2R 3. 2 FIGUE I ZH SN LA W kb / 288 B Bl 7658 1 4 K
2K (C) 3. 2 TIGUE I LN UMM 1/ 228 T 78 [ SR X AR
iy
APER RSA2048 | 3072 | 4096 or ECDSA P-256 | P-384
1 &7 1 TBSCertificate JLHEL
Re: eG4t | MR RFC 5280, subjectPublicKey [ 160 fiz SHA-1 W7 1E
subjectKeyldentifier
VR JEocgE | PLECAS4EP ) subjectKeyldentifier
authorityKeyldentifier
¥ ke: %8 | [1] Policy Identifier=2.23.140.1.5.2.3
certificatePolicies [2] Policy Identifier=1.3.6.1.4.1.44494.2.4.4.3
P FE: basicConstraints | Jof# Subject Type=End Entity
Path Length Constraint=None
' RE: subjectAltName Jecid | FE rfc822Name HETHIS A Huhik
¥ E: keyUsage I digitalSignature, nonRepudiation, keyEncipherment (Only
RSA), keyAgreement (Only ECC)
I JE: extKeyUsage JECHE | Zam T (1.3.6.1.5.5.7.3.4)
VR JESEE | ICA AccessMethod=1.3.6.1.5.5.7.48.2
authorityInfoAccess URL=http://ica.wt. trustasia. com/<{Issuername>. crt
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
URL= http://ocsp. wt. trustasia. com/<Issuername>
I Re: JE5C4E | CRL HTTP
cRLDistributionPoints URL= http://crl.wt. trustasia. com/<Issuername>. crl
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11.3.9 MV AYHBH 22 40k = e hi

WEB7E Ky | W&
JE T
TS v3
P % 22 /b 64 A1) CSPRNG
TBSCertificate 2544 sha256withRSA or sha384withRSA or sha256withECDSA
or sha384withECDSA
WK L CA ) Subject 3&F 5 ILAL
AR notBefore PR R I A FH ZE AN 24 /NS
B8 notAfter ANt 825 K
| ALK (CN) 255 3.2 BRI HE A4 84k 44 pseudonym
i (2.5.4.65), PAEPIEFEH—
HIR (0) R 3.2 TIGUF I LN R
HEHRR (0D S5 3. 2 BIRUEMH LN WIS (S S/MIME BR
W5)
4,7 (givenName) 25 3.2 FIRUF I HIE AN NEE 47
# K (surname) 3. 2 TIGUE I FE N A N2 I
k4 (pseudonym) 25 3.2 EIUERHE AN AN A, T BA S HE
NHEA A7 TUEFS DN
MR 4 (Email) 525 3.2 TIRAFM rfc822Name FEL7- B A Hiu ik
Wik (LD 5 3.2 FIOUF VA NN/ 278 Hh P e T 44 AR
By (ST 2 3. 2 BIGUE A IR W Hb/ 228 Hh I 7648 1 24 7K
EZ% © R 3. 2 TG UR I SN LA W Hb/ 28 H i 7 [ S X
(ML)
AYUER RSA2048 | 3072 | 4096 or ECDSA P-256 | P-384
ESE A RS A1 TBSCertificate ULAD
Ik ek | MR RFC 5280, subjectPublicKey f 160 iz SHA-1 M3y
subjectKeylIdentifier i
VR JEcH | ULECZE IR subjectKeyldentifier
authorityKeyldentifier
T eS8 | [1] Policy Tdentifier=2.23.140.1.5.3.2
certificatePolicies [2] Policy Identifier=1.3.6.1.4.1.44494.2.4.5.2
¥ & : basicConstraints Ak Subject Type=End Entity
Path Length Constraint=None
PR subjectAltName Jeocgt | Ui FE rfc822Name HL M-kt
PR keyUsage Ak digitalSignature, nonRepudiation, keyEncipherment (0
nly RSA), keyAgreement (Only ECC)
¥R extKeyUsage JEcHE | AW TR (1.3.6.1.5.5.7.3.4)
% PAIE (1.3.6.1.5.5. 7. 3. 2)
VR JE<HE | ICA AccessMethod=1.3.6.1.5.5.7.48.2
authorityInfoAccess URL=http://ica. wt. trustasia. com/<{Issuername>. crt
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
URL= http://ocsp. wt. trustasia. com/<Issuername>
e JE5C4E | CRL HTTP

cRLDistributionPoints

URL= http://crl.wt. trustasia. com/<Issuername>. crl
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11. 3. 10 CRYZE 44 F

EPBFEL Ky | WA
JE T

TS v3

Fro 5 A5 %2 /b 64 S CSPRNG

TBSCertificate 2544 sha256withRSA or sha384withRSA or sha256withECDSA
or sha384withECDSA

WK 5 CA [ Subject 3BT ILAC

H R notBefore FEAS RIS (B AH ZE AN 24 /N

B8 notAfter A 825 K

HWHAFR (CN) AR 25 3.2 BESUER FRiE A4

A 2 3.2 BRI A LAY 4 FR
organizationName (2. 5. 4. 10)

* BN NS BRI, 325 3.2 FIUEN HIE ANtk
| 4 (givenName) 2 3.2 HIRUERHIE NN NEE LT (AR
PNEESSERZEY)

44 (surname) 255 3.2 IR HE AN NEE MR (O AN E
MG BBk AD
HIR (0 X 3.2 FIRUERIH AN A FR (R 5 AE R
SHENZLD)
#17(0U) 255 3.2 BRI LA B LAY /LT TR (AR
(RPN RS E 25y
W (LD 2 3. 2 TSR A ST UGV T M/ 22 i A2 3 T 44 FR
Y OO N ST £
By (ST 3. 2 FIGUE I S LAL A T / 487 b i 7648 13 44 B
ey RO ST 215D
Ezx (O 255 3.2 IR LW/ 25, EHEE (DA
A B B S X AR
AHREE RSA2048 | 3072 | 4096 or ECDSA P-256 | P-384
ESE A RS F1 TBSCertificate VLAL
¥ ke: eS8 | HE¥E RFC 5280, subjectPublicKey ff] 160 fi7 SHA-1 M7 {8
subjectKeyldentifier
PR ek | PR UET R subjectKeyldentifier
authorityKeyldentifier
. JEJeHE | Policy Tdentifier=1.3.6.1.4.1.44494.2.3. 1
certificatePolicies
PR : basicConstraints | J<fd Subject Type=End Entity
Path Length Constraint=None
YR keyUsage T digitalSignature, nonRepudiation
P HE: extKeyUsage JESCHE | PDF 2544 (1. 2.840. 113583. 1. 1. 5)
RS %544 (1.3.6. 1. 4. 1. 311, 10. 3. 12)
VR JESCHE | ICA AccessMethod=1.3.6.1.5.5.7.48.2
authorityInfoAccess URL=http://ica. wt. trustasia. com/<{Issuername>. crt
OCSP AccessMethod=1.3.6.1.5.5.7.48.1
URL= http://ocsp. wt. trustasia. com/<Issuername>
¥ ke: JE5<4E | CRL HTTP
cRLDistributionPoints URL= http://crl. wt. trustasia. com/<Issuername>. crl
¥ JE: timeStamping qE5CHE | TimeStamping URL RSA:
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http://tsa. wt. trustasia. com/aatl-rsag3/<TSCert’ s
SerialNumber>

TimeStamping URL ECC:

http://tsa. wt. trustasia. com/aatl-eccg4/<TSCert’ s

SerialNumber>

¥ f&: ArchiveRevInfo

FER B

SCRFILY TR
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11.3. 110CSP Z44F 15

B Ky | W&
T

TS v3
Fro 5 A5 %2 /b 64 S CSPRNG
TBSCertificate 2544 sha384withRSA or sha384withECDSA
WK i CA [ Subject 375 ILAC
%3 :notBefore PEEE KW A AH ZZ AN 24 /N
B8 notAfter A 398 K
el HHAFR (CND <CA Common Name>—0CSP Responder

HZH (0 TrustAsia Technologies, Inc.

% (C) CN
AHER RSA 2048 | 3072 | 4096 or ECDSA P-256 | P-384
B A7 B F1 TBSCertificate ULHD
P J#: subjectKeyldentifier eS8t | R4 RFC 5280, subjectPublicKey [ 160 fi SHA-1

WERRIEN
¥ /& authorityKeyldentifier | JEXRHE | IEFCAZEHIUETIH subjectKeyIdentifier
Y & : basicConstraints Jeg Subject Type=End Entity
Path Length Constraint=None

Y hE: keyUsage R digitalSignature
¥ JE: extKeyUsage JEkHE | ocSP %44 (1.3.6.1.5.5.7.3.9)
PR id—pkix—ocsp— FEF4E | 0x0500

nocheck (1.3.6.1.5.5.7.48.1.5)
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