WM BAE SM2
EIRVE IR FAE H RIE 5 B F AR 3 T

(CP&CPS) V1.1

2022-05-17

WHAE BRI (L) FRAH



P SERRA

WA | RN RATESE] |
V1.0 RATHIIR 2021/5/18 | 245K mE
PN
V1.1 o T 1.1.1 A FIMEA 2022/5/17 | 224 5m%
o FHr 3.1.1 FEAHEE OU F& AR

o BB 3.1.2 X T [E Pl s 44 b B

o §i3¥ 3.2.2.4 X} .onion 18 4 AL DL A br i
B

o TN 6. 3. 2 WRAFZ2 Al 1A SO R B N i
K 27 1M H

o WAAZAT i sk, MFR “YmiE” A0 “PEIL” F




O - L OO 1
1.1 FEEIR ettt ettt e et et e et e et et e et ee et et et en et et e e ee e e et s eeeeeeeeeeeeeneeneneenn 1
L L L A T ettt ettt ettt ettt ettt ee et er e er e 1
AR 2 2 Y = g < s OSSO 1
113 UFBFEME (CP) GH T UL ZETHIY (CPSD oottt eseev e en e 1
1.2 TEREAZTRAGFRTEL oottt s et e eee e s e e s et e et e ses e eesseeeseseeeeeeeseeeeeessesaesesesseseaneaes 2
1.3 PRI 22 ettt ettt r et ee e seennns 2
LBL B T BAIERE LI oot s et s s es s s es s es s evsees s 2
1.B2 JEI B ettt ettt sttt et ettt ettt ee s er e 2
1303 B ettt ettt ettt ettt ettt ettt e e et et ee et et nteneneens 3
LB BT ettt ettt sttt ettt ennes 3
135 I G ettt ettt ettt er e 3
1.4 TIETD IR oot e ettt s et s et et s s e et e et et ettt s e s et et e nee et en et e s et et eneneneternaeneeneas 3
DAL B THETEI ettt st e ettt ee st s et et e s eee st se st ee s eesaseee s eesnens 3
LB.2 BRI TUETEI T oot eee s ev et e st s s ees s ees s ees s eesseens e 3
L A3 LT TE IR T oot ev et se st et s e st et s s e seessesnssness s e snesrensnenns 3
1.5 BB AT T oot e ettt ettt et ettt e ettt e et et ettt et et et et et et e e e eetee e e eeee e et eeeeeeenes 4
A 5 S = 1=/ s Ao 4
L5.2 B A ettt ettt et et r ettt r ettt et er st et en e 4
153 T CPS P F B TSI A oo eee s e st s e ees s ees s ees s s seeesernnns 4
158 CPS R T et e ettt ettt rt e n ettt ettt et s n et s et et en s enns 4
1.6 TE SUTIZEES oottt eee ettt s st s s ee s eee e s e es e een e een s eneneenas 5
LB L TKIZIE K oottt ettt e ettt en et en st ser e 5
182 ZFMETZIE T N oottt ettt ettt ettt et en st et er s en s ranins 6
P .-z = 1 = - - NPT 7
2.1 E ettt ettt sttt ettt e et n et en et en et ee e ee s eeeneeean 7
2.2 DA B T T R AT ettt ettt ettt e e et e e e s e e e e e e e et e e et e eet e e et e eae e eee e e eeeeeeeeeeeeeeeeraenn 7
220 L R A ettt 7
22,2 CRL R ettt ettt ettt sttt e et et et e e et en e et et s e rrene 7
2.2.3  OCSP N seeeeeteeeeeeeeeeeeeeee et s sttt ettt s ettt et et et et s sttt nt et er s et en s nnrneee 7
2.3 JZATIETETTEIIITIZE oot e et e e s e e e s e et et e eeaeeeseee e e e e e eseeeeeae e eeesseesesseeeeneeneaeseenenens 7
230 CPS IKITIT TEITUIITZ oo eeeeeeeee et eev st an e st s s es st en s e s eae s s e s eenasenssneee 7
2.3.2  CRL IRTTIT TEITUITIZ eceoseeeseeeeeeeeeeeeeeeeeeeeseeee et s e e s eev s et en s e st s s s s st s s s s ssnearasnsneesasennsnees 7
2.33  OCSP TS JEI T coseeeeeeeeeeeeeeseeeeeeeeseee et s e esese s e et st et s st st as s assneetsassneseesesssnsasasesnnsnees 7
2.4 S IRZEFTUT TAIFZT <ottt e e e e et seen e e eee e e e e ee et neseen e eeennnenens 8
O = ¥ e 1 TP 8
3.1 BTt eeeeeee ettt ettt ettt ettt a et et et et ettt etee et e e et et a et et et et ae s e e et et e ea e e et et et ae s e e et et raeneeneenaeaeeneneanaes 8
BuLL BB ettt ettt en ettt ettt n et en s e 8
BL2 XS TFTENIEIITZESR oottt sttt ev et s et et er st en s e e 9
BuLB LT I G L ettt ettt ettt ettt s et et st es s ern e 9
BLA ST TITETCTTIHIY oottt st e s et st s et s ees s sseseseseasesssenesenes 9
Bu L D B I E ettt ettt ettt r ettt et sttt s e anenees 9
BLE  IETHTIEIN s BT TIG B s eses e ss s e s s eesessean 9
3.2 FITEELIITFITA ettt ettt et et ee e ee e e e e e e e s et e eeseeeesaeeeeeeeesseeseeseseseeneerenaenn 9
B2 L LB T T T T7 7 oo ees ettt ettt ettt e et s eee e e s s ernranen 9
B.2.2 IR LT ZE T oottt ettt st er st er e 10
B28 P MBI T T ettt ettt ettt r et s ee e e 13
B2 R T T T G R et e ettt ettt et st n et s e et an st arese e 13



(NN

B2 5 BT T oottt ettt ettt st s et en et r st enn et ennenrn e 13
B2.8 LI BB E T oottt ettt sttt st s e e ettt st ae st en s s s 14
3.3 B T U SR IR TR T BETH] ettt see st e s s s eeseese s eeeeeseseessseenees 14
BBl A B I T R TG 25 eeeeeeeeeeeeeeeeeeee ettt s et e st e et e ee e e 14
B.3.2 ST B B B T B LT I ettt ee s ee s ee v sttt s s nr s 15
3.4 T T SR BIFRTVE G ZETH] oo s e st ettt st en e s een e een e eeseeenaens 15
3.5 B AR G IR TEIFR ARG ZE T oottt et e et e e e eeeeaeeeeneeseeeseesseeeeseaesesesees 15
TEB BB HBERIETETR ..ottt ettt 15
.1 T B oot e e st s e e e et et e et s et et e s e e et et s e s et et e ne e et et e eenee et et s esee et s e neneeeeenaeneenearans 15
AL B TTHTTESE oo ee et ettt et st et st e et s et s et et ettt s neen s 15
B2 JE T TR T T ettt ettt s s s e er ettt 15
4.2 TE TS BT AR THL <ot ettt s et e e e et et s e e e et ee e s e s et eeaseeseeneen s e eseeetenenenneeeeseeneenenrans 16
VN e = OO 16
B.2.2 L FEE BT ETITEZ oottt et et s s e et s st s s s s et e s ees s eee s eeenenean 16
823 SETEGUFETTLF B T HTIIT I oot s s s v s ses s s ees s 17
4.3 T R et ee ettt ettt ettt et eere et et e e et et e e ene e et e eneneertn et e e et en e eeetenaenennene 17
B3L  ETEBEIITT CA T ettt s s es s esnseean 17
B.3.2 T LT S B I A B oottt 17
4.4 TETFEESZ oottt ettt ettt et ettt et et et e et e et e et et e e e et enaenenaeneraenn 17
VN S 7/ 2 = a0 i Ao 17
B2 CA T U T R ettt ettt st ee e eee s s est s s e eseer s e sese s s e eneennae 17
BA3  CA T IS TIT FE oottt s e es s s s s s es s ses s ees s een s 18
4.5 B I TIIATT FH oot ettt ettt ettt e et et e et et et et e ee e et e et et et e e e et eeaeneeaeneraenn 18
BB LTS TR TTIETFEHT LE S oottt eee sttt es e eneenene 18
A5.2 I T D I TR B oot er s s s s st s e see e s s ess e e 18
4.6 T BT 0 ettt e ettt ettt et et a et e et ettt e e ettt ae s et et e e s e et et e e e s e e et et eneetee et s s enneee e eneeneanas 18
L /7 272k /7 =/ 18
B.6.2  IFRUFETZBIZTIIZE SR oottt e et er st ee s st en e neennne 19
B.6.3  LETTIE I IRITILTE oottt e et et v st et s s e st er s e et et s s e e senass s snesnnns 19
B.BA RIS XS LT T I ettt st s e ees s ees s s s e s se s nees s see s 19
B.8.5 BT T T LTI T oreeeeeeeeseeeeeeeeee et ee st ee st es st e st st e st e s ees s s st s e s s s ees s s eee e ee s 19
B.8.6  CA K T U T IR cereeeeeeeeeeeeeeeeeeee ettt es ettt e et et e st e eee st es s ses s et s ees s s sessese s eesnenean 19
N N A o N 8 = R 50N 15 = 19
4.7 T B T T IIT oot e et r et et et e et et e et et s s et et e s et et s e s e e et et n et et et s et eneeer s ennenearans 19
ATL BETEE T B TTHIIETE oot es et ettt et et e st e st e e es s sesesees s et s s ees s ese s ese s e 19
BT.2 BRI TT B T HT oottt ev st s s 19
AT3 T B IR I T oo er e s st n e s e ses e ns s ese e 20
4.7.4 Tl R e T Wk OSSR 20
AT BB T B B B I U T TT oveoeeeeseeeeeeeeeeeseeseee s es s ese s eseeseeseese s s seeses st s seseeness s essene e 20
AT.6 CA N B B I T TN weeeeeeeeeeeeeeeeeee et ee ettt ee et seee st s es s s s ses s aee s ee s eeesseee s eee s 20
ATT CA KT I A FE oottt et et st e ees st s s s ees s s sessese s ese s e 20
4.8 TE BB B oottt ettt e ettt e et ee et e e e et et et et et et e et s et e et en e e e et e et enaereraenenaenn 20
B8B.L LI TEA B LTI T ettt sttt et ettt ettt ettt et er e 20
A.8.2  FERIUETEB BTN oottt et et et e st e st e ees st as s s et s s e s s eee s eee s e 20
B.8.3 LTI EE TG IRBTILTE oottt s s ee sttt 20
ABA BRI UETE T RS BT T A Brereeeeoeeeeeeeeeeeeeeee et es s ne s s sees s s e s e ee e ss s ees e 20
B85 U T A T LT FT eeseeeeeeeeeeeeeeeeee e e e e eee e s ase s s s ssne s s seesses st s e ee e ss s aes e e 20
B.8.6 CA T B T T A ceeeeeeeeeeeeeeeeeeeeee et es et es et v et s et e et e et s s s s s eee st es s ses s ses s ees s ssesnses s seenenean 20
A.8.T  CA M IS A 77 oottt ee et et s e e s ees s see s ees s eee s e sesnese s eeenenean 21
4.9 TE BT ITEETED oottt e et st ee et ee e e e et en s enee et s e et ee s e neneanans 21

1T



VR C% i 2= 117y = SOV 21

B.9.2  ERIUFETEIHITHTSZEN oottt e et et s s eee e ees s ees s es s ees s e s s nses s see s e 22
B.9.3 JH T TR T IR coeeeeeeeeeeeeeeeeeeee ettt e ettt ettt ettt et et ettt st et n e neenaene 22
898  JHITTEIR TEIRI oottt ettt r st en st eneenene 23
895  CA SLFEIGITTEIRETIT IR oottt ee e eee s et ee s s een s s s eneennae 23
B8.9.6  JEIITTISBEUETETHITHTZETR oot e e se s s ees st s ee e es s ess e e 23
B.9.T  CRL LA oot r ettt ev ettt st s n e st s s st et s s s sse st s as s s et assnesseetasasnssnessnas 23
8.98  CRL ATHTIR AT ITIT T oottt ettt ettt ese ettt st sese et et et eeseeese et et sesesesens 23
B.9.9 LGSR B BT FT I oottt ettt eee s es s e s e s et s ee st ee s 24
8900 FELEILBSTETIZET oottt ettt et er st en e 24
B9AY  JHBI T ILIEIETTTZ T oot ne s s s st s see e e s s ees e 24
8,902 ZELTTTFEHTIFINZEI coooeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt st ev st s s seer s e et et s s e eet s s s snennens 24
L9103 LI FEFEBL TG T et ee ettt ettt ettt es st s et st s et 24
B.9.18  FERIUETEIEZELT TN oottt ettt e e eee st es s ses s eee s eesesseessees e eeenenean 24
B.9.05 I TR T I TR et ee ettt e ettt ettt ettt ettt et et et st et neeneae 24
D896 FELEHTIIIIRBRI oottt e e e s es e s e s s es st s eesee e sr s ees e e 24
c 10 A E R R S IR GS oottt ettt ettt ettt et et n et ettt e e et en e e e et et enennenn 24
BLOL BB I oot e et st s e s st s e e et eees et et s st st st e e e e e et r e e 24
B2 HRZF T oottt ettt es s s s s s v e 25
B3 T T F D oottt st s st ee e es e e r s et s 25
Ao TT B I RS oottt ettt ettt ettt ettt ettt et ettt ettt et et ettt et et ettt et et et et et ee e neanann 25
412 B . BB T K I oot e ettt n ettt n et en et s 25
A12.1 BEE BEESL . B T I T S LT 7T 2 eeoeeeoeeeeeeeeeeeseeeeeeeeeseees s s s ee s s 25
VNI s ke o A S I & A U AR 25
IR A, BRI E ] ..ottt 25
L BRI oo 25
B L LG BT T oottt sttt ettt et et st st ee s s s 25
B2 BUFE LT T ettt ettt ettt ettt ettt ettt r et et n et at et s ernenes 26
D08 B G U ettt 26
B L d KB T T ettt ettt ettt et r et er et s et eter s e et ansnernees 26
B LD K I ettt ettt ettt ettt s ettt et e e e s et et s et er s s et 26
B 08 T T ettt ettt ettt ettt ettt ettt ettt st ee st en s nrn e 27
DL T S IY I T oottt ettt ettt et ettt n et ren et et sanentes 27
DU SR B ettt 27
.2 R TR oottt et r sttt e et et e e et et s s et et et e s et et s ae s e e et et neenee et s e neneeeeenaeneeneanans 27
B.2L  FJTG S B e 27
5.2.2  BEI T B 5 I oottt 27
5.2.3  BE G LT THI LT ZE T ettt s et nrn e 28
5.2 8 BT T Y B0 oottt ettt ettt sttt en s et en s e 28
03 ORI oottt 28
530 FEIE N BT TETT TSR oottt 28
.30 B R T B T ettt ettt ettt r ettt st an et ar s 28
B.3.3 I ZESR ettt ettt ettt et et s ettt n et s e e s et et s s et et er s et 29
5.34  FHIF G JETIITIZEIR oot eeeee ettt ettt ettt neeten s st nten s e et 29
5.3.5 LI T FE BT S T oottt s st e st ettt st e et e en e nenn 29
5.3.8  RFZITT I THTIL F T oottt es et s e s s e e e 30
B.37  FITT LT IITZEIR oottt n et es st ee s e s ees s s e een s s st aresnsnnees 30
B.3.8 FELE T T I I ettt r et r et s et eren s et er st 30
e ettt ettt ettt e et et et et et et et et e ettt e At et e e e e et et e e e e et et et et e e et e s et e ee et e e e reeeeeen 30
BUAL  ZOTRTEL LT ZET oottt ee vt e e et es et es et es st en s eeeer s e 30
B2 LT BT B e e ettt ettt r et s et es e e et en s e et ansnnrrees 31

I1T



N R == by 7y . OOV 31

B L B R ettt ettt sttt ettt ettt n e s enr s 31
N b 4 = OSSP 31
BB B LY BE B D ettt ettt ettt ar st 31
BT X R T B T oottt ettt ettt ettt n st en e 32
B8 T T et e ettt ettt n et s e e et en s e et s e e 32
5.5 TSR JTRY ettt ettt ettt ettt et e ettt e et et et e et et e et e ae e e et e e et ee et enaenereneraenn 32
550 ST B UT IR ZE T oottt ettt r sttt er st en st en e 32
5.5.2  JTPGTGITRATIRTFIIIR oot es s ee s ev s v s v s ee st es s eee s ess s seesnrn e 32
5.3 B A R ettt r sttt er st er s st en s s s 32
B 5. B X L T S R Tttt sttt sttt n st s nr s 32
5.5.5 TS EIFEEZES oottt ettt sttt et st st n et st e e s e s 33
B.5.8 B Y BE R 2R ettt sttt ettt en e 33
NN T F T i = = e oSSR 33
5.6 DR G AIFI BE T S oottt e et e e s e e e e eeeee e s eeenesaneaeseneenees 33
5.7 T G TRMENK I oottt e s et e e e e s e e ese st s e e eese s eeeneest s eneeneee s eeeeeeeneeeens 33
BT L BRI BT EFE Tttt ses s v st s s ee s s s st es s ene s ese s e senresaes 33
5.7.2 I EHLIEIT AT BB TTTIR oot se s sene s ese s snesenesanes 33
B.7.3 BT A B Sttt sttt 34
B.TAL  THE ST I B TELEETE T oot ee s es s s ees s s s s 34
5.8 CA B RA TEIZE AL et et e ettt ettt e e e et ee e e e s et es et e s eseneeseseeseeeeneeen 34
R N1 = o R = ) TP 34
6.1 B ST B AR oottt e et s s et et s e et e e e st s seeenen et et s e neene 34
B.LiL BT EHITHTE oot r ettt e sttt ettt sttt e et e ee et s s e et s s nnsnenes 34
B.1.2 BB B A LT S ettt sttt ettt ettt ettt n et r s nenenes 35
B.1.3 AN TR LG U AT I LI ettt 35
B.1 4 CA AN R L R T 77 oot v s ee v r st nr s 35
8.1, 5 T B R B ettt ettt ettt et et r ettt ettt st nter s e et an s et 35
(RS2 g T 0 2 L4 e OSSOV 35
BT BB LT oottt ettt ettt ettt ettt et et n et s s e enenes 35
6.2 RPN BE DA TFEFZEI oottt ee e e s s eeeeeeaeseeseseesaseesseseneees 36
B.2.1 B G HII T B ETUTE oottt s et s st es e ee st es e s ee e seesenrn e 36
8.2.2  FEITZENTEZHY (N N oot s sttt st s st ee e sne s enrs e 36
B.2.8 BB B B ettt ettt ettt ettt n et r et et s s et et et sanenees 36
B.2.8 BB B B ettt ettt ettt er st en e 36
8.2, BB BT B ettt ettt ettt et r ettt e et es e e e et en s e et et enesne e 36
8.2.6  FAITFNA N B BTGB oottt s e 36
B.2.7 B L B R HIT T T oottt e s vt st s s e e st s s ee s ee s e s enrnanes 36
B8.2.8 ST B T 7T 7 ettt ettt ettt ettt s et et s et n et et nn s enr s 36
B8.2.9 B R B R B I 777 oottt ettt en e 37
B.2.00 B R B 7775 ettt ettt ettt st en st en e 37
8. 2. 1L T G BRI A T B ettt e s er vt s et neer s en s eer s 37
6.3 B A A FH R AL T TR cveeeeeeeeee ettt e e s e et e e et e et s eee e e s e e s eeeeeeeeeeseeneseneeaens 37
B.3.L AN T B ettt ettt s ettt s et et en s eeeer s reees 37
6.3.2  LFTIE B B ETIIT LTI ceooeeoeeeeeeeeeeeeeeeeeeeeeeeeeeeee et e eevev e eve e eeees s s eseen s s eessassnsrnees 37
6.4 BT BHIE oottt ettt ettt et e et ettt a et et et aee e e et e e e e e e e e e eeeee e e et eneeaenneaenn 38
(R 7= s ol a7 oSO 38
B.8.2 ST T T LRI oottt er v ettt n s er s 38
B.4.3 ST T I TT B ettt sttt n e s s nr s 38
6.5 T B L ZEZEFZ ] ettt ettt ettt ettt ettt e et e e et ee et eeaeeerenn 38
6.5.1  FETYHT IS IE LB ETETRZES R oot eee e er s e 38

Iv



®© o 9 m 0 o o0

(R Ry ot 7 s = O 39
6.6 AT TR I RIZ I oottt et e e ee e en e s s 39
B.8. L B ZE T IR ettt ettt 39
(A o = L/ AU 39
(TR o7/ i1 e i A 39
6.7 PRZE T ZZAEFEI] ettt a et a et a ettt a et ent st s s s st s e s et et s e 39
6.8 T OO OO 40
5 R B 23 =L B 31 a5 ATI o b v 010 40
1 7T OO OO 40
T L L T ettt ettt ettt ettt n et 40
L & 2 A OO 40
E I 6 g s OO 42
LA g 5 (OO 42
LI 7 L O 43
T08 BT BRI T T ettt ettt es st es s se e e en s 43
TAT BRI SBIT T oot ee s st ss e ees s e e s 43
118 FEMEIMRIE FIHTBETETUIE X oot s st ss st sas s s s s ssasssansnes 43
709 FEERUE TS FEMED SETTHT LTI I Y oo es s ssa s aneens 43
7.2 YT L 1G] OO OO OO 43
02 Y S = OO 43
722 CRL T CRL ZE ST T ST oot sss s snssanss st sanssnassssasssensansanaes 43
7.3 FEZRUEAIRZSIIN L oottt sttt en et nasaenees 43
A R S = OO 43
T.3.2  OCSP JT ST ccvoeeveeeeeeeeveeeeeesvevesess s tevsss st ev st ssasss st asss st s s s sa st s s sssa s sasssassssasasassasassasassasans 44
T AT R A ..ottt 44
1 TR IR FIIE T oottt s st en s st ss s s s ssnaees 44
2 R e 1< 1 OO 44
3 TG GG ATAE 2 TEIIRITEZR oottt e et es e s e es e eeesaees 44
4 TEAE PIZE oottt ettt ettt ee et e et een s e saen s 44
5 Dl S N g O 7= OO 45
6 A 2 R I T 25 TR AT ettt e ettt e et e et et e e e ee e e e e e e e e ee et eeeeneeeeeeaenn 45
T 5 8 OO OO 45
e e oot B = U1 CN | =7 oo 45
1 43 OO 45
ST 2 1Lk 7 O 45
002 BIETFEE T T ettt ettt ettt 45
I % = i B e = e AN 45
R e - AU 45
T = < T RU OO 46
9.2 T 28 T AT ettt ettt ettt e et ee et et eeer e eeeraees 46
AN R 7 OO 46
B OO 46
023 LRI LIBTIRIFEEFH LR oottt ss st ve e e 46
9.3 MU BEAB IR ettt ettt ettt s en e eeen s 46
I R g U /AT UOO 46
I A A = 1= OO 46
0.3.3 LR R B G I B oottt ettt 47
9.4 NN = R < OO 47
G 7 7 g OO 47



N R /= 5] b LS L = oSV 47

083 P B T T T o o ettt ettt s ettt st ee ettt e e e e 47
0L LRI BT T B oottt et et e et e e ses st s et s et s et e st e et s et e ee s enrn e 47
045 L R I T JF BT ettt e et s st s st ee st s s e st se e enesenrnanes 47
4.8 I B T I TR T L o B T oot s e s ees s es s e s s eess s s sesee e 47
AT P F L IEEETZT T oottt s s e s s s s et s s ee st s e sesnsnean 47
9.5 BRI oottt ettt e et e et e e ettt ettt et e et e e et et et et e e e et e et e eeeraenn 47
9.6 TZETR EGFEAR oottt ettt e e ee s e e e e ee e etee et enaeeeraererenereeeeseneeras 48
90.6.1  H T USRI LFGHIGTBELGFALR oot sees e s ees s ese s ese s enesenssanes 48
0.8.2 SIS I HIIIB LT LR oottt v s et st s e e s et e s ees s ese s ese s eneasenrnanes 48
0.6.3 BT S THIEETE LT FH LR oottt s ettt s et en st en s 48
.84 JERHTT HI T LTI LR oottt es e s s ees et e st es e s s s s esnenean 49
0.6.5 B LG BTG T LG FT LR oottt ee s et s et s s ee e e 49
9.7 B D T oottt ettt ettt ettt et et et e et e et et ettt e e et et e et e e et e et e e e et enaenereneraenn 49
9.8 BT TR T oottt ettt et e et s et ee et ee e et e e st e et et et e et e e ee e et ee e e e e eeeeeeeeeaeneeaeneeaenn 50
9.9 TBEAEE ettt ettt ettt ettt e et ettt e ettt et et et et et et s e e e ee et an e et et et s eneseeen s eeeeseanas 50
0.9, L BT ettt ettt ettt ettt ettt s et neen s e et et er s ernenes 50
0.9.2 T S I B T A oottt ettt ettt ettt ettt e et et st et ee e e 50
0.9.3 SR T LTI 2E B ettt ettt sttt et ettt st e e s nrn e 51
0. 10 FHRHBR 2RI oottt ettt ettt enenena 51
Q.00.L  FTRUHIR oot r et e ettt st r et s et s st et et n et e e s et et s e et et ar s ernees 51
0,002 2K ettt ettt ettt ettt 2 ettt r ettt ar et et et s er et et e s r et et enrarnarann 51
0.00.3  BUT T H R AT LR EG oo es e e eev s s e eev v s s et er s s s teees s s et e s s s s e s ar s s s ess s s e ses s s s seearenasnenen 51
11 X GBI TR VAT oottt eeeese e e e e eeneeneeeeeeeeeeneeseaesenesanes 52
L2 BT ettt ettt e e e en e en s et e enn e 52
0,02, LT oottt ettt ettt et sttt s e nten s et et eresne e 52
0122 ZFATLAYFITIIIIR oottt ees e s st s s ee s ee s s ees s eee s essssessensnees 52
0.12.3  LBTIEZG OID HITETE ettt s v es v s eseses e st s s ese s ess s snssenssanes 52
0124 LITNEZGANY Z5 AT T T eeoseeeeeeeeeeeeeeeeeeeeeee et e st s s e s st se st s s e s ese s eneasenssanes 52
0. 13 FFULAETH oottt ettt e et ettt a e et et s s ee et en et e s et et e e tee et eneneeneeeeerannens 52
0. 14 B IR oottt ettt ettt et ettt e ettt e et et ettt et ettt et eene et et et et enaenenn 52
0. 15 G I B B R B T oottt ettt ettt e ettt ee et en e e e e enaeraes 52
0. 16 P BB oottt ettt et e et ee et e e ee e en e en e en e e s eeeneeees 53
0161 TEZELII I oottt ettt ettt vttt s et et er et ee st ar et en s nr s 53
0.08.2  FZ L ettt ettt ettt ettt ettt e et st e et et e et st et et ee s enrn e 53
0.16.3 LY ettt ettt ettt eers s 53
0.08.4 Y BT ettt ettt ettt s et an et s et eten s eenen s neees 53
0.18.5 AN BT ettt ettt ettt r s er et et s et et r st en st er st en s eer s 53
0. 17 AR oottt ettt ettt ettt ettt e et et e et et et et e ee et et et e eeeeeaeeeenennees 53

VI



1. MEREPERIR

1.1 MR

111

112

1.1.3

NEIS

W E BR: (Eifg) FHPRRAFR] (TrustAsia Technologies, Inc, HiFR
TrustAsia) AAZT 2013 54 H, H#% 15027001 15 B2 &K RN
1S09001 Jii &5 FRAK R IAE. 15022301 Mb 45 &S B FRAE, A2 [F YA Hi X 2%
5 B L& UE T Moz 2 WMk 7 SRS o

WIS 2 TrustAsia 158200, TSR ALE PR W FIE T
Je W25 B2 G MR TR, R MBS B2 AU n] G i

FATHs LE PrbrvEAL s & B AR SKT, AT S @S S B e 4
A 75 R I PR A4 2R ) B T IAIEAR 55

MR 5R 2R/ R KSR

TrustAsia MRS MEEARE, & E W FRIET:

e TrustAsia Global SM2 Root CA G2
MRUEFA BB RIT PR, RIS s AR SHRIUES T g CA IR
ITPEH. EBVEgHE BT TrustAsia (58 ESRE, HAF Bk R0 00
I

TrustAsia Global SM2 Root CA G2 A SM3withSM2 EVEMIMEIEF, A% 20
M. MR SEFRL 55 A R AN F ) SM2 H gl 1

e TrustAsia TLS SM2 CA G2, %% SM2 TLS JR5528$iET.

e TrustAsia Identity SM2 CA G2, 2%k SM2 HMHIIFIE+.

e TrustAsia Device SM2 CA G2, 2%k SM2 H#iE+.

/ Y
TrustAsia Global SM2 Root CA G2
SM3withSM2

2021-2041

X

l l

TrustAsia TLS SM2 CA G2 TrustAsia Identity SM2 CA G2 TrustAsia Device SM2 CA G2 |
SM3withSM2 SMa3withSM2 SM3withSM2
2021-2031 2021-2031 2021-2031

WEF RS (CP) H5HE-FINUENLE M (CPS)

A GIEP RIS S5 TR SR (FBFR CP&CPS) KRS M TF A Tk AE
BT RAT B9 CEHP GRS BIUEIE GRAT) ) » ™ ENE (R ek
HRE B FELEY - CEPNERSEHINEY A CHFINERS S8 B
IMEY FEEEEME, T S5E B S BRI EeR, Pk
RFC3647 [MAEZLH AT S .



A% CP&CPS [ B 1 XEMUAS i (T T el 70 EML 55, B HE . e, k.
EEL WA EE S5 U7 AR, AR RS L IR EOR
Bt AN OREE, DAL NS S S 575 1 T T8

A CP&CPS Jit e ik (1) PN 25 1841 A N IBUSR 8 5] ALK
1. HIEW TR (IETF) KAGH RFC3647 hriE
2. CA/Browser Forum Chttps://cabforum. org/) &KATHILL N BB E R
(A CP/CPS KRAGH) -
o Network and Certificate System Security Requirements.
TrustAsia 2@ HIABLEFIGEN, HHFEAEIT CPACPS. WIRA CP&CPS 5k
RAH AR HERINE R I 23 A — 2 7, W RA IR GE Ok AR B A

1. 23U B FR SRR

xR 0ID

4% SSL/TLS EH FmgArin 1.3.6.1.4.1.44494.2.1. 3
bR SSL/TLS HiE -+ 5 mgAnin 1.3.6.1.4.1.44494.2.1. 2
W5 AY SSL/TLS UFP Mg RN 1.3.6.1.4.1.44494.2. 1. 1
Class 1 ZAHBAHIEF SIS AR IR 1.3.6.1.4.1.44494. 2. 4. 1
Class 2 ZZAHBAFUEF SRBEFRIA 1.3.6.1.4.1.44494. 2. 4. 2

1. 3PKI &5%

131

132

HLF N UE AR S5 LA

BT IE RS ML (Certification Authority, fEFR CA)¥8FTH 15232 FEM
B RN IR R SE A

WIS CA RMIER ST UGERS LA, WS NF T2 5 Esh %
J7 BB SRR BRI IR S ST B, BN T NEE S S
CEX. Y

WA IENZAS CA B E T, WIHBEPIT 5 AP ERIEF TGS, B4
BRCIE PGSR 2k BUEEA B BEIE TS, DS, 25 R R AT CRL Al
OCSP M8 . A PN AE F= AR 55 1 — A5 B, 15 ViRl

www. trustasia. coms

FEMALAY

FEMALA (RA) AR CA @ESr R uE By R, B ETHEE GT ) 54,
FEAE AR 4 uE T Wi, HRAETT P B UE PR T SR B E R UE T, T P 8
RS BT =K

WINE B 7 74H CA MM tsh, ¥ EATHAE RA, AFFH1TIROL RAS



http://www.trustasia.com/
http://www.trustasia.com/

1.3.3 iT

V2R G SRAFE B T A&, TR AL L. B .
VP R B R PRS2 T S A DRI IES, ARSI NIE T 5T ES
WA BRUEB R RN —T7, BIAERE R A AR TR . UE$ R
EB R ER 7 WARSCHTE I, 377 ] DU IE S 3 £ AL 5 ST A5
BATUE PR A RISk . RIS i M AL AT, 1T 2HEN. £HT
BN, AN IEBRE AT

1.3.4 {K# T

WA 7 2 e T RIS 25 R E AT (50 B2 44 S #6T F A 55 3))
HISEAR . MO T LS. AT BLAZ— AT

1.35 Hiz=5¥H
FAth 2 5 % 5248 R T S 1 HB T ETE B3R (AR D6 IR 5% (0 o Ath Sk
1. 4iFEF M A

1.4.1 EERUET A

MR L CP&CPS AR BIEF R UM F B B9 S O GIE S IS D7 1) 4 1 AN 5y
B4, MR R E PR RS P RNE 7 BUR E -

1.4.2 BRI IIE TN H

MU BT 28 B A e DhRe B 22 BIRR S 1), HEeNH TuE B AR
FAR G iE S S X TUE TS A CP&CPS FR & BN H Ya KA
5% 2% CP&CPS 144 .

I B 258 BIE T 28 1 AEATART 3 e B VR . VB IR [ 2K e A i T
TEH, I LTSI TR sh s AR R A S 4 N A, SRt
i AR S T P B AT AR .

1.4.3 1EFUE P AN RE S

WA AE R SE W] AR AL e A e+

IEFGE S B HE IEFONE R GRS K, L AUHE I CP&CPS H (R RIE 5™ 4% 14
g IP

DGUE S B M E MV E R G A, AEBATE, — B RN BIES H i
Tk RGUERIE R BAR AT, ASGEH AR RS . B ERE e
RACBE BRI BN AR 2, ZERECR, R R E S AR It
CP&CPS Ml A UE P55 A VA H R S FH 3735 0 75 3 P DA SR SR i XU - it
CP&CPS i 1 JURP AR A UE S, B AFENRI G0, TRGE 75
FIEH A& 5

EFRA & 5

FESRAY SSL/TLS R&SImiEAs | b dega Al A5 EACE ks iz, &R T 3L 5
LU B e I R L R




AP AY SSL/TLS MRSSHiE+5 | xbidid A (s B se stz &R T K EFME
S B E R A AUV XU (137 5

AR SSL/TLS MRS UmiEF | R M %, TS0l HTTPS Hids i 1% 4,
3T AN R 28 5y BB AL E 2 AR UG 2t 5
ZAWRFIESS T H T BB RIS A4 AN, ORYPHL T BRI 22 4

1. 5RHEE

151

1.5.2

SRS SRS FEALA

A CP&CPS HIE FEAUM A& WS % A RS R 2, SR naSfudle. it
HE. RAG. SChE. ST, JR1EA CP&CP&CPS, I PHURAS I 22 4 S ms 2% 3 2 | ok
HTArEHZ., FEFEELZE. FRZE. BFREMAS ZL2EFEGENRER
ZH

S TR SCRY )6 41 1) IR 4545 H i A e SRS SR 1] 6 51

ES YN

1.5.2.1 CPSEER A

MEIM WS KRS CP&CPS St ™ % IR AR #5148 L 115011 ST AH 03
Ho EfIHX CPS My, @il SemsE, nLL@id bl A3 TR

BEARERI]: SRMEHL]

Bk &R(E46: cps@trustasia. com

PR MbE: A N RSEATE B i8Il X A% 391 5 B 32 # (200233)
I SS: 0086-021-58895880

LS. 0086-021-51861130

B Mk https://www. trustasia. com

1.5.2.2 IEHEHEBERA

1.5.3

154

WE S ) AR 5 A UE R s R O0E I DL 7 e — 328, HAE F e i =k 2 20
DL T 32 -
o [HBfF: revoke@trustasia. com

e FH: 400-880-8600 (E)or 86-21-58895880 ([H )

g CPS & RS ML

MU PN 284 TRIME 22 0 2 42 SRS 1) 5 10 E NI, 2 S AL UEAS CP&CPS 1)
¢ e AT

CPS #itERE

A CP&CPS FH PN RS 2 4 sk Ze ot 23 CPS Y B A aw |, 1%/ NATERREIET
UERWERSEHK, BB RSHMEEE, 1EREWNEE M Bk
i

A% CP&CPS BRI A BAIE M. FoRER L W5 efiil, h CPS 'S
AR TG DUAE CPCPS AT N, IRAZ U B RIG R M=%, KSR



mailto:cps@trustasia.com
https://www.trustasia.com/
mailto:revoke@trustasia.com

SAtHESE, IS . SEHTRAN I ]/ AR RN R A BT DR, IR IR AR

1. 658 CHIZE 5

WAEE W _E kA
1.6.1 RifiE X
AVE E S
AR T2 | INIEIRSS R 5 N ) f e SR BRI B LA AT CPS — Btk v g ML
BT AERS L | EFIAENI, RERUEDBRISLA, fardsr, 8K, e EEIE
¥y (CA) PN . ZAREGEH T CAs g CAss
B 57 R ERE T FE 2 AE T RS SR, FRR 2 IR UG RS HL
S RLI (RA) 1‘@:3\3%%%% Eﬁi%%@jﬁﬂﬂﬁﬁﬁgiﬁ‘, BT UE S g T &
rFR RS ], R EALIBIE PR TE R, AR BT IAIERE AL
BB UE 5 B B 2 H ) 1
—Ear A N, U IR X — AN e B EEE A MR 2T
E 4505 (CP) SR AL P . B, —ANREE R CP i BAFR B SE i A
TN EAM BN AZ GG IZ 577, X025 8 A k616 L A 7= b
FIARS -
NI S T IMERS VMR SR, BEsFE e . ST+ PR
(CPS) b 55 S B 1) 75
DUE R — AN BE T A (L5 B AR I RV AEH) , @i e E % T 5]
SRAFAR it % G AEH o
TR (5 2, nIRES CP dniRfF L EHEILAE X 509 WEPH. %
HERE PR fF FREATERE A TR CPS B 7 Wi URL bk, ] G840 & ik F5 4
FH 2RI S o
BuE A5 FH 20 725 44 90 58 o~ AN 5 03 1 R 1 SO
%4 BA BN N St AR A2 44 NN AT 224 5l D ae B R F B o
e TS F R XS AR AL I 2 RGN B FAC S AT I . MR AR R ST
- —MHETFES,
AEPIN IR T2 A I ERE H DA S 4 8 DA IR 1) 48 st fg
- TN
2K | Fa2E T3 AR B IE P E S H 128 44 115 3T A TG BN
R —HAFEREE. AR, N RE. M K THER A5, HTFSRmiRT
ONHER IR SOE IS a0 . Bk LA TIRE .
Y FAEHAN SR A
RHBTFEL | HHNRES, mEANNFEERE, EEFEAdES, HT
HEEE) B (B0 fR2 FAE LA BN 1) B - il sk 8O0
N (e 4 BB, ﬂ%ﬁ*ﬁ&*&%ﬂﬁ"]ﬁﬁ%ﬁﬁfﬁﬁgy I H H A7 T
) AR FrA AN ARG B2 A (B0 mEHEE. iR
Refd I RF A A AH B FA AR
i M FINUE AR S AR WGIE T sefdk, WgRoNIEBRaE N fEHE T
AR, TP RPN TSN
DRk R N WSO SIIE 5 AT 200 ) 152 RN 2 52 B IE 5 128 A FH T i3
T A TUE P B SRR SEfk . fERTAA N, RUAHE 240807
) A7 LU W] DAASE— T
HT Y TESGIE A A8 FH UE B30 [ B8 SN A 15 528 2 I 40 230 A4 it
) 7 ) SR AN 2 [P AL
WebTrust CPA JNEE REFFHAERR S WA WebTrust T H 192417 IAS o




WHOIS

3B RFC3912 H5E MM, RFCT482 HaE SIRITE M B3 17 inl BisL,
oY, HTTPS Rty BL 32 M I 42 0 W v iy 8 BR B AT WL LIS IR R o

1.6.2 Yam&iE M X

CA Certification/Certificate Authority | HLTIAIEARSSHL

CAA Certification Authority Authorization IAUEHLAYFZAL

ccTLD Country Code Top—Level Domain B K TH 238, 44

CP Certificate Policy UE 5 T

CPS Certification Practice Statement ARV 55 B0

CRL Certificate Revocation List WE T RH 51 2%

CSR Certificate Signing Request R K Sk

DBA Doing Business As SN

DNS Domain Name System W4 R4

EV Extended Validation P RIGIE /B om B6 1IF

FIPS (US Government) Federal Information | (Z&EBUMF) BEFHUE B ASFFRHE
Processing Standard

FQDN Fully Qualified Domain Name AR B4

gTLD Generic Top-Level Domain i FH T2 18,42

TANA Internet Assigned Numbers Authority | H.IERIZwAS 4 ECHLIA

TCANN Internet Corporation for Assigned HIBEM A 7 5% 5 5 Bo oL
Names and Numbers

KM Key Management SRR P

LDAP Lightweight Directory Access By H 37 Pl
Protocol

LRA Local Registration Authority AR HE ML

0CSP Online Certificate Status Protocol TELE RS WX

0ID object identifier X RARRFF

0SCCA State Cryptography Administration o [E [E K SR ANE
Office of Security Commercial Code
Administration of China

PIN Personal Identification Number NN F R

PKCS Public KEY Cryptography Standards NS HE I bR

PKI Public Key Infrastructure N FE A it

RA Registration Authority FEM LR

RFC Request for Comments T SR VP bR AE (—Fh ELIC X 2 1R

1E)

SSL Secure Sockets Layer GEBERT

TLS Transport Layer Security e 2 e 4

TTL Time to Live IP A0 ¥ A AE I ]

X. 509 The ITU-T standard for Certificates | ITU-T iEP#ruE S FHAH R HITAE
and their corresponding
authentication




2. ERERMEFREH

2.1

5 B

EHHRAS 15 BB — AN ATT I T AT 7 S E S N AR AT S A5 B AR 55 1
EEE. 2GR EAREAMIRT LR AR CPECPS. AT Bl MREUT Pl R
UEHS . g CAUEPAM AL el L5 72 2 B A AT RIS S

2.2

UNTRENSS: vy 2l

2.2.1 15 BEERAR

2.2.2

2.2.3

2.3

2.3.1

2.3.2

2.3.3

MEPNVEAE S B W S i B 77 W3k (https://www. trustasia. com) KA, BAR
P i B B A T RE TR AT (S B R A . RATN A HE CAETS. CP&CPS 1&
WA B TERlSE, XN EBIRERS CP&CPS FIA AL —EL,

CRL Kk Aii

TS @ T HTTP K AT E B 5% (CRL) , 3T /7 Bk # 7 Ay LAIE I 0 M
WS K IUEF CRL 79 & s bk 3R E CRL. VAN KA RS CRL A& —
etibrd )7 RE

OCSP K A

WEIHAF I HTTP R ATIE- B HUHFIE  (CRL) , 1T 7 B 7 mT LA 1 P
AR R A HIUEFS  CRL 70 & s L3R CRL . SIS A AT I REAS CRL L5 —
AN HIFP S

AT B[] DA R

CPS KA I} [B] FAH

U IMHAE ) CP&CPS Wl fE B Td*24h 315, F/DERA—IK CP&CPS.
TEINAE 2> 58 S ERFEAH SR A8 A, I S IR 38 CP&CPS KAF &bt o

CRL A A7i I [F) AT 52

PN AE R T FUEFSE CRL &/ 7 RAEAT—IR; T+ CAUEFE Y CRL Z/b
12 NHRA—, WA CAUEPREEMEN, WL 24 /NN 2 N 3B K AR
CA IEF511) CRL.

OCSP 75 A7 i [a] A5

N HHIRAR B BT RS — S 28 A B R R 28, 3T R E I A B I 9 A5 S 11
IUE Sk 55wl RIS O R AGIESS, JFi@d OCSP MIEAS IR HEAT &l
XFFATUEFS K OCSP i N &S 25/ 4 REEHT—ik, HE KA R ARE 10
Ko

Xt A2 CAUEFS Y] OCSP A B 4 22 /0 12 AN H BB —iK, 45 CA UEF 4 m 4 I
AL 24 /NI AT



FERSIIEOLT, A5 2% Hoth Py 75 (K R AT I TR AR, b LA A i ok
SE, IXRPRATNAZA BN 1) R, JF B2 A& B SE A EOR

2.4 B REERVREH

SE A A5 2 T 45 2 L R B 77 00 2 A SRR
NI L W 2% 22 B9 RS A ity A B R TR L5 B R AR
N A RERATAE B ERIBEIN . MHBR Be. AAn S48 AF

3. B rRiRMER

3.1 4

3.1.1 AHREM

MEIHAE 25 K B UE BTG X, 509 brifE, 40 Boeh Uk P4 3 iE— ) 44

(Distinguished Name), X X.500 b4 7. WIS REBESHEZL
HURFIE T P AR 42, XHIE TS B 2 10 B A At g P T 55500, IR LA
AFPIFRRIE R B . IEBREAE ARG, U2 e SEIERE
N, RUET A & M — R4 . X SSL/TLS A& A7+, Frf 14 L
[P Huhik #7232 @ 4 A, TiiEH 4 o8 B34 80 TP sk, 22—
E 3 80 44 Hh 3k 4 B TP btk .

fE SL/TLS RS 283EH, Frf iS4 e 1P bk &RV in 3 = @i 42 oh, 1@ 44
RNEBAE TP thihilk, W40 —A HILAE 328U 4 ()38 44 B TP il

1E TLS/SSL EF5 ) subjectAltName § £ 44 8% subject: commonName FE&HT,

ARG REEAA TP Hiksl N A PR, FEUETFIY) dNSName 25 H 1, AREHH
TRIZ () 75,

7E DV J EV TLS/SSL iEF5 1) subjectAltName ¥ B4 h ANBEAL S TP Hiudl.

S IMSAR E 525 R LR 1 =5 A3 79 44 i 44 R G

B JIEN

EZ(©) CN

5 (S) W R F T EE r, BE A
H1X (L) WEFRE R ey, BeE A H
ML (0) TrustAsia Technologies, Inc.
i 44 (CN) sy CA 4

SE VAT UE AT (0 AR B 44 i 4 U A0

JE 1 Iz}

EESO) W BT IR Y B AR

A (S) WP HER R, B A

HuX (L) P PTESTT, BE A

B (0) T HBENARIT S, AT e A AR

B HRAE (E) | 3T B TR, B
M 44 (CN) 44 (SSL/TLS AE4D) , BbLKIA (WUMZRBIESS) , s NEA4s (A
RANIEAD) , B A AT 5 14 44 B




3.1.2 WA FRE AL ER

YIS {6 DN I (Distinguished Name) SRFRIRIEFS 44 JF 545 & 3 1 Sz
&, DN i i Ak B — e AR & X, 7T LS5 R R 15 1 f 4 SEAR 1 B
SR B MEAR G . R A FRER N T AR 0 FT e 21 ) 5 & SR 1R E 44
M, IR T 5 ERAHP B AR E R SEARE S

WAIER S AR EE — e fREEE X, K& B il 4R, M
M Be % B A 8 UE T REA HLAS LA S I LR IR B 28 =AU S5 2%« BRCELIE 3
%y FEE AT DB 7 00 . FEAARER S A4 BRI A RF A VR A I S A DG 1 2
Ko X FHEBrMEIEAA (IDNs) |, WIS IDN 1) punycode %2
HIE F A RRE T S A

3.1.3 I P HIE A4
A% CP&CPS FTAE F5 AT P2 70 AT 35 BB I A R i FHIE 4 5k % Dy 4
3.1.4 AN[E A AT HE I

EPRAE 25 R I ECFAE TR A X 509 V3 Anife, B 44 k% 2B SF X. 500 Frifes
B 44 1) e 44 FU) ER T 90 E S

3.1.5 AFRIIME—1E

FENEHIAEEAEIRA , ASFERT P AIEF A BRI 2 A GEA R, HA 202 e —
(1o AENE A —30 7, SEPH A mT AP SR — 1) S A ) 44 O L85 R 2 5KAIE
oo HUE HIE T B R P AR R AR, R IR E LM, Ja
FHATE 2 4 IR B IR J2 3 BAIXO ) S
UEAS R AL AR A ME— PERE T

SSL/TLS AR S5#SUEAS | 3842 e — 2% Fhy ELER R0 44 -5 K07 stk o3 R ALK (TCANN) 4%
o

EORb TSy TR ME— [ B - M s ik BRZH 2R A4 FR 5 e — 1) P 1 5 A AL el
KK

3.1.6 RFEARAIRA. SR A

UEFS HE B AR UL S B T A AT ERIEA AN RTR P B A BRI A5 25
AL FFABAELT X R AR A B A ST R A R 2 Sy o LR
i i) AFE 248 57 41 LA A S BB AR SRAIE S

3.2 YIE B

3.2.1 UERIHAE RHPI T

UEFS FE O ZI0IE B R 23 5 0 S AR UE TS T I A P B AL, AR
W77 AT LR S A2 i B 25 44 1) PRCS#10 #% 2IIE H5%5 44 7 3K (CSR) .



3.2.2 ZHZH Rt 44 % 5|

3.2.2.1 AN FHER]
FETHLENN BUFHK . 3L AIZ) , ELHAL CHRENEISES
B, ST A B S S ), i i AR TS s R AR L S s . A
TEH PRI B A R DA FoAth T LLSRAS HiE 3 BB 0 B 015 B 7 0% . L
FAZAT P IIE 15 HR B 3R B WS AR B Bl 78 0 IR S H i R AR 14
FOOATE) RREZAE T HERE &K, HARBA R TT.
SoF T S A S BT E TS, TS S 301 ZH 21 42 AR RN W B 4
EhE, SIS FTARSE L2 A B AE R 2R B AR, AT AN ) 5 40 %
MR, —WmE, IERREE, egE, R0 SR, SR
AR o TIPS 7T LA B DL — I 8K 22 Tk 56 ik 2H 23 1 B 4 AN st ik A5
e
1. BB R A RO CAREARIR T TR, Fllkg
FENIET . Gi—t 25 FAARIIE T4 BUl L% kA SO U
5 = B FE DU SR BUSEAEAE R . AR S
2. JE TSRS =5 s FE SR R sl R S, DAEIE. BT
MR WBIEUE s 557 G AT, DA g Frig i {5 &
B S
3. IHITHEPOY TR AN, 2T EE B BUE B R AR IS UES B
4. EITYNEIK A ARATSIR A BURFSS R BB R B At T R A AT
Bk 7 AN R L1 2
5. ZRFEHE A AHAMAT IR, BRI E ARSNGB IR B A
¥l
Ak, AR, NEPNIEAE IE ] LA e He e B s B 40 7 XA kL.
A S ARIE ISR BTG 2, RIS IR SR i 54T
SIS 2 R AT FAESS, WIS S ST A bR v P TR BIAEAE B AR
o XU IR VRS L AE BB R o FFHRAA “m X7 REBIESR, M
B EH# T e
3. 2. 2.2 HULHARILA TR IR
ANIEH
3.2.2.3 FrEEBLE
FEP I A B R 7B, WS KE 3. 2. 2 5545 A B R AL RIHL
FE IS B AT B e B X A

3.2.2.4 WA WHIAFILER]

FA P AE HE SSLAES I, U5 75 ZEL0E FE 6 BT B R 15 R 384 145
AL, RIS UE R H PR BT, ASTIEAHE = WIS AR
A% . onion PB4 HIERUE, HARMZIERRZ K. HoHb, WG4
RN IRUEIC 3%, BLFEA R T IR ANIGAIE 77 7% LR B BR RRAR S
WHB 44 B G AU B IE4E CA/B Forum BR 3.2.2.4  ZF5da 5.

1. 34 FTAERR IR DA 25 TCANN A A1 () A AR A

2. W AM AL FUEANG FQDN bR, o A HAUHE —4 *. 7T FQDN A

] 47 388 P A7 45K 4

10



3.

AT LA DL R R — 7 AT SRk
a. A E BHRAE
SV PH TBICAE o 88 Tk A 2% B U WIS A 81— N A 2 MR 1R AT 3804 45 1l AU
1k
o FRIGUFIEAZ MY whois BEARAMBA BR 3.2.2.4.2), siPATFERIA
B RS (BR 3.2.2.4.4)
Administrator@fF5e ki 44
Admin@ff 35 iE I 4
« Postmaster@fFIGiFIN 44
Hostmaster@f 35 il 44
Webmaster@f§ LGk 1% 44
o JEILIDNS EHFIK “ validation—contactemail. £FE6E
27 TXT fETHY AR R A4S (BR 3. 2.2.4.14)
ORI R — A ME— I RENE, TR RIS, Ui
v i B ATLAE O 3R B4, R ek Js R AT 58 Bds 44 BT B USSR
A3 A ey S BB IR UE, SIS AT RA sk 44 DL A
DL Ik 44 &5 R 1) T 3l 28 il o RSk =X A B Ol A T d
FHIE A4 B3 AIE o
b. DNS 3GuFA% (BR 3.2.2.4.7)
VTP A B ik A4 A AT F8 € R BEATLAE /Y TXT B CNAME i23%,
IS Re e B B Fe it & B n] 58 s 4 B A BUHE
Ak 44 I 7 2058 A IS E, LIS AT LA I 44 DL & DA
[l R N I N 8 R T I |1 L AT | B W I LB il o e w1 W i 24
HOETAT
c. HTTP/HTTPS 3&iFA4 (BR 3.2.2.4.18)
VT Pl AR A S UE I8 44 vl R € H 3% /. well-known/pki-
validation/ & JBCEFE & H38UE SCAF AN EEHLIIE(E -
W E L HTTP/HTTPS RS R ER A i 11 BE A% R B V7 ] 2145 € 1) 5%
WENE BIAT 58 s 44 B A AR AIE .
Foi A4 et it 77 A58 A IR, E N IEAE X AT A eIk 44 25 R E
Fo EIETT G H T @ BC AT A S IE . IS SCRPIRAS RS N
301, 302 FYEEE A S, HEE [ g Ak e ZRUAN 6 B A 44 — 2, AT BL
KA http 80 https 7, Hig D20 BN R ) .

3.2.2.5 TP bR HIAFI 4R
WS HEZAT A A4 TP HiE SSLAFH, AJy TP 258 %K 1 44 RN 1% o
RNEH. HTHIBEBN IP F/4G TANA JIVE AT VIR 1P, X} 1P fdH
KA EAE CA/B Forum BR 3.2.2.5 235 J5 .
SEPR AT B I DL AT— 5 kAT 1P A ARG L -

L.

2.

VI AR W a8 i a6 B0 AIE HR A4 B AR BAIE TP ) whois BE R A HBFEI6IE
IP [ HIR . BUERRAE P & —ANME—IRENLE, 1T P B350 IE
WAL e, U5 Il A BE W LB O BGAIE B 4, i o b 5 B AT 52 Rl TP $2 ill BL56:
E o

HTTP/HTTPS %&4FAY (BR 3.2.2.5.1)

11



VP IR ERFIRUE 1P G S8 € H = /. well-known/pki-validation/
T JHCE TR IS UE SO A BE AL IR R

M AF @ IE HTTP/HTTPS P 1 BR A i 1 BE 98 B2 17 7] 21458 2 11 56
WENZS BIAT 58 s 44 B E AUIRIE .

3.2.2.6 WEAAE L MBEARES
SIS X S FC A A O A3 A2 BEA T H BRI AIE , B E KB A CP&CPS
3.2.2.4 FHIIE. AR A A N TRIR A 5L A FE G 4%, W kAE )
R N AT

3.2.2.7 BABRMHERE
ME P 7 bt AR s A R IR =2 B WS B ER A, (R
PR N AT SRR IR 2 BT, PSS X BRI T e . HERRYE. PRk
NP i R 14T VEAG . FRIEAE CA/B 183X BEIR ) B R e DL N A &
I EHSN R g
2. 5 B EHR
3. B EIRMETT MG BIER H I
4. A5 BRI A i) 4 A T
5. A5 B P AR R HE

3.2.2.8 AEHLAEALEF
WM EESE CA/B Forum BR 3.2.2.8 &, fEIEBERATN 8 N,
XTIEF B HR R BT A R A4 R AN 4 B A B R 38 44 3647 DNS. CAA e SR 2 .
EPAE HR G RFC8659 HH IR AL B CAA e 3% i
“issue” |, 7issuewild” , “iodef” @ MARZ,
CAA iE R AR lodet " Fr2E, WLIMIRAE & 511 7 V810 J5 i E A& 5 28 K E
P, (HATREA =R iodet” JEPEARZE R b A &R
CAA 0 EAFAE"issue” , “issuewild” #5r%%, H”issue” ,”issuewild”
AEE “trustasia. com”, MEIPNIBAE K HE 48 0 H AR AH MAE T
CAA EE ) B UL R R MU, SEPNAE AT T A 2 e 1
1. CAA BV JRIEAS & HH IS R 2 At 14 it 5 | A 1)
2. WMWAE 2= E T — kA
3. WA TR AAAAESR [ TCANN AR I DNSSEC B8 iF 4 -

3.2.2.9 HTHIRER

2 WA b A D9 IE ) 8 P A B % A BRI UE TR, PN TRAE 2% 1 R

L A R BEAT RN, B A% HR O 3 S B A bk R AL, R A i

MG A TR B 2N Email Wi, EARMEZSBIT:

1. IR 58 AR BGUE S FRE TS RSO JS, SR G il 2 ME Atk ) 5 20 1112
MRF bt R IR BENUE, FEVUE B RS-4, I HfE—;

2. FHE USRI MR A I8y BE A AR ) B e B AT HEME R

3. WIS CA RGUEIH FHEHE S, X REHE S R BENLE 5 R I BENL
B, &R WETHRAZmd.

TESCAE N B I A B A o S ASEAT AT SO I RTFE N, i A D B A LA (0 I A T

BRRIE, WP EENE B E RS R I, BROEARNET 30 K.

12



3.2.3

3.2.4

3.25

AN B 1455

I LR, TR S o S b USRS

FUSAE ARG B (5 B X T A A SORESS, TEWHG 2 AR AT i 10

PRI, BAT RO SRR, — s, RS, %%

G, TR, SN A AT,

2 R O TR o 2 S SR AT R, DA

VRSP R 00 1 T M o8 T Bl TR A A A

SRR OUER COUEREGHE, 0. BUIE. % &l S FiE

) (SHTEIAS . SRS £ S OB AS 2 75 5 BRI G ARIURE, WA

SABAR R A 75 I

S 5 A e 7 SRR S AR

LSRRI S RS rs T P OB ot TR (525 LA T TR0 77 0k
SR RIGOE ¥ 2 TR FLSGRE . IR, AHRLARBT 2R
A3 PR £ B LR LA B 0 5 B TS0 . TR L R T Eh i
N

2. ROAEH B R HOEF RIASLE A TR Oy, AR i
0 L9 = 0 P 00 7 SR o 1 BB 5 6 5 L (R0
G, AR 5 B BRI LS R L

3. LB, SRR PO 555 2 M P
WTEUR 25 R0 £ U 9SSR 1 A

4 SeE RS AU RN, TR R FERE S, SR
OB SRR AL TGRS SR B AL SUR SR LE, Bt
W R TR GALIRA

BEAR, TR, G DL SE S TR B SR AR, i

S (R RS AL, F6RIL BA RO TR

AT SR AT P TR F3 S VA ot P TSR0 17 A9 2

RGBSR SRR “ B HOEHB R, W

ELE T U4,

AREAERT FE R

W BT SR SR 10 S B B 4B A

b, TR ERRAENT P (8, RGBS, R

HUMIE IR .

WEAS R 0 B AU IE, KRBT (5 B S AT

AN

PUVTT P BRAFREACR NP BAE L 55 I, IS 2 =4 3. 2.3
H BRIR LRI SR IE T 3, AR e AEACR N HBIE B I L SE . IR
A T DL E RS AR B I I I St rr bl S g W
AR T TEAT N, Gl HRIE S EE S AR, ArhA=E, NIR
WIp R, A5 REARI P A E B WA A & & A AR

ZHHIRRA B AT BL A VR RS AR A SR BAUE « Ja HIE B B AT [7) 55 7 OR B
HJ& T BRI UL HARAT A2 AL

13



BEAh,  HAS SEVE B i € LA AR AR IE . 25 iEE AR 15
SE 1A LLEATUEFS FRIE BRSNS AN S AT AT i AL AIE S
TR FENCEI A CAZ SR B TSI R I,  SE SIS L) F & S A
N BRI

3.2.6 HEAEUEN

X T HAR A VGEARST AL, o] DL M E HEAT AR AE, (BRI TAE
R4 MUK CPS A ZA & WL YNHAE CP&CPS B3R, 3 HL5 S0 I 15 25 28 AH B )
N

IR ESGEBHEI A RE, TSR ™ 4% 7 LLAT .

B EAT, IS R AAEA AL GE

3.3 HHEFFERKIRRE L5

TEUER 22 0T, T o7 DL SR B340 . R ARG, WImEH
A NEHHAVEIES LA S 5 FIEBARRFHES, I H g EEiE Kk
PAR . TPHIAE PR 5L B 7 DL 0T F I & BT BB A, B MO TR
(I EIREDIENSE

TS 3 A P D R IR 1 SO B e, DAL, AT HE
BB, 6 25U A P T R IN 8 1) SO B s Q22 i, Pl i i B 2R T
MR AN A IE S E

3.3.1 WO EH T AR IR S A )

MEIHNRAT SCRFAEA ZOW N RIE 1T P T 2 B HE R, 1T 7 AT DLk Rl —
ANHT I 2 B R 8 L 8 FH 1 8 BH ok sk BRI 380 3 1) 3 A X
WERSHE R — A PMER: fNRRH k.
1. iEHFR
AR AEFRUE PR RBAHN, 3T 7 i S IE B 1A
PRI OLT 7 75 2 BB E AR
D W PET o) ERBIRINEET PO EA IE A HA 7 4
2) TP —3KIE B2 ATRE, 7B A F R
3) VT R R B S IE
4) AT PR ER A (PR T 23844 SSL/TLS IRE#E)
5)  HAthZ WIS N AT R A
YT PR EANRAEBE, N ES) R WM E R EIE R R BiE. HiTE
BOUE FUE Ty S EAE MR A RO, Wl e T H A 1E R
ST HE S RAUEH . B WA A RO, T P &4 AT
UE, IOUETRAE A B SR SR RS AR A . N RAET A 00 5 JEAE A R0
—3.
2. IFH#®E
PR FAREIEBB EL AR 30 H (&) W, 117 Bl TS #1E .
T PIEREIARTA 30 H (&) W, TSl & 24 1 5 @ sniT
STIE AT B R AR . 51T 7 5 IE P e IME BAE IS I A 2509
P PS8 T I R A 1S B R 2 R 1. 5 DR AR P iE
WHE SR BT R IR b M IR RO, T 6T 5 S BT EE

14



W, BRUEAE L BESR SR SR . HHIEBAE OIS MGE P k2 HiE

2 JFAEP R AR A I —ANERE % JE 8.
3.3.2 U JE = HIAR IR 5 )

SIS ASFEAEIE PR 5 i 2 .
3. 4 HEERKIRIRE LR

FE IS FRE S, IEPREETE R TR AT 7, War bk EEMIE. A
Ak, LI A A CP&CPS 4. 9. 1. 1 Frid 2 i 75 B 1T P AE B, ARk E
BT PR
s — 25, Wmsf: . fBE. BRSO IMWASIRASIE R, W EE
o 55 E A e 2 S A S 1 7 R A BRI P i N B s 2T P AN, B
HAZAE . WRIEASFEIR TG, BT T DR R TR —Fhal ) URh: 3544 4% AL
WE. G, fAE. email. HEZFELHLE RS .

3.5 BAURF AL HIIRIRE 5
TS EATHEAEIEAS RA, AN 54T BOL RA.

4. IEFSFE B A S BRAR R K

4.1 IEFHIE

4.1.1 UETSFRIE S

FHUE 2 B B R H 1 2 RS IE T AN A AT DASRAZIE T i o I 3 X FL Bk
B BUARTR N [ PN AE B AL AR A B g 7 57
EV E5 HE D20 AR BGIE 15 RS F P28 JF U L AL . b5 FRig o it
LR NEZR (BHEET) 1T/
4.1.2 JEM TR T
1 A .
o IRATUEFHIE;
o EREEINT
o RS IR AR A (ZZ401 CSR)
o [RIEIEH BT L
o AMEMEHMIFH
2. TifE:
o HIIHH NI 7T WL, A CP&CPS ZE A E I E T, i H
R TUE TG HYERE . BURI. U AR LR R AH 28 N 25
o TPUE AT NS B AL B SR RORIE B E RS (E B AR
o JEMAUA TTAEXT P FRAEE S B (S BT B A UE B R34 T R 2 AT
B %o

15



4. 2 EP HiF A

4.2.1 AT SRS %5

23S BRI P I R S, SEPNEAE I0E BIBA £ 4% A< CP&CPS 4 3. 2
EATWESR, XTI St T iR S R . WP E S 4E R G, B
{EARHE CP&CPS 7843 56 iiE HIE N B S 43 BT H TS . AL B TRt Ty E
[P A% 5 HE E I P (E WEB AR EE APT R A G S — %
A

MUV 2 R DA DRI e P S 245 1) g X 28 4 8 B8 EL A HC A v B FH s T 0 4 444
UE 5 SR B S, gL AGEY SSL AR & KU B FE S 3R, (EEZAEH
RIS 2B MZYIRE R X THRAHIITF, WG A BHE Lk
T 15 SR BT B M IIE o

MEIMIRAT 20 RF 28 R UE S = /U & 5 R T 1Y & — > DNSName i CAA 134G
B, JEIE 3. 2. 2. 8 A B VA A S B S A S UV ZAE T

WIS BT A B S B R W AR E S ARG E TES, 4
WM E W SIS U5 B R 25 A W ae 770N 01 58 il 4%
(R A8 S A AR BRI 2

BOUETE ST > MEINIRAS 58E [ BA 2560 Bir G Uk 5 B35 5 12 S AE ST B A%
FEARE IO UL 25 vk s 8252 . FE 440 U B R BRI 5 4 78 38 ST AH A
TEYEIE OV 5 BV BHE R A 5 B, 25 WS MR PE A CP&CPS 27 3. 2 Z 14
SE R EIRAF (B BGIE B S AN T 398 K HAZfE Bk kA, TP E
AT A% FH 2 A s BRSO

4.2.2 FFH G LR HE 41

4.2.2.1 IEHHERHHE
SEINEAE BT 5 Rl 1 UE 5 RS b R AP IR G, Il I A IE = GIE 5 okt
EUEFS 15
WRFFE TR, WINWAE AT AL T S
L. iZHIEEAN AR CP&CPS 55 3. 2 T I T-1T 77 B 43 R 18R ) AR 48 ) A0 o
2. VP EZECE A RSV SR N AR
3. WP AR HE AT T AR B
4.2.2.2 IEHHERIEL
MR KA THIER, WINEAE AT .
L. ZHIEARFE A CP&CPS 5 3. 2 F TR T1T S iR il AL A R 5
P A REAR B ZER IR AL BT 75 1) B 0k B A KL
TP RO B AN REHE 21T 7 WS 8 AR RTEE SR 5
VTP BE AN Re s 4 HE A e SCAHAR IR 1 9% F 5
FFiEHIUEE S ICANN (The Internet Corporation for Assigned
Names and Numbers) Z5REHIHT gTLD (TNZdk4) ;
PR S B I AR AN RF & BT 70 2
7. IS VAHEHEIZ F R S PN S AR il VR 4y B i
%o
8. IMIZHIENAHKE. Sk M EA LR E.

O = W D

ISk

16



4.2.3

KT ARLERUETS BRI IRE A 2 WS AR AT 7 k15 H i R
KEFUE TS B FR [ [H]

FEIEHTEOUT, NP 2 AE & BRI (8] Y5 [ A S8 UE 1T 7 B8 B RESS . B
RS AR A A P B AR P AT B, 15 U AN RIRE e it 5 HR A
AL FRB [] 6

UEFS AL R RN P AR R L E IR 1T 7 (] I 3 (4t 56 BBk P 7 PR TR 4 5 S A SC
A DL 1 K I i 7 P TR B PSR . R P R TR SR SRR R E 2
CEELR

4.3 IEPEXR

43.1

4.3.2

UEFRE A CA AT N

VA AR 25 R 2 R AIE i SR 1 ok J8

AR FEF, RAEHE A SUE T G &L, M RV RGHBKBER
IEFIE R RAE CA BIF PR RS RA KAE CA IE P2 RIEREBAA RA
(5 S0 515 B ARSI, R IR R B IEM P CAIEBE K RS, CAIUE
PERRGEFREIEBERER G, XRE RA 5 B3 T4 5] 5.

SN AE A B N ILARE TR S & SEARIE S o 7R AN B2 MIE 1535 B P 408
JiE R S EAE Chrome HH A2 (54T SSL/TLS AR5 #81E15.

FEE A0k 18] 26 BB 22 A CA SEFE 2 BI0R Y, DABT L R LA HIE L

T A RBEEBEERIER, CAUFHZER R RIELT IR 2% .

X PEP R R A8

AR AL AT (0 BRI 18] A MR AT 2 4 )7 SR e o . 8%, I
SAEHIEIERE T, B R IE A AOE BT B T8 1 T R

4.4 FPER

44.1

4.4.2

K RS2 E B HIAT N

VPSR TR AEV]T P B SN LERE (4 22 A | 2228 L& I AIE

VT PN 232 B R BIE P AT N AR AE AR T

Lo TP EATV B T TR S IE P AR WG, AR R a2 il Pas
o, NG,

2. WIHIREEIT P RW T, MBI FRIET, HEIEE 2 a8k kit
AT

3. AEPIRBGEINAESIT )G, 1P I A T AR

4. T PEZ THEIEBER TR, I HEE R RHE B IR A A .

CA XTE B K AT

EIMAE EIE B AAT AT P RNIE B R R A o S AU e B Ad 35,

A RIS SERMEDSR, EFEEIERAAMEZA CT HERSEF.

WIS IR A CP&CPS 1 2.4 A1 2.5 &b e T35 BENLHI I E, [T

MURAET . %15 5 E RA CA BRI M BN A A B W8 1% 38 BZ & XU B4

17



P ek IR LR (RN, Bds P ALBR A (o N A B4R SP F B L e B k. 3
TREVEAEAH SR EE AT 2K, W E R IR DGR, FE3RIT R &
Ja, FREHAEFAL T AR RRE.

4.4.3 CA X HA SEAAR 8 2
ST A 0 A ot G At A AT 37 45
4.5 FERHIEH

4.5.1 11 P FAVEHRE S 4

VT PR B S R AT A, RS A B 6 (e IR e
HAE IR
VT PO« . CPCPS 50 P i P 2 414«

4.5.2 WK TT N BIRIIE 5 R 45 F

WA 7 A A AR T 1 75 RS S A4 0 R 45 2R A

MR T BRI BB SR G B G, A ST DU AR
1. SRAGE 244060 B UE S M A5 AT B s

AR UE A RO, B ORIE AR SO A

N IZ RS 44 0 B IR 5 A2 R T (8 AT AIE 15

JH I A H CRL B OCSP AfAIZZE 44 %] B FIUE 15 A2 75 5 40 s

UES B FH & & TR N2 44

i FAIE 5 _E ) A BIE 4

7. FREAR CP&CPS B B HL T FlE e 5 B

DL 25 AN R B, MO A TR R4S E R .

4.6 EFHEH

4.6.1 UL EHIEE

A 25 R BT PR TS, WEBEIHET 30 H (5 &rT PUETIE B 5
o ﬂFﬂ%ﬁ%@ﬁT%ﬂiﬁﬁkﬁ%WMF‘Eﬁﬁﬁfﬁﬁmﬁé
PEVRE 22 . EEBEART 30 H (&) &, SIS S i@ fi4E i 5 1)
77 BRIV P SR T

VT PSSR T B U SR ISR SR AR B 4 AR S E S, BRIET
(R BEAIE I A AR I AR CP&CPS 26 4. 2. 1 FE 15 A0 FHFR, DU SE I 645 v LA BR
Ji U 5 A% SR B A IE B SO SR 56k STl P 1915 S

VT P RS UE TS BT SR I 55 AR B R4 UE A5 BB UE S A SR B R
A CP&CPS 55 4. 2. 1 F 15 HUE W IHRR, TS0 M 38015 4 4 HRUE F A7) IR B AR
o B R AT I -

FVT P ESRAEB E 8, R HEUE B IR B AR G IR A B R HEAT I
UE .

&k w

18



4.6.2 1 RAUEF S B Sk
T SRAIE 15 5 7 10 SRR B2 BAs o W A E T (03T P s s &N, B
HAEPRAFE RN LT 30 H (8 &

4.6.3 UF P EEHTIE SRR Ab 3

XPFUE R, HACP S RS R AR S . E 15 B R B R AE TS

L 0FT A R Rl A ) 20 T DL JLAN 7 1
1 TP JEUEFAAE I B B s
2) UEPBEEHE REVF AT IR A
3) TP R RS IR A EIE B R ESE R, Wil A4 RS

Lgé:

2. X FEPE BRI ES R, WIS K f2 A CP&CPS 26 3. 3. 1 12
FUE AT AT ;s SIS B AT ARYE T P e B i LR i O, kR
Pt — A UGIE TS IR AT B IE

3. LA S NI E At 5, SIS A AT DA HE RS R AE 15

4.6.4 MUK B UEASI X T 2 (1) 15

7] CP&CPS %5 4. 3. 2 =5

4.6.5 H4 R B HTIE AT N
[7] CP&CPS %5 4. 4. 1 &=

4.6.6 CA X 5EHruk+5 ) & AT
[i] CP&CPS % 4. 4.2 &=

4.6.7 CA Xof FoAh sk iy i 25
[5] CP&CPS % 4. 4.3 Z&Z 77,

4.7 IEHEHED

4.7.1 IEPEHAEIEE

TP HES IR AR, AT AT R A5 T SR Rk 55 -
S O RREGAEGT P YN EATIE P A A 2 4
WP —SKIEP 2 ALEE, 5 BAL AR 1% 9%

VP BRI R SRS 5

WP BN, (IURT 238044 SSL/TLS k55 48 iE15)

VTP RS RV B9 H A Oy S A5 I 75 2

- HAB T RE T BCE H B S -

4.7.2 TERAUEF =P B 1 SAA

T SRAIE BE BT B S Oy 28 FR R I S 9 A5 I HHAIE AR 3 BT 7 B A%
PUARER AN

> e

19



4.7.3

4.7.4

4.7.5

4.7.6

4.7.7

UEF5 3 P S BNE K A 2

S U A IE 5 3 B BT IR SR A AL FEE I E P S SR AL FRIR AR ek, S LA
CP&CPS % 4. 6. 3 Z 7[R .

AT IE R T P R S
[7] CP&CPS %8 4. 3. 2 &7y,

o) R 52 B A HE B AT N
[ CP&CPS £ 4. 4.1 Z&Z 77,

CA X 2 A B Hr il B KA

[7] CP&CPS 2 4. 4.2 Z 77,

CA X HoAth S A4 (1) 38 15
[7] CP&CPS %5 4. 4. 3 &=y,

4.8 {EHLE

48.1

4.8.2

4.8.3

4.8.4

4.8.5

4.8.6

UEF5 AR 5 )15

WEPAR R T PUE BARAERSAHN, IEBY RBERRNSHLR A EHE
REHEE, HE SRR,

ANEZAT P AR EIE B B FREER, R ENMEHIR, 1775 B s
FOAE

T SR AIE 548 B ) S AR

TSR T3 25 58 Sy £ 28 H 3 S IS E 1 LA 5 e AT o sk HL
BARER N .

FE 5725 5 7 SR ) A PR

AT P RUE B E BAE GG, WM ESIHEHE BT EHGIE, &5
WEB G R R BRI (AL, Baum AE - e SR S 5 uE A 300N
398 K, IAALFPE—IRACEIGUE) , WA SR FRHTHEZRUE, &
IR BRIAT e E A, T IS 2 1% BT IR FRIE T A AN B SR AT o
WUE, SRORITJE, WIS E R HE .

25 9% T IE IS LT P 38 A

[7] CP&CPS %5 4. 3. 2 &=y,

R S 2 AR AR B IAT N

[5] CP&CPS £ 4.4.1 Z&Z 77,

CA XoF 25 51 41 45 (1) & A

[F] CP&CPS %5 4. 4.2 &5,

20



4.8.7 CA X HAth SAA 8 25

7l

CP&CPS % 4.4.3 &=,

4.9 EFHsER

4.9.1 IEHIHEH TS

4.9.1.1 IT FERESEREAE
I L TS OLI — R f, WIS S 24 /N2 NS T

= o=

VTP DA T 3008 SR S 155

VTP I8 OIS e ) BIE 1 SR AR AT BIRAEHASBE I8 3 2 BT 4
WS 3RS TEdE, UE B SUET A X M T P RAEHIE 2 780
SIS B 5 B T R AT P R R IR BRI vk, SRV
ATARIE A EAEE 5 Mot AV

EIM WS SRASIESE , E 15 A B & i3k 44 5 TP bk A 4% i BUSHIE EAF
CIET S

AP TS OLE) — A e M, SR RAE 24 /NI SIS IE TS, HLas 20
£ 5 RHHIES

1.

2.

@

14.

W E SR RAE B A TS BR A 6. 1.5 17 5246 6. 1. 6 WA EZER, B
ANFFRFE AT 24 BRI S SRS 5

MV 3RS T UE S 2% B R

WIS IRBAT i s 73T P . CP&CPS H A — T Bl 22 10 K 55
TE RS 3R RAT A FE W] FQDN BF TPty ik 2 R A b bk 1 o6 ) AS Pt v et
VEal (BN, FEvEBEEAhER R O A T Ik A AL,
A4 M NS S IR VR AT B IR SS U is s 20k, B4 3 i N AR %
TheR it 4, BIE S 1E AR AR A BT P AR ERD

S PR A5 3R 28 R d P R P T 4 5 A R R S M I T 4

P TRAS IR ZRAE F5 A B 15 J2 Y I B K AR AL

EMWUE SRR P S R R BERF & BR ZE3K, B PHIRAE [ CP&CPS;

ME IR DA AR BAEE 15 M5 EAMER . A ESLE A = T
WS K BR 25 RUE AL 1IR3, B st 40k, BRaE 4k
ZEYE4 CRL/OCSP {5 B

- P URAS ¥ CP&CPS BLRFES 1T FHE 15
- T IHAE SR IS S R A 592 AT AR BT 7 RA B A7 A T 5 47 100 B

A I HUESR R T A2 BAA IR0 T I A7 AE GRS

PR TR AR RIS, HAR S 55K CA B ASEfHIE S

AR 555

. CP&CPS RIS I BATHAEIR BAZ AN I HL /TIPS s B AR THEAELEK

WA RN . R EV AR BUFAT N B A
SR P T BT Ll A S A B ) 5
WS D BATHAOSS A, T VS REENIR 55 2%

21



15, UEFSRIEA Py 78 Bl 30T L FHRE P P E4 L 7o B 4 Bl AN T 252 114

DB (5140, CA/B IR W RES I E O 37 FH RN /2544 SR B §H R/
S RAN T4 32 (0 DA, PTG B2 1 DI P AR 25 7 1A IR 1) A 3R O ey CA
A .

16, CA S AFHIEHBIE B st 1 AT 13U 4 M i B T BLRS

4.9.1.2

1.
2.

10.

Hh 2% CA E-BIHHI R A

ZH B TR —FOERE R, LS RIE 7 2 B CA i
1

R IR TR AR LA 1E 25 T H S A s

HH R UE AR LA 3 388 I I A W 4G UE Tl SR AR & A AR
B RHRBAT A

WIMIRAZE RS T EdE, ESUER AN M2 CA FASHE 2] 475,
AT A BR S5 6. 1.5 19 )56 6. 1. 6 T IFHIRE R

E IS SRS T IR P58 215 B E 4

MEIM WS IR PPl TS K R BERF & BR 223K, B4 CA REEFRF &
CP&CPS;

MEIIRAT DA BT TP 2 CA UEB (145 B AR, AESLEEA IR
S,

WIS AR R RE RIS, HARS S —%F CA B AR HE
T 55 5

WS i BR 2 R UEF IR 30, Bl mAd el 21k, BraARH4k4:
Y447 CRL/OCSP 13 B

A CP&CPS SRS ) CA UETS o

E 5 TR N 25 B0 2Uh B B AR N 7 AR 7 i SR 1 AN AT 252 1 X
T SR AN BT 2 57 (1) AU

4.9.2 TE RAUE U A SE Ak

R NI L G T 2 N /S A VAN 70 A N i R I 8 S i bW NI AP o
b, MRHTT AR BER, B B LR B A PR 28 =05 R] DASRAZIE A 17 il

-T!-tb

B RIS A A B R S

W R R A A, ISR IR DU 77 A

—_

W

C EREBFEMFER LALTERN, SEARITRER, FFE 72 /N ATER

EH.

TE T B FARR) 72 /ANRE N, B E SRR BRI B
WRWRNRATR MBS, W) CA FOR AT 5 1 8 U 11 “ A 2 H H”
WRARMNRAT AL BT B, W CA 2@ Fn A AT #, CAKAE 7 R
TIUETS, BRIAREA 15 HUE S R B IR X 2 Ak A2 H RS

4.9.3 HUEHTE K HTAAE

4.9.3.1
1.

2.

WP SR M E

VTP 1D AR 3 SO IE 5 FH 3 R AR A IE WAL R, F i R v 7 i
ARG GEVAESE

WA F2AS CP&CPS 2 3. 4 &5 AYALAE BEAT UEFS B 7% R 1) 25531

22



3. IS 5 RS AR fa R K IR e Rk AR BIRE B R 51 3% 5

4. AEPHREY S, WIS 2 UL TR E 2 s AT T, A AR AR
BT, fELEGHUR, SEPNIRAE AT LA I WX sl 31T A 15 B S (15

5. WHIBAZ AL 7x24 /NI HIE P IREE BB RS, 1T i@ A CP&CPS 2R
1. 5. 2 F17 TR AL I 2R 7 20 FOEIE T5 308N -

4.9.3.2 TP HRFIEAER

Lo NS A 7850 B (S A CP&CPS 26 4.9. 1. 1 Eiih 28T
FUE PS4 B R O I TR, S M OB A5 K st P S8 A B 47 BB UE P 5

2. TENEINBAS AR IE P s 2 CA IE TS AN B AL EH HH B 22 4 UG i, 42
FHFINEIRSS 5B IR G 7] BT 0T P il P hsy ;

3. MMKH T mIVENLA . NIRRT . B AU S T R IE T )
R R, PSS A 2R 2 AR U 2 45 ok e A S R U s

4. FEUEPHHRGEE G, WwW G @ E S, BRI BuEsE, @R
BT PR RS SR B B, SRR BT 7, R B
T, SEPHUAE AT DA R kAT R R FIE T

5. MEYNAGEHRAE 7624 /BT BUED in] R S AR ER IR S, AHOCTT Rl @I AR
CP&CPS £ 1. 5. 2 #45 H Fr A (916 R 07 X AT o) i 4 5

4.9.4 FEHIE K 75 R HA

495

4.9.6

4.9.7

4.9.8

MEHHIAT A SCRFRER 7 R FEBR

CA Kb ERFCEH 15 3K A R

PR R A S SRR V7 SR B A5 ) R 75 J5 ) 24 /NI ST IR A, PARE
BHEIEFECR UL E A AL B T .

MR A UL S HUEH 1 225K

UES 53R CRL AR N QIR S, B BOBUR M 2 i &, W Al LA B
HY AR 7 EEREAT &, AR AR R . A WA 15 2 Rl A
UEFIRAS L AR LR PRSP (0CSP) Tr A E 4%,

PR AEABATBLAE AR AT, N AR ML AT B A AT CRL T34 A e+ HPIR
&, FRIE TR CRL T FErEA S B, DA UE S A7 20k

CRL R AR

XFFAT U R CRL KA AN 7 RAEDRAT—IK, BARBIAEE 10 XK.
XTI RAEF R CRL AT I 6 A H &0 KA —k, HAROWARY 12 4
Hy ER P BAIETA AT )9 CRL RLAE 24 /N N R AT BT

CRL &A1 Y i K i I T

WHAE CRL ARG EEIRAMEAM, —BIF0NT LR NAR, &KAE
24 /NI AR

23



4.9.9 TEZREE WA AT FH
WHEAE AT PR JRANEIREGEL B RS, RS RFC6960 Hrifk,
OCSP fty i) J3 54 o 25 WE 5 0 2% CA iF B2 4% 8l il &5 E 5 B4 CA &%k
1] OCSP i 3 - E F528 44 o

4.9.10 TEZRFSEHE R

ME IS FRAL ) OCSP AR 55374 POST A1 GET PaFhiE R 773,
St F- 1T FE ) OCSP mi b 3G 22 /0 4 REH—k, HEKE RN 10

Ko
XA CA UET51#) OCSP M B B ds 22/ 12 AN H B Hr—R, 45 CA E T4 a4 )
SAE 24 /NEF N FEHT

4.9.11 RU4HE B 1 HAL KA R

T B UE B 7 st v IR BB s, SIS AT PAARHE RFC4366 HH R
5, BORIT B EEH 0CSP 21T i 5 20k 15 4] OCSP AR %5 -

4.9.12 ZEHIUE IR SR

VT P SO WAE R LB PR SE R B M R, B 7 RIREURS AR 4 CP&CPS 3R 1)

B IET, JFERUET.

AR 7 RIMALEA M 2 Al HFS (revoke@trustasia. com) [ NEPNAE

i, M A 7 EEAR AL RASH I R 1R -

1. RHAH

2. HMEEREAZ A H) CSR, CSR IEH AN “Proof of Private Key
Compromise for TrustAsia” .

4.9.13 UEHHEERE T
LA A SRR Tt .

4.9.14 G RIUEPHAT I Sk
AE

4.9.15 H:HCIE R FIRAE
AEH

4.9.16 TS HAFR BR 1
IE

4. 10IE RS R S

4.10.1 HeERHE
HEFRAS{E B AT CRL 1 OCSP M 3 3k 45
ST HEREEPE T, M E 7R ZAE BRI AT, AMIBRIEAE CRL & 0CSP H )
b CEER A I

24


mailto:revoke@trustasia.com

4.10.2 AR A HTE
WEFIRS RS &R R4t W Eia1T I4EP H CRL F1 0CSP Thag, HEIH
JE AR IE S TAEZAF R HAE 10 FD Bk 5 45 (1) e )9 B 8]
TEIER MR, W R nT AEA S 3 FPAR [RI N R 4% EV
CS .+ EV SSL %% CRL,

4.10.3 AJIEHFAE
OCSP M W F2 7 AT e ANi&E B T i B 253,
4. 112& 1B AR %%

DA A4 0 g P P £ 1A P ST A5 4 1 P 3 R 55

1. F PR S o e SRR 2 2

2. UEPSBUHH S 15 AT U5 58 7 k25 A 5

3. E BRI Y.

— B P E SE A 0 P 2 s P S 0 E U E RS, S 78 HHe L K
R G, K SmHEZAT P E D Y, IR CRL & A WS AT R A

TF S O SE FBAYIE T Ve R, I 52 T M2 11 5 FOAIE 35 S BT J %
FEHEATIARY

4. 12BHER . B ERE

TS AL AEAT TR BT P AAE, DRIt AR S B B R %S
4.12.1 B4 FHAER. B 5B R 51T R

ANiEH
4.12.2 INEHHARAER. & 5RE RS 5178
ANiEH

5. INEN B B BB

5.1 WyE

5.1.1 A B 585

7 AE FIATL 55 AR G e 0BT S 51 s v S i

. G EVSA R ER)  (GB 2887-89)

(HTFEERGENEEITTEY  (GB 50174~ 2008)
(RPN FRBAE B KHTE Y (GB50222-95)

(REBCHE & THEE)Y  (GBJ50054-95)

CALBRPL 2 AT B PRI BT A = B BRI T77%) € 46 (BMB3-1999)
(HFIFENI @ HMYEY  (GB/T 2887-2011)
CEIYIPT & EEY - (GB/50057-2010)

N O O » W DN —

25



5.1.1.1 AKX
TS IAH N O B Z X, SR A U7 bl ik, 75 AR 14
BUARSUE A AT IEN

5.1. 1. 2 BHERHX
55 X R WA EERIEN A AR TAEX, T2 2 Zn/{E N R [FEfE
2R R AR SUE N A AT ULEN, Nt AR 45 XA H Bl sk

5.1.1.3 LXK
0 X2 CA IS E B HL X, 1 X3 A F 11 25K AN 808 ) 4] AHEN o
[EET, UEPINIERSE M0 B4 S5 A ALY i B AP 1% X 3, o CA
M55 2% BARERS . VLRI B 24 S5 AH B S AL T A% O X N IR B L
W BERIL 20 4 T A5 N 03 (R s FH 1128 -R RS s 30 A4 v BLIEN,
T ORAE B i X A BN N R 6325 58 ICBBURR R A
TEBEWL X N A B ZE R X, B IE7E T R BRI, FRG R 88 R R .

5.1.2 Vi)

TR Bl o0 22 2E T RA LU ThRe M 12 R4t

L. RH TR ARG A 4 i oy NI hl B T T

2. A HAE HEILK;

3. EPRARSS X RIAZ O X (A 1T TR0 A 5 T i e AR o) i 2

4. BEEERGUER: UPS, fEMiHAWBIR H UPS LR St

BANX AR RS, WIELEX, Wiz 4G E BEIE ST 724 /)N
BEANTE W15 . BT G R R SR 3 N, HRHEE IR, Pl
i), WEANENRTRE . RGN, BEeiRE, [FREmisgE
IR

5.1.3 H 1 575

EWﬁ%ﬁﬁé\ﬂ%%%ﬁﬁ%ﬁ%&%ﬁ%ﬁ%%ﬂ%ﬁ%,u%ﬁ%%
7424 /NI IR A R A LA R 4 HH L P PR R RE S 4R (I I AR IR 55
b, IR HSEMAL, Rl a8 LG B A HL2E %ﬁ%TJ%m¢ﬁuL
BLE AR 2R R Geds s 8 Bt T IR BEATR L, ThR e S ML AR R
B R E LR B

5.1.4 /KEBHIG

TE S WL B T HO T 1. 45 KB AR AKIRE RS, — B RAKE RS
RIR A, A e N 5 SRR 2 i

5.1.5 KRB
TS HLRE W i R4 R A R LR A S K K3 E . RGUET R E T
WL 1 BRI SR ST 90 I K, T Tt 28 0 S B A P 0 K e ) B R e 4
AR S B 2R B8 TR S B

AGUEE I T B SR AP R, SCL 2% RGeS Al AT R SE
Fa. BIEHIREARBOE, JFEm T RGBT RE IR BIE 1

26



5.1.6 /M JFAFiE

WAEAE IS BT R S5 I B DR AFAE 2 A BBt A3 A B 1)
PR BEAT ORI ﬁﬁ&ﬂkm%ﬁﬁm%@mz%Tﬁkxﬁﬁ,%WT%
JRAE & ﬂﬁﬁﬂi AL, FEBT 1A BT B AR

5.1.7 [EWub#E

AR R AN AL FH I ARSK S AN B S AT i AL B, A5 B CVE IR
TN Vst LE AR R A 2 AR 98 v i) 34 7 42 (3L PO D VR R SO an A O R AT R B 4

=8

TEACFRAE R N ZE0T, /b 2 L[5 N R E .
5.1.8 e

SEIH U AE XS B . w T H BB B AN AT & 2 15 21 S R
17, AR 2 5. 1. 7 A BTG FR

5. 2 TPl

5.2.1 Al{EMH

WS AR M TR SR, R BE AR B EREMAE P A2 . 3
B NN S8 B R AL AU AT M . XS A VR EH AR T

1.

2.

3.

4.

5.
6.

BRAERAN R AT PERRN. ST BHEER. %
. R HEAEE SRR, R PR S SRR S

S SR AETEN R MTgEY CA FHHAANE R A B, et E RN
B

RGEHEP N1 AT CA ARG RIB A sLht H W 4897, JEIR s AIHE
B

GEEHANR, gt e, HE 28T,
ZAw AT TS EREAT kAT E
ANJTEPFEFAN G AT RN RS EE S R, ZeEH

E R (=

S f 0 S L AT Ay . BRI R BT A N2 (ST A A R 45 5
5.2.2 HUUTSFHERIME

P HPHIBRAS £ AR 55 G PO S ATE 55 EAT RS o X DA BURR R A St %
RS A EILFE S, Bl

@@%PWOH

- BRI 1) BN 2 AT E N G AR

SO HARRME RS T 2 AAE N I E SR

TRAFAR S PO HE I ORB AR WD 2 D AlE N BT R AR
AR B B AT F 2 5 NAE AN 3 M IEFESERK
CA RGU )G B #RAE: WEZATFAE C IR 58 s

HEAGHIE RN [EED 1T ARE, 1 AEEIL.

27



5.2.3 FAMA GRS 5]

TAE.

5.2.4 FEINKHFINF G
NRIER G4, EIETE AR g0, B SEMRAE AT S A G B AN H
PN M E AT IR ST S A e, BAFEREAR T R At

FHEEM BIEMEN RE4Ey | TR ZAeH I AN JTEIEE
WHREH R 7 Ll
S B — NO NO NO YES NO
%
YEFNE R NO — NO NO NO NO
ARG NO NO —— NO NO NO
GAEH R NO NO NO — NO NO
TR YES NO NO NO — NO
NI NO NO NO NO NO —
7
5.3 NR{EH

5.3.1 %M. &Pyt R E R
TS X AR FE AT AS A ) AR N G ) B AS BR N R
. A& RIFFAESI TS 5.
2. IESFE VA O, JoiEE IR ek
3. 5 WG FREZEEHNIIE. e s E,
4. BHENEA T TESEM RGRMLE .
5. B RIFMIBINEAEFS#H .
6%%ﬁﬁumumiﬁkmuﬁﬁ%ﬁ%miﬁ%&,, I PN A AR

SRS AN % I 7 fe

532 T H BT

IR B 5 A S PIBUR ST TRTR SN SR, SERON IS L LI Sl A

AR AE VR N 5305 IR I 4hAT

1] CA F1 RA RGLiHAT S4Bk, #lan:

Lo F a5 N R s, @il

HIBLRR -

2. R HEAT P U A e U PR TS N O

B R GE, SERIETE B TAE.
3. X T ARGYES NG, IS B K A

IR AFRSORBIEAT 0], FFahE AR
A AH S A UE U
LR 22 BT R RGHEAT YR

HZEEMOPTLTER ARG LA, #HRHE

I (AT A5 B3 TR FR R R N B AR B TS 2P T [R] r  H agt
ﬁ%ﬁﬁﬂM%ﬁ%%AATﬁ

SAE LA EEANEESR, HENE.
A3 SIEAER AT A

MR N R SRS R

HRAENAA AT, KRR
PIRZ 5K

28

THERHEE. B

EBUNEPS AN




HRlAEs N BARENSmAE. EAREQRRES TIESLD, BRIk

¥, HE, XA FHMAE. 2SHAEREESEARREDH MR

BHRIER, #HESRAMMSZETHPAE. ST AT EEUE LSS )8 K

AL WA ZHEAT A T A

NFHHT AR T

1o XTI N A NBERET AN . R R 8kl B Hem i vk
Foo EALUETS . BIAEE K S AR S AH O IR

2. G WS AT R PR R B s A T e .

3. fEHSIMAES, XARIMUL MBI, ] EHEELHB N E N BT
%
o AFAEFRIEFHSLEL T RHAT A
o AEENASTIEE N FLHIIE
o fFHAEER S IR B 2 0 ARER SRR IE I
o LAEFHMEAWELIIT A

4. SERCRE G, Fas R B IS TAER A T 3 AT L

5. WPNAE 5 R LT RE N, PAAWR G TAVRMEE CA iE RS E
REEFBURAEE . FIR, MErEAEIEA AREIRAN R T IRA %
22, DMEREW RS IEIX e N G RIS FE A TAERE JT

5.3.3 FHUIIE R

EMWUE AR 4 AT (S A ERAL F R, A TR AR ARSI, K i TS ImEsN
TH LB LR FFAARY o IR LRI LT
FEARNHER B (PKTD FniH
CP&CPS 2 AH RARHERIFLE T 5

B IAIE IS BOR AR ;

LA P SRS AL

I AEVR AL AN 5538 SV FE 7 5

i 7 BN 57 48— SR

CA/B Wiz1EH;

[ 2% % T IR S5 VR . VR BebnitE . FEF S
9.  HAth TR EIATHIR I

—_

PN W

5.3.4 FRFIE HIRIE SR

5.35

TR TE M OB EE A O, BB DRSPS H
Al W FAMERGUSE KK AR, BF 2 DFAT— YU RERER AR
Bllle sehh, SEHBUERARIE NG R AT SRS R SEEOR, A IR ER
N RREAT 4R 1

A Bz e 45 A ST RI A =R

SEHHIAR LE RN B3 01 A b 076 46 o ST A s AN L) 1) 22 4 7 B S 1
il 5 -

29



5.4

5.3.6

5.3.7

538

ARFBUT NEIAL T

M HELEIR N 2R 2 32 AL EGHE HALRR A8 SIS R Get B AR Y 55 25 15
B, SEPNEAE —ZmN, KL BV 2 N RS SRE . RN &b R G U5 n)
PR, FERIZ N RARIRABAT NE S e, SERExh1z4 N G PEE TAE A .
TEHALTE. T BB DL IR AS AR LR A PR it

7RSS APYN IS

LS B AT AR ZhEB AL A 29 NN AEA ISR TAE .
FRALZE 1 TR SR

NS $E e N R B SO IE LS E AR T LR J125:

1. CP&CPS S AHIRARAE S HITE s

2. RLFM,

3. RIMHRTT UL . LAERAERAIHE;

4. WEBERAE SO, A4S E S TS B YK B 5 5
5. TAEHHIEL,

6. it HERERF

5.4.1 i FELERZEA

WEHHIEAR SCRF CA AR FHFE > (0 A7 2 AR FA 8 A% Th e LAl 3 R A A a2k
AR BN AR 7 Joik B S S, & SERti T s Re e AT 2 255K o
XA EAR T
1 CA =P E AN E B, .
o WHYIEM. O A7 WE. ML WU, IR, . AP
%
2. RSB A N E B, A
o WAk, wE. HE. Bah. . 4B,
3. EFHIEFHM, W
o WA G HIEBRHAYIRIE. FE S AR UE BRI R A7 55
4. R4 I A R E EEE, A
o UEBMHTE. k. I, M,
o FRINBURIGFIEF AT
5. ARgiuaFff, Wik
FRINERAN I T 1] CA RGEH)E D),
X CA RGEMIZ AR BLU5 R L 1m) 4
X R G I AR U5 7] L 5 7] 4 &
24, BURSC EGE R B U,
RGN, SRR AN A R
6. Bl KARANES s 10 sk 1) 2 S
7. RGBEHEE, W

o O O O

o

30



5.4.2

543

54.4

5.4.5

5.4.6

o RS A BN,

o RAPRMIAIEE. MIBR, WE S ;
8. CA Whtiiyism, .

o WHRNRHEH CA Wi,

o AETAUN GidkH CA i S 5% [R) N AN 22 4 A7 il it (1) 5 1] 5
9. mfE NREHILRK, BIEE:

o AR 5 G id 3%,

o RARURMIHIE. ZHE, QI HIEILK,

o NG,

Lo Es i H BN A

2. WCEMTY T

3. A H B e 0 SEAR T S s
4. WFRNERHEIR

A3 H A A
ﬁ?%%%ﬁﬂﬁ*ﬁ%@k%%?Iﬂi,Ewmﬁiﬁﬁﬁ Yk A A

ﬁ%%ﬁ%ﬂu,ﬁﬁﬁﬁ UCBRIERACTE, A A5 S SR AT P B RS AF
1 H S B R A7 IR

PN RS NAZ 2 B A7 T A T UGER S s 1 H &, IR R8s 2 /DR A7
10 4,

1T H AR RY

PN B # T H SIS FE B4, K aREE R & THE B
AL

SIS PAT P4 F A RN Z 457 fe) d2 I e, DARAR R AT BN R A e i
XU AR, PEERBARIVT . B B ORI R S R

BT H S R

WA I A g H S SR R B H SRS 4%, JF R &2 Rh; FLH T
WA E] SN, P LAUFC SR IR AF 2L TR SR A .

iR RS

KTHFHIHEE, WIEERE T HERERRW K-
I IEPREHRS,
2. IEPEKRRSG;
3. IEHHZRSA;
4. EREIEAE RS
5. IEHRZE RS,
6. Uiz RS,
7. W BIRFEZEEE RS,

31



8. AT EH RS
XFFAURETHE S, WAL TR SRR SE B R A4S o

5.4.7 X Fw HAFRE S
OIS RIS, B e SR B BAT N, TRV AT BV [ G
S, SRR T R . IS AR e R 2 75 o Z R O Sk
AT 50

5.4.8 Jifa g5 vEAL

AR AR o T LA 2 = A %tiﬁ%% Vispih, 8B BTy
AT AR sa VEVEAL, JFARYE VP A I S R i, DARR ARz 5 XU o

5.5 CFIERY

5.5.1 JARYIC SRR

MEIWAE X LU R TR AT 3R e %, BFHEAR T
WEF R G0 WA T+ R s

WEBANIEF R 513
WEBHIEE R, EPRSHUERAE4E

EERARTEe s

CP&CPS;

RTER, AFEARTESRE. $H. SBIIEEE,
FRAN . NP SR

Sﬁzﬂﬁﬂ%M%ﬁ%@

WFARPARIE R, HABHREANER . ST REEEFGMNRGLEH

PRIk, LIRS R AR B B 56 5 2 A M 55 1 DA B — 3 .

Lo ST PHIE P A o B P AR BR A A R, PR B 10 R L

2. XF CA UEPAIEEAAE ay I N A B AR AR, AR A DT CA
P50 25 57 A A 5 1

3. VT UE B B VAR CR B AR AN D FE RS 10 4E

4. CAEPAEEEFARYAE CA IE PR LA H 2 45, FAMEEE 10 4.,

5.5.3 HRY AR

WEHHRAZ XS B AR A AR SR AT 22 S Y B RE AR, RN A 4%
FEBREY, BRI S EA SRR, B b AR R BB S5EAT D9
KA

5.5.4 VAR SCAFR) & FE R

XHF ARG R LS AT E R, &y LB g TR s AT At A7 T
TP LARK R TIEs, A EL SVN IS5 45347 & 4 .

TR GURE, AT EIAT R0, (ERBU™ R 2 e R 2 e, Bk
FERAL A B ER AT I R A

N O O e W DN

32



5.5.5

5.5.6

5.5.7

TER I R SR

WA T H S EAA R RS, B ERIE A T LIE R R 5 5 sl .
IR EE R 4t

T ARGAERK R TI0S, KN FED R H SRS &, B R0
TP AR R TIES, o SYN k55 a8 (B0 AR5 4%) 5 U R 4 r A
XFFAS A AR BORE, SRR B SRR

SRAF RSG5 B R

WEHHIRAE R 1 B AR 05 1k, DO IR R RN 514 REFEITIX
BEIARE R, ARV B BN R SRR AT

5.6 ML TAERRSHIIEFHE S

AT FIARIE 58 RO B KA 25 48, AT R IS, B45 CA IEF5AN
WPESS,  HARZO [ AN I AR UE A ) R R 8], ARAT el CA IEF RS R AT IE

45,

FLAR A TR AN CA I 1) 2 RS 1]

CA EATXS BRI BN, M H Ay it A CP&CPS FiE (1 K AE ay JARE, (54
JAENEAH TR, B DI I CA BN . B AR el T 77 kAT

L.

2.

3.
4.

F2 CA FORLAIEIIN IIZE 28 CA AR A2, LB R R4 A
T (<R T ) .

5 AR RIEB RN 25, TR TR A 8T ik, ¥
K CA B4

PRI, SR B CA EP.

F% O ARSERIFHIEORIN CA APIZ R CRL PSR FH BRI R I 5 IS AP
AL

7T #MEFERERE

5.7.1

5.7.2

IR F B 7

N T I g o7 A A B SR 3 A AR IR O, SRS S 1 — RS N 2 b PR
TR AL B TT 5, Bt :

1 ARG EE

RET{E SN

R A i e Ak 2L

RGE I BT %

B L IVESYIE S

RN PR/ B A

WEHHRAE I 55 R G0 e A LR G SR A AR B AT 1 %A, JFE
TR N SAE AR . R A LR IE LS BHIR IR . THAENL B AN RER (L IR
W55 AR Bl e i B D RS I G B R AN AT B 7738 o, S A e
IR AR TR SRR

1 W

33



5.7.3 FAEHTEAN IR T

L. HiEPEIT P RIGE BB ER, 1T P S RE (k4 AV, JR2Rp
U 10 SIS E AR 45 3l A S AR A5, sl a7 R e He 3 R A 45 S GE
TEERAE A AR, IR R SR AL T S H AL . WS 4%
A CP&CPS 55 4. 9 T RATIE T mAHE R

2. MEPNRAFIE VT P BE BAVAZ 2R ER, A L BD a5 e,
TEEPAT 7 1T P e A BV R FLRAVEE, 4% RO DG I RE 38T i
BrOREH . TN E %A CP&CPS 45 4. 9 Fi R AGIE T HAE B

3. M PNIRAT AR CA Brh g CA HBLAVABRE RS, SIS K 1 B 3 H B 2
TR TR AR, I S @ R AR AR T .

5.7.4 HEJE WML 55 IE S RE

— B L ERAE, RS R ARG M S5 E SRR T RIAE 48 /N A
PR 55 o

5.8 CA B¢ RA & 1E

2R 7 2 A IEHA S5, g SRR (e N RIS E f 722 235D oA
FAFI S PAEN UG 1EY 55 fRIE BEREAT A 5- TAE

FEN P AE 25 LR, 20

. RAR SRR A

AL A 2 B A

K05 SV A 15 LA DR PR SAA

AL B SCAFIE K

fEIENEF LA ARG ;

AR SCH] 32 H S RS54 ;

A BRANAFAk BB ST

6. WERAXAREIEH]

~N O O1 B W DN

6. 1 AN HIZE B 22

6.1.1 SEAXT A Ak

6.1.1.1 CA ZHAX KA RR

CA B EAXT WA ZUTE 22 A D3R B A, 5 FH ] S0 3 5 30 1 1 b o AR/ o]
WA AR, BHNAR . S, . S E NG FIPS140-2 FruE
MR E o FR T SO0 T 2505 77 A s ) BREESR 1 FIPS140-2 Aife
FEAE R B D T AR RS R ARE, [RI0E FIPS140-2 AR 2L
17, RAEIEN EFEM WIS E WIE, 7 E RS BV Al ar it
TIEBEMHE, BRSO A TG RSO TR

CA ZEAXT A B RE, B E T T TS B R AE T2 E AR, UL
KL =7 S N RAE R, E S HIRAS B licbL 55 42 HE 2 B 2B AR 5E I

BN A R R AR 38 T R AR T R

34



6.1.1.2 RA AR IR

A&

6. 1. 1. 3 1T BEAXT IR Bk

6.1.2

6.1.3

6.1.4

6.1.5

6.1.6

6.1.7

VP SIS AT E B AR 55 A L S B Y B AR B LR A . I ARAT
FHIE R A 1 — A E T HIA N PKCS#10 HIESCHF, S e 4%
T, R A ORI X o

SEIHRAS AN AT 7 A R IR

AL LS

A&

NGRS IE B RN

PEONUEAS R I — 850, T P ARG PIXE . IFAE CSR AR A BR324 MM
A -

CA APUEIR LG HATTT

S IMIEAR B A & 76 IS B2 R FIHR CA UEBAIFRZL CA UEB A, 1T/
M 7 T N E IS B X R 2R CA AR F AT 2% CA IE 15,

FHKE

RARUE S I 22 A5 B, PN AE A TR SR 2R R E 15 5% BH 18905 DL R bRk
WUEF HRAEF RS T FIET
ECC 2k SM2 SM2 SM2

NSRS A

WIS B RIERAS B 50 Y 8 R VR AT B8 (0 I B A AR AR R IR
MK ) A B AR HE . X T2 AR i, H (8 SRS R 5 Y
B BR R VE R B0 g ANAE AR A AR ORI A, e B R R e
FHER

YR H

WIS 25 K X. 509 v3 UEFES TEHMEY I, HAHELE RFC 5280
PRUEFARF o XTI 7R SRR B I S Y RN 48 B T A&, IIE
FAUT i R A8 B 1 a8 A8 F 2551

2 CA 28— T2 & UL NUET A1 CRL:

1. fRER A MAZLIFP;

2. g CA FIEH. & XAET;

3. FEREEMERUETS, 4 OCSP M B 56 R E S o

2 CA BV T BRI FUET.

Rl CA A — T2 R DL UEB AT CRL:
4. 1T PR
5. HrEHER PKI AR RINEEUETS (A0 OCSP UEE) 5

35



6. 177 CRL.

TP ] DU TRt 2RSS, Bl S omiliE. 5 B MEL . An]
A NS B SE B S s s g0 ] DU 18 BN s ffg

B AN N A, AT SEI S e BBUE B ST N B S A
BLH o

6. 2 FPIRIME LB TR

6.2.1

6.2.2

6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.2.8

L R AT B A

SV IS BT FH R 25 A el 2 28 [ S 0 A B R L vE AN AT B 7= 0, P S
(GM/T 0028-2014 itz R ARENR, HARS MG &HiE s SR At %
K

FEHZ N$EH] (m ik n)

MEPHEAE CA RV A Rl BE T B . 250 Ak B S5 4 R FH 2 NI HL
Hl, B AV FEAUR BB 5 B B urp, 2/07E 3 AL BRI SEEHE

PRSI VER LR, ANEFL G 1C Kk USBKey Ji#i N\ PIN i, A fE
AV BEAT HRAE

AMPLE
WA ARALGIAN CA A RVFHEE, WA T P IR E IR 55 .
A A

WEHHIEAZ R HRALGIAN CA AT 807, $22 MO 5 B0 5% 136 A SR A I R VR
A AR SO AN A AR 1C R B USBKey JFORAF S 2 ] A ORI AR (BR
RATRER S L EFRAMETAME 0 IS .

AR

SEIH AR ARIAT FHIESS BRI HEAT AR

AHFA L T AR

TR B PR AR A A AR R, RAFAME . D 1 SEBURE, L0 R
R4 N e i F SR AL AR RTE, 22 NAE X CA S IREAT % 4
Ak, MEHTAEIE A A BB S PR CA B I BRI T I X
SR I CA RV E R KRBT, Bek. ARIRBUIMEER . ARRBUAE A5
ANPLE A AR ) A i

SV HPHIBRAS R BH OB 85 RO A TBCAE A L i 2 A8 1D ) SR 1 o e
Hr, HAVBH A ] AR A A A R AT

WA T %

WHAS CA R AERE A B i, s R 2% CPS % 6.2.2 79,
FE /DB DL B B B B R RV T RIS DU T, A N e a8 OB A B3 AL

36



PREZEL. MHEMH CA RN (TELBIRLR), B I iR (L
IC ~E{ USBKey J4 A PIN 574 58 ik o

6.2.9 fRBRAVHOEIRAS K 712
KBS FAEH, 24 CA ARG AR & IR 8 SR, B0 H B 1A
SRR RO PHTES,  BAEORA A AR B A B T BN, R N AR
THIRZS.
FRBRAVE A, E /DB S E F REIF AT LR, S
RS E ORISR B RS w1 4 N PIN iiEAT .

6.2. 1045 S AEH 1) 714
T IMWAE CA RAHAE G RIS G, WM EE CA FAEHLkSARIEE — 4%
Uyt S R A e A, At CA FAEH S e &% . IR, BrE H T 30s A
B PIN 4. IC FBY USBKey Z5H1 0 Zitl 4 5% .
7E CA FAEA R L B sk N Bk B2 E B8R EE TR IAZ 87, CA NEEBUER
HANVH.
RS CA RAVEHE RS ARR S5 R G, B34 CA FAEH & BB A AN A T 2L
Y B R, FEZEATEARSSEN T 2858, CA FARH IS
MR CA ALEH MBEAF 25 A A R AT B, AN BRI AR E R

6.2. 11 % A 1 PEAY
SV IMIAS A P ] 28 5 0 B R A v AL E ] R 5 RS 77 i, SRS AR A DA e &K
SR A T IR A 3

6. 3 FEANTE R H AT HE

6.3.1 AR
WIS A AR B %55 5.5 &7,

6.3.2 IE 54 RO AN 2 £ 55 FH PR
SRR IE T3 R B KA A

HAY A FH AR WET AR
2 CA ToHLE 20 4

T CA TCHLE 10 4F

DV SSL/TLS TCHRE 397 K
OV SSL/TLS Tol 397 K
EV SSL/TLS ToE 397 R
GAMSIET TolE 27 A~ H

37



6. 4 WIEHIE

6.4.1 OIS EE 1 A e 2k

TEIHTERAT CA FAEH R B b 42 HE n 15 46 13 P SR AL A R B IV, FE /b2
LR S R e R, sS4,
VP AR EEEEE, B4E T FEIEP K 04 (PS5 5 23240 |
USB Key. IC REVENGIT45E, #IE LA SERPAEE N, X B E AL
W, #RE T EER T, ISR A ML 3 A T AT AT
Fo STFAE— R EEEE, WIS & WUH P BT T B
WERAT FHE B AVH IS B s & 14, IR 8 14 040
1. Z=/A 8 FrFsfy
O AE NG R
ANREEL B IR 2 M R I 745
ASBEFNERAE 21 4 - AH [
AN . iS5 T
6. AR EH P 46E BT BRKN TR/ S
6.4.2 WOE B B IR
T T CA REARIBOEER (68 1C R PINKD) , WMHE &I aT £ 075 =
AfE NG EOES. B s AN S # e ZsRic B m A0 M 1
NG =
VTP BB S e 2 e v SERIA S 774, AR, sadfE s it
ITAHS, ANAIH A N AT3R R . WAL BT P 0480 PIN (R AR,
VPN ZERE, ByIbM oS . WRAE AT Pl AR A, 1T
FA N R 1 AR R N AR G

6.4.3 BuEEdE Y HAh T T

YRS B AT AR IR, AR AR IR T R R T B s 1B

M ARBRRGH ER . EAREAUE

MARVH MBS BAEA TEEER POZEE L, R e E i AR e T e, it

Feol, AEFRAUEH, AR R R TIEEE R ARG R N BRI 5

TEBUE I ER 0 B 43, AniC s A IR 4R T 06 50K

FZREIZERE, MTHEIEDMT s SR EG A, e .

L TP THIFEERROS, iGN G R

2. HATFHRI A 1C K. USB Key MIHL, AT ARV 55 N i 75 2
BERSF LAASTE, AR 3 AN A JE N E T 1E .

6.5 THENZEEH

6.5.1 RRAl T AL 2 R E R
CA RS B2, #BEW GETIAME RS M HAH 2 a5 A
WY « TMAERAAAK (B FIERSEHIMNEY , S8 15027001 5
Bz G RER, DU HADA RGBS 2 abrtE, e, eEM %

O W

38



6.5.2

SIS NG, EEE P TR, HAEMICS. EERN SR AR
A SR ANERAE . AR R . XS ] b ) A

SR RGN S B ERUR Al {5 miﬁ?%mﬂl%%ﬁm% R 1]
B R 7 4 4 LR B iE P R 28 8 5 77 2
ﬁ%%L%AA’Lﬁ%ﬁm Fok RGUSLB AR, BIER CA BB s S
ETE, AR RGBTV .

Vu%%zﬁ%ﬁm%%%ﬁ B, ARG 5HM AT EEE. X5
A DARH IR ARAZ B W2 5 1] o A FH 77 Kk 358 BELLE DAY RN AR N AR 2B 72 2R B0 Y
&, PR&IVTIRAEPS RGNS S ECA%%ﬁWS%ﬁﬁ¢%\ﬁMEIW
TE. MRS s AN R uL, A7) CA ¥ JFE

T S VA

WHAF ) CA RGE SIS EM IR 75 =5 2 e 0rh LagE I, 395
TR R IR

6. 6 Az A BIBARIZH

6.6.1

6.6.2

6.6.3

ARG KAz

SV IRAT R B B v A R O R A DA S )«

i€ A w) NS TR AR B B IS, IR ER TAE N G A% d2 B AR PAT 5
il 7 2w DA PR SR D AR A A R

FERFE T L AE T KA B AT A MR T 5, P FE 08 T A P A
AR TR BT A AR L &

B =7 SR AN A

A RS 73 By A AT SR T

Hﬁ VIS AT R BRE TS S % 1S015408 HIbRYE, $AT A= IH LI
Pt

E7sc o= gLt el

WHIAE CHE 1 SR g R S RAEHAE R Gt T Z 2 E .
WIERGHE B H, P ROEE E 58 S 2R 4 s AT BV a AT
sE (2

WAE R ST FL AT PR R R I, BT 1 R Gral e ™ i I k36 ik )= 4
AT N, ARSI R 2L SRR

A E IR R AT A, RPRIRBIBER R B RNIR, RO LA
IR <% o

GTip i Erse e kel

PV A S I P AR S R SR A HIIE B UE R G R ACR 4 TAE, Wik
ARG LA

S O W N =

6. 7 ML) LR

EINAE HIAE R G R I BG KEEHEAT KRGV 426, R IDS\IPS HEATMI 2%
Yk Biite, Af AR 2 WU IZFE 8 AT AR B, B 2 R AT X 28 43 2 45 1

39



WNIE R GEN ORHR RE AR S5 BN ST HLURIT e/ N 1 U5 TR BCRR
WAL RGN E AT 2 et . e S E %, JFPHRHE#TH .

6.8 HFIRIER
WM EINIE RS R B FZIES. CRLBES HMEE, HXEHEBL Ty
B,
IWIERGHE . BAEH EAA NI PR IR IXLE i ] bR iR A 75 BR300
SR EEANNEF 55, N
INUE ZR G0 P T B} TR] Y5 2 tH: 5L il st [A] ( Coordinated Universal Time , fEjFR
UTC)

7. . IEFHEEIIRMAELEFRE N

7.1 ER

WIS 25 K PE 454 TTU-T X.509v3 F1 RFC 5280:Internet X.509 A%AKLfA!
PEEIEF A1 CRL 4544
TWIHWAE CA RGAE MK E NED 64 M HME—MERERRF S,

7.1.1 A S
EBAE X509 V3 FIEFAg =, MAMS A7 REE B A A% AL A
7.1.2 {EBY R

VIV B 1A UL P b AE ORI RS v FEIT LA A, 35 FH S Pl A5 B 1
XA T

7.1.2.1 ¥ CAIEH
1. FEARZR
R CAEFIH FEARLZR AocEy BRI i B “CA” FBN
“True” , “pathLenConstraint” FEAREH .
2. EHIE:
M CAUETo BEH VL ocsy e l, AL ®EN: KeyCertSign ,
CRLSign. #R CA FAEHANH T-258 OCSP Wil N,
3. AEThIRmE
MR CAET AR B E Y I,
4. ¥ REHHE
R CAE PR B M B I,
7.1.2.2 HZK CAEH
1. EPiEmE
g CAUE ¥ R3S ¥ RDl, Hity RIUAIECHEY . )R
PR g CA UET F & AN [R] 2 B2 B AN [H] 1 SRS A 14
2. CRL KA
Hig CAIETI B CRL /- R A ¥ BT, Hikd BIUCAIECHEY E. Tt
T RTih 2445 M CA CRL RS HTTP URL ik,

40



FAUE BV A
g CAUERIWA WBUSEViN FRDl, Hiky RoVIEREYT R
U B 2 E R M) bk CA IE 28 R & TE 15[ HTTP URL
(AccessMethod=1.3.6.1.5.5.7.48.2) FI#§m CA OCSP JIk45 ) HTTP
URL (AccessMethod=1.3.6.1.5.7.48.1)
FEARZR
g CAUEIRAE HEALZRY RO, Hiky RAREYy . ki Ed
“CA” FEBWHEN “True” , “PathLenConstraint” FEXR 7 Bk
BN E BME
EEH A
e CAUEPIWA FHME ¥R, Hiky RICN Y R, Hik
W B N: DigitalSignature, KeyCertSign, CRLSign .
ZFRL T
W CA UEP R E LY I,
R PR R
g CAUETIRE RECEHNIRY R, Hitd NIRRT R, iy
RIS Keyldentifier FE%.

7.1.2. 3T FiEH

L.

TIE 5 S i
WWPAE BBl IR R0, Hikd BovAECHEY . BT
FUEBHEBIAR SR EAN R EERN. (S01.2)

CRL 73R /4

WHIERWAE CRL 44k s ¥R, Hity RIUhIEc#EY R, 1ty R
Tfi b 2> f0, 4§81 CA CRL RS 1#] HITP URL Huhk,

BAUE B Ui

WHIERE®E USRI ¥R, Hity ROvIECEY . 1ty
JE i A FR A b CA E 1348 & #UE 151 HTTP URL
(AccessMethod=1.3.6.1.5.5.7.48.2) Fl3&[\ CA OCSP RZ% ) HTTP
URL (AccessMethod=1.3.6.1.5.7.48.1)

FERL R

WHIERE®E EARARY R, Hity BNy R, i e
“CA” FEIREN “False”

FEHRE

WHIERY&E ZHAE VR, By RBIUCYSCEY . BT~
VIE 15 FH 38 A [R) AT 8 B AS 5] 1 2% BH Vs

ER2ER | TLSIEH | BHGEER | &R

%
0 Digital Signature

1 Non Repudiation

2 Key Encipherment

3 Data Encipherment

4 Key Agreement
5 Key Cert Sign

XXX |« | X[«
XX | X ||
XXX X | X<«

41



6 CRL Sign X X X
7 Encipher Only X X X
8 Decipher Only X X X

6. ¥ RREPHMIE
WEBSwa FREVIML ¥ Rm, Hty RIUYIECHY .
MRIEITHE-PRBA A R B EAE R 3RS P

WEFEA | TLS HEH | B OHAEIES | SRS
R EHI L
JIk 55 a5 90 AIE v X X
1.3.6.1.5.5.7.3. 1
EONs LAl J J N
1.3.6.1.5.5.7.3.2
(M EESEA X X X
1.3.6.1.5.5.7.3.3
LA LT X v X
1.3.6.1.5.5.7.3. 4
FF i % X X X
1.3.6.1.5.5.7.3.8
PDF %44 X X X
1.2.840.113583. 1. 1.5
MS Document Signing X X X
1.3.6.1.4.1.311. 10. 3. 12

7. FRUE RN
WHIEBHRE RN, Bty Eohdecmy . iR
TV L4 Keyldentifier FEX.
7.2.1.4 FrHiEH
S PHIAE 25 J% 1 B A E 523548 REC 5280 #it. F (e s, ¥ s
PEAHAME R BG4S 7.1.2.1, 7.1.2.2, 7.1.2. 3 FRIHE.

7.1.3 B FRRRG

WA UE P DA T SR AT 25 44 -
| SM3 with SM2 | 1.2.156.10197. 1. 501 |

P HHIBRA AT ] A AR O A0 s B 0
| Sw2 | 1.2.156. 10197. 1. 301 |

7.1.4 4
ME MBS 25 & P UE 5 2 FR P RS SR N 5455 A RFC5280 HIELK

42



7.1.5 SAHRFR

TEHE
7.1.6 UEFSSREER RARIRAT

E A3 50 0 FARIRFF A A CP&CPS &% 1.2 i
7.1.7 SREBR YR I

TeHE .
7.1.8 SREERRE T IEEAE X
THE .
7.1.9 SCHEUE T ARG R I Ab BEAR U
T -

7.2 IEFREHIIR
P IAE E MR CRL, 3T PORIR T A A A
721 AT
T HIBAE FET BASFIRFT & X. 509 v2 HIRRAS A% R ER
7.2.2 CRL F CRL 4% H ¥ @1
5 ITU X. 509 F1 RFC3280 #H5E—3K.

L.

2.
3.

CRL MIRRAS: HRFEm CRL BIRCAME S, MEIHAE R A 2 AHIE S
X. 509 V3 XFRiff) CRL X.509 V2 RRAS.

BRI WINUEAE SR A SM3withSM2 2542 Bk

MR FE: FREZRNMP DN 4, HEXR. &, M. Y. 90050 TALE
F 4 22 4 i

AU TR]: $RE AN H /B A, FHBAREIAS CRL AR B [H]

BB E]: 48— HBA/iEME, FHCARER —IRk CRL LA B P[]
(A oHE 5 ) 5 FH A 380) o

FAIETAR: fae CemEE e BsR . APIRPEHUETRT ]S A
IE 54 FCES 09 H BA AT (] o

MR WA ZARRIRAF (Issuer Unique Identifier): ASTfRIRFH RIGUELE
CRL EZEXAMIATFEH. BREHEAIIE— CA {FH A FEEH.

7.3 ELRIFHRE PN

WS IE R G4t 0CSP ARR%S, 28R 1K) OCSP Wi fF& RFC6960 Frife, %
PR e YT —FobR A B SR AT B A5 S =0 LB GE IR S

7.3.1 [RAS
RFC6960 7 X OCSP V1 FRAS.

43



7.3.2 OCSP ¥ &1

5 RFC6960 — 34,

8. IIENLAAH PRI A PP AG

8.1 PPl KSR MER
A AT I o LR A

L.

2.

BT IR Z MR, MRS, MBI, ZEEHET G, JOf
MRAE VPG IR R U I, PAREARIE T XU .

BT — 88 TAF R E VG, MRIEZE RS TSENE . 4 VEAnmr %
Y.

BEEPAT - REIENE, fIED SelEHAEA,
FEEMRYEZOR, AT IR B Pl AR

BREEXT YIRS EPVE . ARSI BUEPAT SR OAT IR T, DA
SE LR R AE R DU T S PUE AR IE . ZOR 80 RS 8 B4 R R BT ).
ﬁiﬁﬁ—miﬁﬂhﬁﬁiﬁ R A ER S5 AN R B, Al U S R A
Rl BEPE SO AR T, JFARYE B PPAG 2R, ) I St B &l

R 7 B TRV A, SRS R B S Y RS B, 4% WebTrust
Xt CA HE THRNE,  BEFIEAT — RO B AN DA

8.2 THL&E %R

AR THRIIEAL, RS AE RS T PR N AT BRI AR
SRERE T, HEA LU B AL 5T

S

@4%@#{%

WIGRGVFAI ) A PO EME VAL, 7R A R 2
TR ENVE B R BEMELREENR. PKI BIR. FroER#EAE;
B A RGisAT HERE B AR R T A
H#%& WebTrust ®iFHH .

ssﬁﬁ%%wﬁﬁﬁzjm%g
PO TR A B S AL RS B LS EE S SR R LA R RS

?%

ARV At AL PR 2 (B AH LSRR, U5 AR AR 2 LA 1 i 2 L
FEFKZR

8.4 VHEANE
WESEE T TAEEE R DL N2

l.
2.
3.

128 TAEIRAEAN 6 2 515 2 ™ A 5T
3044 4%  CP&CPS. MV 55 FITE AT 22 4 R T R RV 55 ;
HFHE. IEXEGTER, SO AR,

44



4. AR HA AT BEAAAE 1 2 4 XU
=07 TS5 P WebTrust CA FEMIEK, XIS 2EAT JSLH 11 .

8.5 X 18] f 5 A & KB HE e
St T A KU P35 5 g S b 1, P R A /N2 S BT R 2 B AR T 1 ek

.
=7 D VRS HUR . B IR TR A 30, FRBEE IR
L RIEA.

8.6 VHMEERKERXS KA
SE A 1 P9 2 o 5 B 1) AL 4% AT 30 T 1A T IF O, % AT RS T f 22
SRarE, WIS R T PR .
o = 7 T S A SE RS, I RS B TR A, I IS SR R T
IERPAS 4618 B A R 3

8.7 HirE

TR AR 7 [ Py AR SRR AT CPACPS (LA, i % AR 4E— UK 4 35
PR 125 DGR — 0 R BT, RWTEAT R, PR R R 25
B, R VA A b BT SR 24 0 B SR A B ) B T AR 2 2 75
PR AR o TP REA LR B/ T2 011 2K E 1 R 5 3%,

9. FEETTEMIEA S K

9.1 BH

9.1.1 UEP&S R A HE 9

VPR )RR S (1L 1) FEL 7 DUIEAR SR R 55 [0 AS LR FRE 537 7 S B - R
Wz B b AR 17 3 R0 B T TR EAT O -

PSR YIRS 2525 (0 P 4 B AR A SE A A AT B R A — 2, PAPMY
O RS AE

9.1.2 WEB&EM R H

FEAEHARONA, SEPHEAE AR UEBE WL TR 2 . I RA] 32 Ak
oK, ATRER RSO EANA B T, R e IS S T P R AL

9.1.3 IEPHEEECIRES(E B R &1k 7% A
PSR % i 44 910 3 (CRL) [RI3REUAS 7 i B 27
0.1.4 HAth AR %5 2% H

GRS 03T P SR AR FAEE S R AR R SS, HRAER A 5 T 7 Bl
FoAl AR A DS P iR WZ I 4
A P R LB P RESR AL AR S5 B S, SIS A 2 B i R

45



9.1.5 Bk R n%

AR TS B, SRR S R TR EAT . AT IR R, T
WS SR AR R B R IEZ5TT 7 o QAR TR, 3T f5 28K, BT i
WOAHE.

9.2 W% 3HE

9.21

9.2.2

9.2.3

DRI

N IMAE [ E T PR AEE R AR R, a5 d T 0 S i S R 3 s A
S FE AR Al 2 2k, PSR e 5T P 32 (RAARIE S AR
CP&CPS 28 9.9 F4) &

HAh 5t
TEAGE o
X B 28 S DR 5 B3 H R

MU Wi e T A% CP&CPS il e ER 5T, UEF51T 7 ] DA H I SE P 1A (5 A 4H

T2 T AT (PR B B E e BT R AN) o S INRE A, BT 2 SR AT 4

T 4 PR A R

L WS A IR LS AMEB AT 9.2, 1 HHUEMIRISTER, W4
BASE TG LR, 652430 b PR aT DA ph S M A5 MR 40 175 10 2387 il
S, LIPS <K B 2 5 S UL Z 38 A O 9 A

2. INIEIE R A LEUEF A RO R P A HE 30 2 s £ 57 1T

9.3 & ERBHAE

931

9.3.2

TR B

FE PSSR AL B AR SSh, BUME B RE(E R

Lo SEPHRAE T R 2840 K i

2. HIHCRUF AMHE, WRESHHE. PRHENER, X8ESPOmM
WEMARERE L, RO LeE® i G S ERATUER. RIEHE
R, AAHER T AN KA o

3. A H P AE S RA ORAF IS A2 RS BN IR, BRIZERZER,
ANH DA

AETIRERE L

A R BN 5 BN A REE R

L WA R AT RIES AT CRL IS R .

2. FHIEIIAE SCRE . CP&CPS TR IE 15 e s K15 2

3. MEPHIRAEVF AT (0 R A AE 1T 7 5 el A AR AR SRS WXl o I R AT
{DEEPSEE

4. FE T IHIEAE (F B DR IR R TR R e T A

46



9.3.3

R RS SR STE

WIS A ZERE S5 ORI A CP&CPS 25 9. 3. 1 HHlE KR (5 BB 5T(E S X
%

9.4 NMARBRRE

94.1

94.2

9.4.3

94.4

945

9.4.6

9.4.7

ISEINZS Y

WEHHIAE B FAE ST A N BRI RRAAEL,  PRAIE 76 4238 i FE 500 N BRI AL
DRI AR SR E S ib e [RIINS S S PH IR A PR e VA H 53 7™ A I 2 e R
PRAEXS A NEBFALS T IR

(ENISEIN USRS,

EHHRAE A SRIUEFS B CRL N2 FR R AT SR AE A NI B A NG B RN
B e ML YIRS A I = ) DR 15 T AN 5 B T AR BOR ORI AE I
AL FEALRIE B

WPFRARIEBER, PRAEPIREE BB ERAE

TR AR DT

S ZERE SR AT 9. 4.2 e FIETS Fis A ABRAL I 53 4F
555

(] SY N RSN RS SIS RIS

VAR R R IBOE 24 28 BRORAUE 5T 7 IS NS, JFRERICAT S % & T
By A IO NBSAAE 2o BRAPRIE IR sREUR A5 PERLE , ER1S 2
UEFAT P IPF R Z AT, SIS PRAEA SATIE T 7 B BR S A B FHEB DA
BRI NG BRI e R M =7 (B AR SN .

WRIRAR BT BURE 7 A5 2 3B

WHEREE ATBGE, LR BUE. 5, T Rl T SR AU AT
PATRE, WIS A P RE R R OG5 AT P RIBE BN R (115 50 T S 43t
A RPIENG . ATEHATHLR

HoAh A5 B 16 E

GUARAEAS VT P BRI IE SR IR SR e 2 7 SRS, W BRI RY LI Ik
15 W0 75 EEAEUE 53T 7 (0 1k 42 TR 2 M 545 R E8 =38 i 23 A w1

X H A A 2 R A2 A AT

9.5 &RFE

Lo LIS A I OR BERHIE A5 LA I A $2 L BT A B A 4 3 i 7
o

2. WIS BT UE RGBT RAT AR BB H i 7 A

3. MEPHIRRAE AT B E R A R A R G

47



4. SEPNEAE P Es_E AR I — UG B3RS =, RE IS 51 7o
VF, AR HH T RWAT N,

5. WEIMIRAZE RATIAE A CRL 39952 Wk (E S EE I 72

6. XFAMNEEE B RS A A IS T e

7. FRFR B3P N RAE I i SR R 44 (BLR fTFR DN) AR iZ A8+ At
R I SARIIE S, 359 WIS 1 77

9.6 Frid5HHR

9.6.1

9.6.2

9.6.3

FL AR AR 55 AL BB IE 55 48

M PHERAE LE SR A FE AR IR 5536 s B iR e VT P AR R

1. sy (hENRILAEE 7840 SR, S EE a8 IE
S, BRI A A A 5T

2. MR CETIMEMRSEBEIMNEY BR, S HIEMHIA B FGEL S5 2 B
G A CP&CPS 2y g #HAT # it

3. BRI FHRERTFAA CP&CPS HIFTA L PEER,

4. AEZR B RSN H % CA B IR {5 S AIE

5. B ETAT PO HRATAT RN, B AEAE LR T P U A R E R R
SEMEFHAES

6. CKAR4E CP&CPS [ R A I AN IE+

7. MR CP&CPS HIZERIGE G N &4y o

8. ELYNIAE 53T LRl MINEME 51T 52 S S B AT $AT 3T
ST, ZIT IS CA/ BRI AT BRs S52R s 25 WM
BE5IT P ONFE—SAREAE KRB, T I AARER Sl n] il F 263K

9. EX A RIS IHRAE R S RPIRAE B B e 2 may) & K gEd 24%7
ANTFIIE B FE.

EBATFRAG G, WIS SRAERR AR L WAE AT 5 B AN, EB g 3AbiT

SRS R

MEIH A A 05T VAR UE T R B 7RG M Ve B A, 3T R 7 AR BT B

ORI 387 B WO AR E 5 B T Fe VA 0 H A

FEMHLAG Rk 5 4 R

ML FIE ML AE 2 5 A AR S A P R AR T a0

L SRBLEETIT 7 A S R 52 25 & LS 19 CP&CPS T A S o 1 22
Ko

2. AENMAEESGEFRR, A DU HE MU R SRR T3 B0EFS T S S
SIEFHEE EEA 2

3. WEPMIAE K% CP&CPS HUMLAE, M FRACHIEH . BB ss i

W HIRE SRR

VP — B WS 2 A HAE S, WU 1R ML A5 S (B iE 5 1A 98 =

FHANEH LU &

L — 23U, AT RIB AL AT CPACPS Y (R FT A 26k 26, I
KRR S A RL LT

48



2. TEUERIABOHN TR FE4 .

3. T FLEHEUETS I () PG SR L (5 B AR J A EREAHERA, B
AT PR AR DI S5 B R 5T . WRAAEREN, AT/
AAREE NP 00 378 DT AE . 1T P A sTEs BN T E R AR AN LR iR 5
U, 8 R Y B AR UE S R S5 LA

4. 51T PUEB AT & A SN AH AT N — IR, BRIT P E O
B4, FHATEAR, EPEERGED GERRAEEH. #E8), iEBrFA
ANIT A G5 A

5. FBRIAEAIT AR UEN LA (] F T SRR A e, 3T P AR UEAS N R TENLA (8%
FAMLAE) BT L 55

6. —SEZUET, 7B AW R AT AR ER AV RS, £
M ER RS, FECE BTk P (E R AR s e, HhER . ok
WR AU .

7. AEIELATMR A MG AR 5. 5. A9, aiE
ANPRT-RME VT A AE cSORNIE T AR 55 0488 n A0 A o &5

8. EFTEA CP&CPS HHEE M VG BN AVEE R, RAUEH T2 =AU
s HAR AR R B .

9. SREUZA., GHEIPHERET IEUE BRI Mg A B O .

10. %FF SSL/TLS WEP, 1T STAEAT LSRR R AEUE T3 21 H i 3 150 44 ot
IS [ AR 45 % HR B BHIE 1

1. XA R UEB AT, B RBLCL NSO, N7 B ) w5 H s s
WEF D) UEFHEE BB OV B R B ERE S 2) ERh S5 A8
HRFAAB R S 3R, 3) AR, SN LIE P T5%
R,

9.6.4 HKMIT IIRIA 5 1H IR

WA CP&CPS [T A F5E

TN IE T 75 0 2 1 3 R A A R A A e o

EASIHAE AT, XHE PR EA R AT IRAE .

FEASHGIE T RT, WIE A CRL B OCSP HHiAIETH /& 75 4 J ey
—HHTHZSE HAMERBEYE T AT &R, KB B Stms
SEIAR 37 SR P AR R AT A M, I ELARFE IR i i B B sl N A5 2%
6. AFEATATREWMBIE ARSI FHE. A28 B, 9%, B HE
PR TR . R S CSORNIE 5 AR 55 048 Jon A0 A o 452

9.6.5 HAhZ= 53 1R 5Lk
M YGIEE B 0 H A 22 5 2 K 5 14 <r A CP&CPS (R LT -
9.7 HE%Z

FRA CP&CPS %5 9.6. 1 HHIBIHHAE SN, LI TAR A AR SH H AT (] T A PRUEAN X
%

Ol = W DN =~

| OREE AT (B0 JU0S S ek 2
0. A HL T E T 2 e P 0 (AT P AR
3. ORI 7E R A5 11 DS I RS T 4T

49



4. XNTHTARHS, Wk BRKEFERM RS W, FF s s &~
K TAE

5. VP A CP&CPS 58 9. 6.3 Z AR, Bk /718 ;e A CP&CPS 25 9. 6. 4 2 7K
i, 75 DA RS 2 5T E .

6. DRI IR 14158 2% BIIRN) 2% g o 2 5 R W B 1Ty 3 BB e PR R B iR . JEIR . R
Wiy JoyEZEk, BET. ZabEEE i RS 1. ABTHLE 2 “HRL
7 5@ R AR EAR T RN /. AR, EWETTmE. BRI
s PN 0V £ B30 25 A e

7. WA CUEEHIEANE T E . O E BB AEBAENE SR, AT
HEIR =

9.8 HIRFIE

RSP BRI B2 B FEL T UAE IR S5 W IS SRR shE 32 400 0%, A= H A& 4
AL CP&CPS 5 9. 9 TR E B PRI 2 531

9.9

9.9.1 I fEEYuH

9.9.2

WM IE ) T A CP&CPS 9. 6. 1 HHIRRA, UEF5IT 7 A] DA HIE L A5 7K

FHIEAE ST (V8 L1 BT FRAN) o KT B R A 3 ST R B IR A 1

ARAR 0 S 5K AR 25 AR UE RG240, AN HEIE B i3 8 £ M 1 10 £5 .

W I NS, WIS A& A PRI 57 4T -

Lo SEPHIRAR IR PR I ZE R AT P UAMOEE =77, SEOT P EZ RN,

2. TRV PIRAME B RHEM . BB T, WG RIIEHIL T
HARME R, S80T P EZmkN;

3. TENEPNIRAT BIENTT P 422 M5 B B B BHE T B B iR s 0, BT8R A0 3T
ZERAETS, FECESLIRIE Z VR,

4. HTMWUE R S ECE BB S MEE, SEOT N EZR
ENIE

5. EPNHUE AR BE SIS IE T, SEOT P ESZHUER.

FAbs T T PR 1 R

L. SIS BT s RE LS ANE T4 CP&CPS 9. 2. 1, IXFpgfz bR a] A
WIS ARIE S BUEE BRI, SIS 2K T8 ) 5 I 5 Dl ST 238 KA
KHHEAN.

2. T HT P BRES T I R R AR O, WIS ASARFE BT, BT Ek
W7 B AT A

3. WIS R TEE A RO IR P 7 FE 51 08 2 54T

U g DT
AR PRI TR A 1S O I DA BT 2 0%, 3T N AR I ST A

Lo AT fEEENHEDR, BEE. S REE SRR, SEALMN
AR BE = T E 2 E

50



2. WP N S s AR . 5, WAV E R . Btk
WA & FIMWAE,  BLEA G738 At AT -3 B0 PR e e — 77 18 52 40
Fs

3. TP BTN, G A CPRCPS M AH SR ERIYE, BREBHEHH T
JEA CP&CPS #i5E [k 55 Vil 5

4. AEFIT P EE e A AR RS IE B SRS R TE SR S, B INRAE
FZUE TS S 7 AR AR, W SZE P DUEATARE RS 2, B)
HIATAZ G = M2, G0 SIS L AR CP&CPS [RIVEE T T %
BAE, IAZAEPAT P AR IE AT B E R T AT

5. IRHEFIFERIBUE EAESL. AR HER;

6. UETS ARG JE A AR AR B AR R AT (A5 A AIE T 3 % B 3 2R S M A A RS 7 5

7. BEENAHRICERAR G, SERAAE R HRE. ST, gk
&

8. TEAFEIAAEH B RBAFAESERGS, A4 1R AT FHAIE T3 A2 I 38 F1E P A5 FIAK
7 s

9. ETEEIMEAAEAT A UETS;

10. T P BUEPAE BARIL 758 =7 AR =R

11, 7ERL e fya B AMeE FE 1S, an AU IR IS 3l

9.9.3 MKAT A £< DT AE

WME TR BE R FE WMERAE S0T 7 280k, BT N 2 A& S I 51T

L. WABAT Wilwis 50567 M EFA CP&CPS H il E 1 X 55

2. AREMKERA CP&CPS MIVUBH T A %, SEEMWIEEEE = E2inE,

3. TEABHMEE NMEBUET, sy B ANE DA E . IR
[P I BIE P DA BCE P REE N ST IR, AEAT SRS IE 5 5

4. RIS A RHIE T S R BE 4T 34 5

5. M A 3B 25 CRL B OCSP A IE F5 /2 75 4 JaY

9. I0E MRS %1k

9.10.1A R R

A% CP&CPS IAEAEAT LA AT INE M IS I AE LA 2 e IR NAE R, IR HAEE
3 A 2 115 LA RO AE 28 kb 55 Isf — B 2K

0.10.22& 1
IS & b 45 B, A< CP&CPS & 1k,
9.10.3% I & 1L 5 {R B

A CP&CPS £ 1b)5, HATTKFRIR &1k, (Ext&ibz HarkErkags, &
CP&CPS H 5% &5 ST AR I HFE S SR el A oRiE F, A4S EABR T CP&CPS H1i
Kb, REFE BARY . IR BEENE, DU KGR A R 9T 2%
K, TEAS CP&CPS £ 1b 5 4k 44 %% .

Y TEMIERE, MBS, 5EREEMEME, CP&CPS. T P M. K
D7 WSO AR P B B e 2R 3 R B S, AN ST A 2 SR AR T

51



9. IS EHMAHES 5B

SEIHAE AL EL RS OL T, AN E RS RAT P IE . KRBT RAET T RUE S
i AT A BT AT O, B IR EE A AN BERNT T K
Ji

9. 124&iT

9.12. 118V &%

VIS 24 SRR T 2 ¥2 AL, CPS 4 5 /INHAFAE 28 /b 87 85 — KA CP&CPS,
Bt DR LA B [ SRV AN = 5 3 1T ) R A S [ B v, R RS IENL 5%
RS bR R 2,

A CP&CPS HMEEAFEE B, H CPS w5 /NMAR BT B, & IMWiE 24k
W ZE e HESS, B CPS w5 /N ST 5e sUETT, B1T )5 1 CP&CPS &t v i
WG A RIS ZE A ) 1B A R A

9.12. 238 FIHL I FHHFR

BT J5 B CP&CPS L J 4 S BRI 7E I TR B W AT o o T 7 38 1 F i
fh E1E BEARSE DT S A, ST TS K 72 B A I T A 38 S0 55 2%
17, A BRI TH) B PRAE A 9% 75 2 BRI R /0 o

9.12.3:h4UfE M 01D HIIE ¥
EPHRAS A A 7 B 8 CP&CPS FMBIT /& 75 7 B 4 01D.
9.12.4: 255 2k 55 B0 i) 15 T
MEPH IS W A0 A% CPECPS HEAT IS U I TR 4G CP&CPS FHAHIC A 25 5
BRSBTS AN RN 55 6 1) 5 el A B 2ok 45
9. 135+ b3

WS UEIT . 37 S e 4 SLARTE B FOMIEVE B T AR 4, B SE AR

T UCA IR MR AR U, RS R SRE, WEIREE Rk .
A4 55 A5 HE A CP&CPS T S AT - BARARVRIA K, %77 [F 28 i
1 TRV E M A RV B i b

9. 4EREER
S5 1 CP&CPS 57 4 A I3 [ i v L

9. 155 EHERNFEH
TEV TR RIE 4501 7« R 7 25 S AT b J (3 L e 7 T Ak o D U2 435 P
i, K CP&CPS HIFRAT AR AR Fr A A A3 P e e N BSR4 T30k v MR
545 B e A LA TR . R 5 WM 15 A CPRCPS BT R R4+, 14
3 N R [ VA

52



9. 16— %K

9.16.1 58 # 1N

A% CP&CPS Se BSOS M 4. drdl. Hx. TERAR 3 #r. KTXHEZ
MERNF SRR, KB Ira e, IFEomE £ W
5 BRIty o LA e Rl

9.16.2%% ik

MEHAE A Y, ARFEAS CP&CPS H PRI (A UE SEAR S 7 IR AT L85, #5073
FHNAEARZ I WS FEP FREEL T, Aredd ey kAT ek,

9.16.377 F| 1

U A CP&CPS FATAR] 2% 3l 3 5 1 e B B\ 8 N SR AS v kAT, TN
CP&CPS (R A ER AR A B B AT 4T . A CP&CPS HH 3R 5E TR PR, o7/ B
B R0 A U e S AT 4 E, IR EST AT AT Ak R

9.16.4 5% | $44T

WA, AT . RS S5 SRR HAT AR CPACPS i RETLE , A
PO IZ AR RAPAT IR AR E -

9.16.5 ] Hi /1y

OAR DR R KRS HURATR REEA R HUATE K 1 IEREOTE LR
1T CP&CPS BE HIHIRFIAE, A ML K AT SR S 115

9. 17H A &%
VIS X6 A CP&CPS Bl i R TEAL

53



	1. 概括性描述
	1.1 概述
	1.1.1 公司介绍
	1.1.2 服务体系/层次架构
	1.1.3 证书策略（CP）与电子认证业务规则（CPS）

	1.2 文档名称与标识
	1.3 PKI 参与者
	1.3.1 电子认证服务机构
	1.3.2 注册机构
	1.3.3 订户
	1.3.4 依赖方
	1.3.5 其他参与者

	1.4 证书应用
	1.4.1 适合的证书应用
	1.4.2 限制的证书应用
	1.4.3 正式证书和测试证书

	1.5 策略管理
	1.5.1 策略文档管理机构
	1.5.2 联系人
	1.5.2.1 CPS联系人
	1.5.2.2 证书撤销联系人

	1.5.3 决定 CPS 符合策略的机构
	1.5.4 CPS批准程序

	1.6 定义和缩写
	1.6.1 术语定义
	1.6.2 缩略语及含义


	2. 信息发布与信息管理
	2.1  信息库
	2.2  认证信息的发布
	2.2.1 信息库发布
	2.2.2 CRL发布
	2.2.3 OCSP发布

	2.3  发布的时间和频率
	2.3.1 CPS发布时间和频率
	2.3.2 CRL发布时间和频率
	2.3.3  OCSP发布时间和频率

	2.4  信息库的访问控制

	3. 身份标识和鉴别
	3.1 命名
	3.1.1 名称类型
	3.1.2 对名称意义化的要求
	3.1.3 订户的匿名或伪名
	3.1.4 不同名称形式的规则
	3.1.5 名称的唯一性
	3.1.6 商标的识别、鉴别和角色

	3.2 初始身份确认
	3.2.1 证明拥有私钥的方法
	3.2.2 组织和域名鉴别
	3.2.2.1 组织机构的身份鉴别
	3.2.2.2 机构商业名称的验证
	3.2.2.3 所在国的验证
	3.2.2.4 域名的确认和鉴别
	3.2.2.5 IP地址的确认和鉴别
	3.2.2.6 通配符域名的确认和鉴别
	3.2.2.7 数据源的准确性
	3.2.2.8  认证机构授权记录
	3.2.2.9 电子邮件的审核

	3.2.3 个人身份的鉴别
	3.2.4 未验证的订户信息
	3.2.5 授权确认
	3.2.6 互操作准则

	3.3 密钥更新请求的标识与鉴别
	3.3.1 常规密钥更新的标识与鉴别
	3.3.2 撤销后密钥更新的标识与鉴别

	3.4 撤销请求的标识与鉴别
	3.5 授权服务机构的标识与鉴别

	4. 证书声明周期操作要求
	4.1 证书申请
	4.1.1 证书申请实体
	4.1.2 注册过程和责任

	4.2 证书申请处理
	4.2.1 执行身份识别与鉴别
	4.2.2 证书申请批准和拒绝
	4.2.2.1 证书申请的批准
	4.2.2.2 证书申请的拒绝

	4.2.3 处理证书身申请的时间

	4.3 证书签发
	4.3.1 证书签发中CA的行为
	4.3.2 对订户证书签发的通告

	4.4 证书接受
	4.4.1 构成接受证书的行为
	4.4.2 CA对证书的发布
	4.4.3 CA对其他实体的通告

	4.5 密钥对的使用
	4.5.1 订户私钥和证书的使用
	4.5.2 依赖方公钥和证书的使用

	4.6  证书更新
	4.6.1 证书更新的情形
	4.6.2 请求证书更新的实体
	4.6.3 证书更新请求的处理
	4.6.4 颁发新证书时对订户的通告
	4.6.5 构成接受更新证书的行为
	4.6.6 CA对更新证书的发布
	4.6.7 CA对其他实体的通告

	4.7 证书密钥更新
	4.7.1 证书密钥更新的情形
	4.7.2 请求证书密钥更新的实体
	4.7.3 证书密钥更新请求的处理
	4.7.4 颁发新证书时对订户的通告
	4.7.5 构成接受密钥更新证书的行为
	4.7.6 CA对密钥更新证书的发布
	4.7.7 CA对其他实体的通告

	4.8 证书变更
	4.8.1 证书变更的情形
	4.8.2 请求证书变更的实体
	4.8.3 证书变更请求的处理
	4.8.4 签发新证书时对订户的通告
	4.8.5 构成接受变更证书的行为
	4.8.6 CA对变更证书的发布
	4.8.7 CA对其他实体的通告

	4.9 证书撤销和挂起
	4.9.1 证书撤销的情形
	4.9.1.1 订户证书撤销的原因
	4.9.1.2 中级CA证书撤销的原因

	4.9.2 请求证书撤销的实体
	4.9.3 撤销请求的流程
	4.9.3.1 订户主动提出撤销申请
	4.9.3.2 订户被强制撤销证书

	4.9.4 撤销请求宽限期
	4.9.5 CA处理撤销请求的时限
	4.9.6 依赖方检查证书撤销的要求
	4.9.7 CRL发布频率
	4.9.8 CRL发布的最大滞后时间
	4.9.9 在线状态查询的可用性
	4.9.10  在线状态查询要求
	4.9.11  撤销信息的其他发布形式
	4.9.12  密钥损害的特别要求
	4.9.13  证书挂起的情形
	4.9.14  请求证书挂起的实体
	4.9.15  挂起请求的流程
	4.9.16  挂起的期限限制

	4.10 证书状态服务
	4.10.1  操作特征
	4.10.2  服务可用性
	4.10.3  可选特征

	4.11 终止服务
	4.12 密钥生成、备份与恢复
	4.12.1  签名密钥生成、备份与恢复的策略与行为
	4.12.2  加密密钥的生成、备份与恢复的策略与行为


	5. 认证机构设施、管理和操作控制
	5.1 物理控制
	5.1.1 场地位置与建筑
	5.1.1.1 公共区
	5.1.1.2管理服务区
	5.1.1.3 核心区

	5.1.2 物理访问
	5.1.3 电力与空调
	5.1.4 水患防治
	5.1.5 火灾防护
	5.1.6 介质存储
	5.1.7 废物处理
	5.1.8 异地备份

	5.2 程序控制
	5.2.1 可信角色
	5.2.2 每项任务需要的角色
	5.2.3 每个角色的识别与鉴别
	5.2.4 需要职责分割的角色

	5.3 人员控制
	5.3.1 资格、经历和无过失要求
	5.3.2 背景审查程序
	5.3.3 培训要求
	5.3.4 再培训周期和要求
	5.3.5 工作岗位轮换周期和频率
	5.3.6 未授权行为的处罚
	5.3.7 独立合约人的要求
	5.3.8 提供给员工的文档

	5.4
	5.4.1 记录事件的类型
	5.4.2 处理日志的周期
	5.4.3 审计日志的保存期限
	5.4.4 审计日志的保护
	5.4.5 审计日志备份程序
	5.4.6 审计收集系统
	5.4.7 对异常事件的通告
	5.4.8 脆弱性评估

	5.5 记录归档
	5.5.1 归档记录的类型
	5.5.2 归档记录的保存期限
	5.5.3 归档文件的保护
	5.5.4 归档文件的备份程序
	5.5.5 记录时间戳要求
	5.5.6 归档收集系统
	5.5.7 获得和检验归档信息的程序

	5.6 电子认证服务机构密钥更替
	5.7 损害与灾难恢复
	5.7.1 事故和损害处理程序
	5.7.2 计算机资源、软件和/或数据的损坏
	5.7.3 私钥损害处理程序
	5.7.4 灾难后的业务连续性能力

	5.8 CA或RA的终止

	6. 认证系统技术安全控制
	6.1 密钥对的生成和安装
	6.1.1 密钥对的生成
	6.1.1.1 CA密钥对的生成
	6.1.1.2 RA密钥对的生成
	6.1.1.3 订户密钥对的生成

	6.1.2 私钥传送给订户
	6.1.3 公钥传送给证书签发机构
	6.1.4 CA公钥传送给依赖方
	6.1.5 密钥长度
	6.1.6 公钥参数的生成和质量检查
	6.1.7 密钥使用目的

	6.2 私钥保护和密码模块工程控制
	6.2.1 密码模块的标准和控制
	6.2.2 私钥多人控制（m选n）
	6.2.3 私钥托管
	6.2.4 私钥备份
	6.2.5 私钥归档
	6.2.6 私钥导入、导出密码模块
	6.2.7 私钥在密码模块的存储
	6.2.8 激活私钥的方法
	6.2.9 解除私钥激活状态的方法
	6.2.10 销毁私钥的方法
	6.2.11 密码模块的评估

	6.3 密钥对管理的其他方面
	6.3.1 公钥归档
	6.3.2 证书有效期和密钥对使用期限

	6.4 激活数据
	6.4.1 激活数据的产生和安装
	6.4.2 激活数据的保护
	6.4.3 激活数据的其他方面

	6.5 计算机安全控制
	6.5.1 特别的计算机安全技术要求
	6.5.2 计算机安全评估

	6.6 生命周期技术控制
	6.6.1 系统开发控制
	6.6.2 安全管理控制
	6.6.3 生命期的安全控制

	6.7 网络的安全控制
	6.8 时间戳

	7. 证书、证书撤销列表和在线证书状态协议
	7.1 证书
	7.1.1 版本号
	7.1.2 证书扩展项
	7.1.2.1 根CA证书
	7.1.2.2 中级CA证书
	7.1.2.3订户证书
	7.2.1.4 所有证书

	7.1.3 算法对象标识符
	7.1.4 名称形式
	7.1.5 名称限制
	7.1.6 证书策略对象标识符
	7.1.7 策略限制扩展项的用法
	7.1.8 策略限定符的语法和语义
	7.1.9 关键证书策略扩展项的处理规则

	7.2 证书撤销列表
	7.2.1 版本号
	7.2.2 CRL和CRL条目扩展项

	7.3 在线证书状态协议
	7.3.1 版本号
	7.3.2 OCSP 扩展项


	8. 认证机构审计和其他评估
	8.1 评估的频率和情形
	8.2 评估者的资质
	8.3 评估者与被评估者之间的关系
	8.4 评估内容
	8.5 对问题与不足采取的措施
	8.6 评估结果的传达与发布
	8.7 自评估

	9. 法律责任和其他业务条款
	9.1 费用
	9.1.1 证书签发和更新费用
	9.1.2 证书查询费用
	9.1.3 证书撤销或状态信息的查询费用
	9.1.4 其他服务费用
	9.1.5 退款策略

	9.2 财务责任
	9.2.1 保险范围
	9.2.2 其他资产
	9.2.3 对最终实体的保险或担保

	9.3 业务信息保密
	9.3.1 保密信息范围
	9.3.2 不属于保密的信息
	9.3.3 保护保密信息的责任

	9.4 个人隐私保密
	9.4.1 隐私保密原则
	9.4.2 作为隐私处理的信息
	9.4.3 不被视为隐私的信息
	9.4.4 保护隐私的责任
	9.4.5 使用隐私信息的告知与同意
	9.4.6 依法律或行政程序的信息披露
	9.4.7 其他信息披露情形

	9.5 知识产权
	9.6 陈述与担保
	9.6.1 电子认证服务机构的陈述与担保
	9.6.2 注册机构的陈述与担保
	9.6.3 订户的陈述与担保
	9.6.4 依赖方的陈述与担保
	9.6.5 其他参与者的陈述与担保

	9.7 担保免责
	9.8 有限责任
	9.9 赔偿
	9.9.1 赔偿范围
	9.9.2 订户的赔偿责任
	9.9.3 依赖方的赔偿责任

	9.10 有效期限与终止
	9.10.1 有效期限
	9.10.2 终止
	9.10.3 效力的终止与保留

	9.11 对参与者的个别通告与沟通
	9.12 修订
	9.12.1 修订程序
	9.12.2 通知机制和期限
	9.12.3 必须修改OID的情形
	9.12.4 必须修改业务规则的情形

	9.13 争议处理
	9.14 管辖法律
	9.15 与适用法律的符合性
	9.16 一般条款
	9.16.1 完整协议
	9.16.2 转让
	9.16.3 分割性
	9.16.4 强制执行
	9.16.5 不可抗力

	9.17 其他条款


